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Abstract 

INTRODUCTION: Nowadays, the Internet of Things (IoT) is one of the thriving technologies which incredibly enhances 
the standardization and modernization of any field. Healthcare has been facing so many conundrums that now could be 
catered to by the technology of IoT. IoT has found its application in the healthcare sector in the form of various health 
monitoring devices as well as sma4rfj, and tjti88lirt wearables for efficiently monitoring the health status of patients and 
improving upon the traditional infrastructure. Further, IoT in healthcare introduces and identifies the intelligent trend and 
directions by which one can be aware of health, fitness, and ailments. In this way, IoT progressively adds to the medical 
field and healthcare. At the same time, there are some challenges which are pertaining to IoT in healthcare which include 
the breaching of confidential information such as patient data. 
OBJECTIVES: The paper aims to discuss the solutions to this problem in detail. 
METHODS: The paper fulfils its objectives through the deployment of technology such as blockchain and fog computing. 
This paper delineates the comparative study of how IoT assimilates healthcare. 
RESULTS: The paper discusses various identified technologies to overcome the challenges in IoT for healthcare. 
CONCLUSION: The amalgamation of IoT with healthcare shows efficacious outcomes. It can even create the difference 
between life and death. IoT overcomes the shortcomings of the traditional healthcare system. However, there are some 
challenges of securities associated with the IoT technology which can be coped with some measures such as cryptography, 
and blockchain etc. 
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1. Introduction

The healthcare system has been in a great despondency 
state. The causes for the same can be given to factors such 
as a rise in the number of an aging population, increased 
expenditure of hospitals and clinics and a rise in the variety 
of chronic diseases. However, over a period, technology 
somehow bolsters and overcomes many issues. Similarly, 
IoT (Internet of things) is such a technology that is 
biblically corroborated in the field of healthcare and aids it 
to help resolve issues that are pertaining to the present-day 
healthcare system. IoT now becomes the centre of interest 
as it has been incorporated into smart cities, smart homes, 

environmental monitoring, and healthcare, etc. IoT has 
remarkable benefits which it serves the health sector. IoT 
can connect with several sensors, vehicles, and home 
appliances, etc. together with the internet [1]. The 
paradigm of IoT brings the most efficient and reliable 
solutions. It facilitates real-time health monitoring of 
patients which is of utmost significance to patients 
suffering from chronic diseases such as high blood 
pressure, diabetes since their health conditions are required 
to be continuously monitored and the critical data so 
generated can then be transferred to the medical staff who 
can then act upon based on the insights gained from the 
data [2]. 

EAI Endorsed Transactions on 
Industrial Networks and Intelligent Systems 

| Volume 10 | Issue 4 |

about:blank
about:blank
mailto:author@emailaddress.com


 
R. Dahiya et al. 

2 

However, there are some challenges pertaining to this 
system such as the management of big data generated by 
these IoT-enabled sensor devices and other factors related 
to security in the form of managing the confidentiality, 
integrity, availability, and authentication of the generated 
data. However, IoT technology somewhat has security 
issues that can lead to leakage of private data. It breaches 
confidentiality which is quite dangerous to trust. So, it 
requires sky-scraping security to maintain confidentiality. 
The system should have high-security 
encryption/decryption algorithms like AES (Advanced 
Encryption Standard) which provides the utmost security 
to the devices associated with IoT [3]. This paper is 
organized in five sections. Section 2 presents the detailed 
literature survey for related works has been discussed. 
Section 3 of the paper highlights the applications of IoT in 
healthcare. Section 4 points out the various challenges of 
IoT application in healthcare sector. Section 5 suggests 
solutions to the challenges with the aid of variety of 
technologies. Section 6 concludes the paper. 

2. Literature review 

The IoT becomes the epicentre which assists us in 
formulating the integrated and synchronized wearables that 
directly convey and guide us for our health. On the other 
side, there is an IoT gateway which acts as an intermediate 
hub in between wearables and IoT servers. And at the same 
time, physicians appear as the real time observer of patients 
and have the control of sensors of their wearables [2]. IoT 
has extraordinary potential which is completely 
intertwined with our lives. Like the OSI model, it also has 
several layers on which its functionalities depend, which 
are: 1. Sensing layer 2. Access layer 3. Network layer 4. 
Middleware Layer 5. Application Layer. 
 
    IoT technology predominantly depends upon sensors 
by which it collects data from the physical surroundings 
and our body. Further, this data will be pre-processed and 
used for analysis and treatment [4]. However, there are 
also some privacy shortcomings associated with the 
contrivance of IoT technology and it is quite challenging 
to impede the data without affecting data utility, data 
sharing and model learning etc. Wearable devices allow 
transfer of data which comprises personal information as 
well which can be tracked and attacked which needs to be 
protected with the strong security algorithm [3,5]. 
Ghosh et al. (2023) embarked on a comprehensive study to 
assess water quality through predictive machine learning. 
Their research underscored the potential of machine 
learning models in effectively assessing and classifying 
water quality. The dataset used for this purpose included 
parameters like pH, dissolved oxygen, BOD, and TDS. 
Among the various models they employed, the Random 
Forest model emerged as the most accurate, achieving a 
commendable accuracy rate of 78.96%. In contrast, the 
SVM model lagged behind, registering the lowest accuracy 
of 68.29% [35]. 

Alenezi et al. (2021) developed a novel Convolutional 
Neural Network (CNN) integrated with a block-greedy 
algorithm to enhance underwater image dehazing. The 
method addresses color channel attenuation and optimizes 
local and global pixel values. By employing a unique 
Markov random field, the approach refines image edges. 
Performance evaluations, using metrics like UCIQE and 
UIQM, demonstrated the superiority of this method over 
existing techniques, resulting in sharper, clearer, and more 
colorful underwater images [36]. 
Sharma et al. (2020) presented a comprehensive study on 
the impact of COVID-19 on global financial indicators, 
emphasizing its swift and significant disruption. The 
research highlighted the massive economic downturn, with 
global markets losing over US $6 trillion in a week in 
February 2020. Their multivariate analysis provided 
insights into the influence of containment policies on 
various financial metrics. The study underscores the 
profound effects of the pandemic on economic activities 
and the potential of using advanced algorithms for 
detection and analysis [37]. 

3. Applications in IoT sector of 
healthcare 
 
With this crucial technology trend, the future of medicine 
and the healthcare system is invariably revolutionized and 
provides innumerable benefits. The Internet of Things is 
considered as a gigantic network which is formulated to 
extend the connectivity of the internet into physical 
devices. Figure 1 illustrates various applications of IoT in 
the healthcare sector which are highly prevalent and are 
evident in the form of various health monitoring systems 
and smart wearables which are utilized nowadays to enable 
remote monitoring of patients suffering from chronic 
diseases like diabetes, hypertension, chronic obstructive 
pulmonary disease. 
 

 
 
 

Figure 1. Application of healthcare-based devices 
on IoT 
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3.1. QardioCore 

QardioCore is a wireless ECG Monitor which records the 
complete heart performance of a patient on a smartphone 
and the data so generated can be sent to the doctor for 
further analysis. With real-time data sharing and analysis, 
QardioCore offers a new way of chronic conditions and 
physical activity performance management. Via this 
technology, the wearables have the tendency to raise the 
alerts for patients who are experiencing palpitations, 
strokes, arrhythmias, etc. so that without any delay 
hospitals can dispatch the ambulance which absolutely 
creates the difference between life and death. It is 
particularly suited for people with increased health risks 
caused by family predisposition, a history of heart attacks 
or strokes, high blood pressure, high cholesterol, diabetes, 
and excess weight [11]. 

3.2. IoT Based Glucose Level Monitor 

Diabetes is a metabolic disease that proliferates the glucose 
level of a patient. Proper monitoring of glucose levels can 
help with medication, physical activity, and meal planning. 
Continuous glucose monitoring works through a minuscule 
sensor inserted under the skin which continuously tests the 
glucose level and the information generated is sent 
wirelessly to a monitor which may be a part of an insulin 
pump or a separate device. Some CGMs transmit the data 
directly to a smartphone or tablet. 

3.3. IoT Based Contact Lenses 

The IoT-based contact lens consists of a micro camera and 
sensors that support Wi-Fi signals, and the device is 
connected to a smartphone to monitor human health 
conditions such as diabetes. The patient’s sugar level can 
be measured by tears and if any abnormal situation is 
found, then the necessary health alert may be sent to the 
health consultant. 

3.4. Ingestible Sensors 

This is one of the incredible developments in the field of 
IoT in healthcare wherein patients now can swallow 
devices with sensors that seem like sensors. And these 
sensors are outrightly ingestible. Once they are ingested, 
then the information can be tracked via the patient's mobile 
application. Many times, patients forgot to take their proper 
medication on time which leads to uncertainties and 
inconsistencies in their health. These sensors perfectly 
eradicate this issue as it is successfully able to inform 
patients about their medication. 
 
 
 

3.5. Location Amenities 

Several times, items like wheelchairs, defibrillators, 
nebulizers, pumps, and other medical paraphernalia can be 
misplaced or not able to be found on time which could lead 
to many problems and time delays for the treatment of 
patients. So, here again, IoT comes into the picture wherein 
sensors can be tagged to each specific piece of equipment 
so that health staff can be located and found easily. 
 

4. Challenges in IoT on Healthcare 

Despite having so many merits and advanced technology 
which undoubtedly bolsters our medical and healthcare 
system, at the same time it has some disadvantages as well 
which hampers the growth of IoT technology with 
healthcare. Cyberattacks have catastrophic effects on the 
domain of healthcare. Even the medical devices which 
assuage the patients and tackle their diseases are not secure. 
They are also vulnerable. 

4.1. Vulnerabilities in Privacy 

This is one of the consequential threats when it comes to 
IoT as this technology captures and transmits data in real-
time via sensors. The data comprises valuable and 
confidential information about the patient. And there is a 
high possibility of breaching this information which is a 
contravention act. Most IoT devices lack the data protocols 
and standards. Also, it has been found that there is 
vagueness regarding data ownership and regulation which 
makes that data more susceptible to cybercriminals. As a 
result, patients, and doctors both must compromise 
Personal Health Information (PHI). Cybercriminals have 
been posing the biggest obstruction as they can misuse the 
patient's data to generate fake IDs to buy drugs and other 
stuff pertaining to medicine. They can also forge insurance 
claims in the name of a patient [1]. 

4.2. Severity of Big data 
 
Umpteen data is generated and regulated daily which is 
considered as Big Data. And it has its merits and demerits 
as well. It significantly helps in predicting the epidemics, 
solutions for the various disorders, and may prevent the 
deaths. Big data also promotes well-being and improves the 
quality of life. Furthermore, it offers a variety of services 
including industrial automation, system health monitoring, 
predictive maintenance, and remote monitoring. But 
despite these advantages, it encompasses some serious 
drawbacks which hampers the IoT in healthcare. 
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4.3. Coalescing multiple devices 

It has been found that the amalgamation of multiple devices 
and protocols causes impediments which restricts the 
implementation of IoT in the healthcare sector. The reason 
being is that the device manufacturers still have not reached 
a consensus about the communication protocols and 
standards. As a result, they create their own separate 
ecosystem of IoT devices which causes the integration 
problems and breaching of confidential information by 
unauthorized users which degrades the overall security 
mechanism of the system. Therefore, this non-uniformity 
hampers the process and dwindles the opportunity to obtain 
the efficiency and scalability of IoT in healthcare [16]. 

4.4. Med Jacking 

The healthcare sector is the most targeted sector and prone 
to vulnerabilities in which hackers tamper with the medical 
devices by which patients and doctors both suffer and 
create unnecessary conundrums. Some cases also 
witnessed this Med jacking wherein hackers and 
unauthorized users hijack the medical devices. They 
purposely infected the medical devices with different types 
of malwares, and this can create the difference between life 
and death. The hackers can get the outright access and can 
control the patient's drug dosage and other stuff which 
causes damage to the patient. From a survey, in Aug 2015, 
The FDA recommended that all the hospitals in California 
deter the utilization of medical devices which are prone to 
cyber-attacks [17]. 

4.5. Network Segmentation 

Segmentation plays a vital role in maintaining the quality 
of security strategy. In this, there is a splitting of networks 
into subnets to enhance or ameliorate the performance and 
security of medical IoT. This contrivance enables us to 
divide traffic into external and internal users. But the dearth 
of network segmentation can affect the hospitals and 
medical departments severely with respect to the patient's 
data. Without a network segmentation hackers and 
unauthorized users easily break the system and gain the 
controls. 

4.6. Hackable Devices 

Insulin and Infusion pumps: This is profoundly useful in 
the sector of healthcare as it administers blood, saline, and 
other fluids with the control of IoT. But, at the same time, 
it accompanies lots of malicious threats and vulnerabilities.  

Cardiac Devices: These days, a lot of implantable devices 
available, among all implantable devices is common which 
is now considered as a disruptive one as it is associated 
with security vulnerabilities and poses a cybersecurity 

challenge. Researchers even found that even simple denial-
of-service (Dos) attacks break into the device.  
 
Security Cameras: In this, the botnet plays a significant 
role in creating the disruption. It has the capability to 
launch the largest DDOS (Distributed denial-of-service) 
attack on connected devices via IoT. This will be accessed 
by default usernames and passwords which leads to the 
breach of the patient's data [20]. 
 

5. Technologies to overcome the 
challenges in IoT for Healthcare 

5.1. Cloud Computing 

Cloud Computing refers to the shared pool of configurable 
computing resources which is ubiquitous, dynamic in 
nature, and facilitates on-demand access of computing 
resources such as network infrastructures, servers, storage, 
applications, etc. It supports an expandable, coherent, and 
coordinated business model which supports mobile devices 
[21]. 

Software-as-a-Service (SaaS): SaaS consists of industrial 
applications with web or program interface providing 
subscribe-and-use features to industry clients with the final 
product where everything is managed by the service 
provider. In SaaS, end users do not possess the control of 
the cloud infrastructure and the applications are available 
as services which can be accessed via different types of 
client devices such as web-browser, app. Industry 
Machinery Catalyst from Siemens is a SaaS designed for 
industrial use [21].  

Platform-as-a-Service (PaaS): PaaS allows industries for 
self-development of applications where the clients have the 
control over the application and the configuration 
environment. It provides a facility for the consumer to 
execute consumer-created or acquired applications onto the 
cloud infrastructure where the user does not control the 
cloud infrastructure and can only control the deployed 
applications using given configurations. Software firms 
including Cumulocity, Bosch IoT, and Carriots offer PaaS 
for IoT industries [21]. 

Infrastructure-as-Service (IaaS): IaaS offers a facility to 
access computing resources such as network, storage, and 
operating system where users can deploy, execute, and 
control any software like operating system and other 
applications. In some cases, the user can control selected 
networking components. In IaaS, clients can use the cloud 
to operate a virtual data centre. It Is widely used to deploy 
PaaS and SaaS as well. Software companies like Microsoft 
Azure, Google Compute Engine, and IBM Smart Cloud 
Enterprise are some of the firms that offer IaaS for IoT 
industries [23]. 

EAI Endorsed Transactions on 
Industrial Networks and Intelligent Systems 

| Volume 10 | Issue 4 |



Facilitating Healthcare Sector through IoT: Issues, Challenges, and Its Solutions 
 
 
 

5 

5.2. Network Controlling 
 
It is the fundamental part that one needs to have an outright 
dominance over the network so that one can monitor the 
breaches and malicious activities. This scheme assists in 
reducing the risks as the network has high intelligence, 
scanners and varieties of conducive solutions which 
ensures the safeguarding against the cyber-attacks. In a 
way, it impedes the interception of data by the intruders as 
they cannot decrypt it. Hence, there should be absolute 
conspicuousness over the network so that they can identify 
the anomalies at the earliest and further the vulnerabilities 
can be addressed [23]. 
 
 
5.3. Security via Cryptography 
 
Cryptography is always considered as the promising 
solution when it comes to preventing security as it has the 
capability to counteract both hardware and software. It 
covers all three components of security: Confidentiality, 
Integrity, and Authentication. In hardware, the various 
devices and sensors store asymmetric keys in themselves 
to establish secure connections in the form of HTTP which 
acts as a tunnel between sensors and consumers.  Also, to 
deal with the various intricacies associated with insecure 
encrypted IoT networks, there is an authentication pattern 
for implantable healthcare devices that has been decided to 
use an albeit password system. This allows the ultraviolet 
light to seal encrypted keys in the patient's body [24]. 
Cryptography ensures the data security and data privacy 
and enhances the reliability of any network. There are 
several algorithms pertaining with cryptography to tackle 
the security issues of medical IoT. But two major algorithm 
which supremely address the problems are: 
 

• AES (Advanced Encryption Standard) 
• DH (Diffie–Hellman) Algorithm 

 
5.4. Fog Computing 
 
The basic idea of fog computing is to extend the cloud near 
to the deployed IoT devices. It solves the problems faced 
by cloud computing during IoT data processing and acts as 
an intermediate layer between clouds and devices. The 
requirement for the adoption of fog technology in IoT 
emerges from the consistent release of time-sensitive and 
critical data from machines and sensors which needs 
immediate action and rapid response. The detailed working 
of fog is shown in figure 3. Any delay in action at proper 
time may create a perilous situation for medical staff. The 
major challenges including handling the diversity of data, 
different protocols, and different data sources are handled 
by the implementation of fog computing technology in IoT. 
This technology addresses the weakness of industrial 
automation by enabling new functionalities along with the 
additional features and helps in enriching the current 
functionalities [27].  

 

 

Figure 2. Figure depicting the working of Fog 

5.5. Blockchain 
 
Blockchain is a term typically used to describe a collection 
of records, linked with each other which is strongly 
resistant to alteration and is protected by cryptography. 
This property of blockchain could prove to be of utmost 
usefulness to the healthcare sector where the data needs to 
be fully secured from any kind of inconsistency, 
redundancy, and corruption. Blockchain technology can be 
used to store the critical data so that the data does not get 
stored at a centralized database. Moreover, blockchain 
technology can also be used in the pharmaceutical sector to 
reduce the discrepancy regarding the medicines since most 
of the pharmaceutical companies suffer huge losses due to 
this problem as the hospitals tend to return fake products 
back to the company in place of the original ones. 
 
 
5.6. Big Data on medical IoT 
 

Data is everywhere and since the world is constantly 
revolutionizing with digital means as a result, associated 
data is also generating tremendously. Similarly, data in 
huge volume is generated in the healthcare sector. Big data 
in healthcare is a term which refers to enormous volumes 
of information generated by digital technologies which can 
be structured, semi-structured and unstructured. In essence, 
big data is highly beneficial as it gives us data to analyse, 
helps in predicting various epidemics etc [32]. Cloud 
storage also manages with the help of Big Data technology 
[30]. 

Big Data Analytics: Big data analytics (BDA), the 
combination of two produces effective outcomes with 
respect to data management. Analysing with respect to big 
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data is the mechanism of scrutinizing and investigating the 
huge volumes of data which pile up from the various 
sources in different formats. There are various analytics 
technologies available which assist us in analysing the 
useful insights or information from the large chunks of data 
which are data mining, deep learning, deep learning 
algorithms, nature language processing tools (NLP), 
artificial intelligence (AI) and predictive analytics etc. 
These tools incredibly support data analytics and help in 
contextualizing the data or data sets. Further, it extends the 
flexibility by which an individual can draw important 
conclusions.  

Big Data in healthcare can be explained through its 
fundamental characteristics which are:  

Volume: It is the amount of data, which is generated by X-
rays, ultrasounds, MRI (magnetic resonance imaging) and 
many others.  

Velocity: It is referred to as the speed at which the data is 
generated which widens the scope analysis. 

Variety: The data obtained from healthcare domain can be 
of different formats  

Big Data in biomedical research: In a biological system, 
even a human cell exhibits a lot of intricacies which poses 
many challenges to study and requires umpteen amounts of 
data to interpret the processes or mechanism. Now, here 
Big Data bolsters the scenario as it gives a widened field to 
study data sets. The more data we have, the better 
understanding we gasp. Analysis of big data can be a great 
help in imparting strategic ideas for the healthcare system. 
It highly supports the omics discipline in which instead of 
studying a single gene, it paves the way to study the whole 
genome of an organism [32]. 

EMR (Electronic medical record): It adds on to the 
digitization of healthcare and big data which is an 
electronic version of a patient's medical history which is 
accessed by authorized users. The scheme of EMR 
automates the access to information which helps in 
strengthening the relationship between patients and 
clinicians. The main advantage of EMR is it has the 
capability to reduce medical errors and indeed improves 
the accuracy and clarity of data [33]. 

Authentication: Authentication has a special power to 
conquer the hackers. It plays a critical role in the security 
of web applications. User needs to provide a login name or 
password to authenticate his identity. Through the 
credentials, we can verify the authenticated users and hence 
prevent the third party or unsanctioned users. The 
authentication rules operate with HTTP, SSL or TLS 
embedded within the request. For the authentication 
process, strongest passwords should be a prerequisite. 
There should be proper assuring the authentication to the 
application, server, and device. There should be the 

security of password recovery mechanisms [34]. These 
ways can assist in validating the specific user and that user 
can be patient and doctor. Hence, to some extent, mitigate 
the security challenges.  Here are some IoT based solutions 
which effectively deal with the cybersecurity challenge and 
create the extra layer of security. In a way, it safeguards the 
healthcare domain. This is specifically designed for 
hospitals as it safeguards the assets of healthcare IoT such 
as inventory management and vulnerability research etc. It 
certainly impedes from malwares and ransomware attacks 
from breaking into the system. 
 

6. Conclusion 
 
Healthcare is one of the most critical and prominent 
domains which is incredibly supported by IoT technology. 
The sensors of IoT play a crucial role and cater to varieties 
of facilities such as remote operating of patients and 
tracking their health status from any corner. The 
amalgamation of IoT with healthcare shows efficacious 
outcomes. It can even create the difference between life and 
death. IoT overcomes the shortcomings of the traditional 
healthcare system. However, there are some challenges of 
securities associated with the IoT technology which can be 
coped with some measures such as cryptography, and 
blockchain etc. In a way, medical IoT is progressively 
evolving and solving the unprecedented problems 
pertaining to healthcare and the medical field. 
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