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Abstract

In this paper, we propose an innovative, lightweight, and energy-efficient consensus mechanism, Proof-
of-Resource (PoR), custom-designed for Internet of Things (IoT) devices in blockchain networks. As IoT’s
integration with blockchain faces hurdles such as scalability, resource efficiency, and security, conventional
blockchain consensus mechanisms prove unsuitable due to IoT devices’ resource limitations. The PoR is
a breakthrough that capitalizes on IoT device resources’ inherent capabilities to achieve consensus, thus

enabling secure and efficient data exchange while minimizing resource consumption. Our paper presents
the comprehensive design of PoR, discussing aspects like initialization, resource verification, consensus
protocol, validator selection, block validation, and rewards. Through a simulation involving fifteen IoT
devices, we demonstrate that PoR effectively addresses key challenges in IoT-blockchain integration, signifying
a significant step forward in enabling blockchain technology for IoT systems.
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1. Introduction edges and the fact that they are managed by fragmented
service providers enforcing different security policies,
conventional security policies, which rely on central-
ized authority and are prone to performance issues and
single points of failure, are found to be inadequate and
inefficient in addressing the performance and security
challenges prevalent in IoT systems [3].

Recently, the design of decentralized security mech-
anisms for distributed network applications has
gained significant attention in academia and industry.
Blockchain, the foundational protocol of Bitcoin [4],
has demonstrated its potential to revolutionize infor-
mation technology (IT) due to its appealing proper-
ties such as decentralization and transparency. Notably,
blockchain-enabled security mechanisms for IoT-based
applications have been reported in various domains,
including smart surveillance systems, social security
systems, space situation awareness, biometric imag-
ing data processing, identification authentication, and
access control [5]. The combination of blockchain and
smart contracts holds promise in offering a decen-
tralized security mechanism for IoT systems. In other
words, the fusion of IoT and blockchain technology

The rapid proliferation of Internet of Things (IoT)
applications has facilitated the cooperation of a diverse
range of lightweight smart devices to provide services,
with or without human intervention [1]. With the
increased prominence and deployment of these IoT-
based applications, a significant amount of transac-
tion data is generated by the interconnected smart
IoT devices, thus highlighting the criticality of ensur-
ing data security and privacy. Deployed in a dis-
tributed network environment, these IoT systems com-
prise numerous devices with varied characteristics and
behavior [2]. A scalable, flexible, and lightweight sys-
tem architecture is necessitated by the heterogeneity
and resource limitations of these devices. The ideal
architecture should support swift development and
easy deployment across multiple application vendors,
regardless of their adherence to standard development
technologies. Furthermore, considering the geograph-
ical dispersion of these smart devices across network
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has the power to reshape how we interact with and
secure our increasingly connected world. It promises
safer, more efficient supply chains, more resilient smart
cities, and enhanced healthcare systems, among count-
less other possibilities.

However, integrating blockchain technologies into IoT
systems presents critical challenges in designing scal-
able and lightweight blockchain protocols. Specifically,
the performance of blockchain networks heavily relies
on consensus mechanisms, which determine data con-
sistency, the speed at which consensus is reached,
resistance to malicious nodes, and network scalabil-
ity. Unfortunately, existing blockchain protocols are
not directly suitable for IoT scenarios. Most permis-
sionless blockchain networks, such as Bitcoin, require
solving computationally intensive hashing puzzles for
block generation. While these hashing-intensive proof-
of-work (PoW) consensus mechanisms ensure network
scalability and mitigate Sybil attacks, they come at
the cost of low throughput, high energy consumption,
and ever-growing chain data [6]. On the other hand,
classical Byzantine consensus protocols like Practical
Byzantine Fault Tolerance (PBFT) [7] exhibit better
performance in terms of high throughput, low latency,
and limited overhead. However, they rely on identity
authentication and have limited network scalability
with regard to the number of nodes.

To overcome these obstacles in integrating blockchain
technologies with IoT systems, a novel consensus mech-
anism called Proof-of-Resource (PoR) is introduced in
this paper, which is specifically tailored to accommo-
date IoT devices with limited resources. The existing
resources within IoT devices, such as processing power,
memory, and energy, are utilized by the PoR consensus
to establish consensus within the blockchain network.
By tapping into the inherent capabilities of IoT device
resources, a lightweight and energy-efficient consen-
sus mechanism is provided by PoR, ensuring secure
and reliable transactions without imposing excessive
demands on resource-constrained devices.

The twofold objective of this research is: (1) to develop
a PoR consensus mechanism suitable for resource-
constrained IoT devices and (2) to evaluate its per-
formance and security characteristics. By addressing
the limitations of existing consensus mechanisms, this
research aims to offer a practical solution that enables
the active participation of IoT devices in blockchain
networks while minimizing resource consumption.
The rest of the paper is structured as follows: related
papers are reviewed and discussed in Section 2. Section
3 provides the system design of the PoOR mechanism.
The system’s performance evaluation is conducted in
Section 5. Finally, our paper is concluded in Section 6.

2. Literature review: advancements in blockchain
consensus mechanisms for loT applications

In this section, we review the existing literature on the
integration of blockchain technology in IoT systems,
with a focus on consensus mechanisms and their lim-
itations (see Table 1).

Li et al. [8] addressed the challenge of implement-
ing blockchain technology in resource-constrained sce-
narios such as IoT and smart homes. They pro-
posed a lightweight blockchain solution to overcome
the limitations of computing, storage, and bandwidth
resources. Their improved PBFT consensus mecha-
nism, coupled with a reward and punishment strat-
egy, enhances efficiency and reduces communication
resources. Additionally, a storage optimization scheme
based on RS erasure code is presented to minimize
storage overhead while ensuring data recoverability.
Experimental results validate the effectiveness of these
strategies in reducing consensus delays, communica-
tion requirements, and the overall cost of blockchain
storage. These findings contribute to the develop-
ment of reliable and efficient security solutions for
resource-constrained devices in IoT and smart home
environments. The study have been conducted in [9]
introduces Microchain, a hybrid consensus mecha-
nism designed for lightweight distributed ledgers in
IoT systems. Existing blockchain technologies like Bit-
coin and Ethereum face challenges when integrating
with resource-constrained IoT platforms due to power
consumption and low throughput. To address this,
Microchain proposes a hybrid Proof-of-Credit (PoC)-
Voting-based Chain Finality (VCF) consensus protocol.
The protocol utilizes a bias-resistant randomness pro-
tocol and cryptographic sortition algorithm to select
a random subset of nodes as a final committee for
consensus. The hybrid mechanism combines PoC, a
pure Proof of Stake (PoS) protocol, to determine block
proposers based on fair credit assignment. The voting-
based chain finality protocol resolves conflicting check-
points and selects a unique chain. Experimental results
from a proof-of-conception prototype demonstrate that
Microchain offers a partially decentralized, scalable,
and lightweight distributed ledger protocol suitable
for IoT applications. Liu et al. [10] proposed RAFT+,
a DQN-based consensus mechanism for integrating
blockchain into resource-constrained IoT networks. The
aim is to ensure data security in IoT applications
while addressing the limitations of IoT end devices.
RAFT+ is built upon the distributed consensus algo-
rithm called RAFT and introduces a new leader selec-
tion scheme. The scheme utilizes a deep Q-Network
(DQN) to optimize leader selection based on various
conditions, effectively managing system resources and
balancing the load across multiple IoT end devices.
Simulation results demonstrate that RAFT+ improves
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system performance while maintaining security even
under high load conditions. Fu et al. [11] proposed
an efficient and fault-tolerant blockchain consensus
transform mechanism designed for IoT environments,
named BCT. With the increasing number of IoT devices
generating incremental data, there is a need for credible
data sharing across different private domains controlled
by data owners through edge devices. While exist-
ing solutions rely on blockchain for cross-domain IoT
data sharing, the requirements of efficiency and Byzan-
tine fault tolerance pose challenges. To address this,
the paper proposes the BCT mechanism and presents
two consensus algorithms: Detectable RAFT (DRAFT)
and Double-Layer Parallel BFT (DPBFT). These algo-
rithms enhance the efficiency and fault tolerance of
the data sharing process. Extensive experiments are
conducted to validate the efficiency and tolerance of
the BCT mechanism, demonstrating its effectiveness
in enabling efficient and reliable cross-domain IoT
data sharing. The study in [12] introduces B-IoT, a
blockchain-driven IoT system with a credit-based con-
sensus mechanism. Blockchains are power-intensive
and low-throughput, which poses challenges for power-
constrained IoT devices. To address these challenges,
the paper proposes a credit-based PoW mechanism
specifically designed for IoT devices. This mechanism
enhances security and transaction efficiency simultane-
ously. Additionally, to ensure the confidentiality of sen-
sitive IoT data, a data authority management method is
designed to regulate access to sensor data. The system
is built on a directed acyclic graph (DAG)-structured
blockchain, which offers greater efficiency compared
to traditional blockchain structures. A prototype of B-
IoT is implemented on Raspberry Pi, and a case study
of a smart factory is conducted. Lao et al. [13] intro-
duced G-PBFT, a location-based and scalable consensus
protocol designed for IoT-blockchain applications. G-
PBFT leverages fixed IoT devices with greater com-
putational power and reduced likelihood of becoming
malicious nodes. By utilizing geographic information
and selecting loyal endorsers, G-PBFT achieves high
consensus efficiency and low traffic intensity, mitigating
Sybil attacks. The protocol also incorporates an era
switch mechanism to handle IoT network dynamics.
Experimental results demonstrate that G-PBFT sig-
nificantly reduces consensus time, network overhead,
and offers scalability for IoT applications. Biswas et
al. [14] proposed a lightweight consensus algorithm
designed for scalable IoT business blockchains, called
PoBT. PoBT reduces computation time for block and
trade validation and includes a ledger distribution
mechanism to decrease memory requirements for IoT
nodes. The algorithm improves overall system perfor-
mance in terms of security, computation time, mem-
ory, and bandwidth requirements. PoBT offers a prac-
tical solution for leveraging blockchain in large-scale

D EA

IoT business scenarios. The paper in [15] focuses on
the implementation of blockchain technology in the
data acquisition part of SCADA systems for smart
grids and Industry 4.0. The paper introduces PoORCH
(Proof of Random Count in Hashes), a novel consen-
sus mechanism specifically designed for blockchain-
enabled SCADA systems. The mechanism incorporates
a customized mining node selection scheme. A small-
scale prototype of a blockchain-enabled data acquisi-
tion system is developed, and its performance eval-
uation highlights the benefits of blockchain technol-
ogy. This research addresses the need for efficient and
easy-to-implement consensus mechanisms in the field
of blockchain-enabled SCADA systems, emphasizing
the potential of blockchain to enhance the security,
resilience, and data integrity of future SCADA systems
in smart grids and Industry 4.0.

3. System design of Proof-of-Resource

This section outlines the details of the PoR mechanism,
specifically designed for IoT devices in the context of
blockchain. The methodology comprises several key
steps, including initialization, resource verification,
reputation score update, consensus and validator
selection, and block validation and rewards (see Fig. 1).

3.1. Initialization

The initialization step involves each IoT device
committing a portion of its limited computational
power, storage capacity, and energy resources to
participate in the blockchain network. Each IoT device
is assigned an initial reputation or resource score based
on its committed resources. The initial score reflects the
proportion of resources committed by each IoT device
and establishes their starting reputation within the PoR
mechanism.

Committed resources. Each IoT device i€ {1,2,...,N}
participating in the mechanism commits a set of
resources denoted as C(i) ={rl,r2,..,rM}. The com-
mitted resources can represent different aspects such
as computational power, communication, and storage
capacity. In our implementation, we consider compu-
tational, storage, and energy resources. Each resource
type rj, where je{l,2,...,M}, has a specific value
indicating the amount of that resource committed by
the device. The total resources available in the system
are calculated as the sum of the committed resources
from all IoT devices: T = ) C(i), forie1,2,..,N.

Initial reputation score calculation. The initial reputation
S(i) for each IoT device i is determined based on
the resources it has committed and the corresponding
importance weight assigned to each resource. In other
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Table 1. Comparison of blockchain consensus mechanisms for loT applications

Reference Consen§us Key features Benefits I.O T .
mechanism application
Reduces consensus
Li et al. [8] Improved Reward/punishment strategy || delays, communication Smart home
PBFT , RS erasure code requirements
, cost of storage
Bias-resistant . .
Xu et al. [9] PoC-VCF randomness protocol Scal.able, hghtwelght, Generic IoT
. o partially decentralized
, cryptographic sortition
Optimizes resource
Liu et al. [10] RAFT+ DQN-based leader selection __management, Generic IoT
maintains security under
high load
- Enhances efficiency Cross-domain
Fuetal [11] BCT Efficient and fault—tol'erant and fault IoT data
consensus mechanism . .
tolerance of data sharing sharing

Huang et al. [12]

Lao et al. [13]

Biswas et al. [14]

Hossain et al. [15]

Credit-based
PoW

G-PBFT

PoBT

PoRCH

Data authority management
method, DAG-structured
blockchain

Location-based and scalable
consensus protocol

Lightweight consensus
algorithm,
ledger distribution
mechanism
Consensus mechanism for
blockchain-enabled
SCADA systems

Enhances security,
transaction
efficiency, and
confidentiality
Reduces consensus
time, network
overhead, mitigates
Sybil attacks
Improves security,
computation
time, memory,
bandwidth
Enhances security,
resilience,
data integrity

Smart factory

Generic IoT

IoT business

Smart grids,
Industry 4.0
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Figure 1. Enhancing resource efficiency and security: Our lightweight PoR mechanism ensures dependable transactions on constrained
devices, outperforming current state-of-the-art approaches.

words, 5(i) refers to the sum of the committed resources
of each type, multiplied by their respective weights, as

follows.

S(i) = computational power weight * computation power+

In our implementation, the weight assigned to compu-
tational power is 0.4, while storage and energy resource

are assigned weights of 0.3 each. The initial reputa-
tion score provides a basis for evaluating the devices’
resource contribution and establishing their starting

storage capacity weight » storage capacity+

energy resource weight = energy resource

O EA

(1)

reputation within the PoR mechanism.
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3.2. Resource verification

The resource verification step involves validators
requesting resource verification from participating
IoT devices ie€{l,2,...,N}, assigning lightweight
verification tasks T(i), executing the tasks, reporting
the results, and updating the reputation scores based
on the verification outcomes. By periodically verifying
the resources of participating devices, the mechanism
ensures that devices fulfill their commitments and
demonstrates their reliability and resource capacity.
In the context of the PoR consensus mechanism,
lightweight resource verification tasks refer to relatively
simple and efficient operations that IoT devices can
perform to contribute to the blockchain network,
such as storage-related activities, computations, and
cryptographic operations. These tasks are designed to
be lightweight, considering the limited computational
power, storage capacity, and energy constraints of IoT
devices.

Let V(i) be the set of verification results obtained by
device i after executing its assigned tasks and R be the
set of validators who initiate the verification process.
Upon successful completion of the verification tasks,
IoT device i reports the verification results V(i) to
the validators in R. The reported verification results
V(i) are used to update the reputation scores of the
participating IoT devices. Note that the method for
updating scores may vary depending on operational
requirements and objectives. In our implementation,
we increment the score by one unit following the
successful verification of resources. In other words,
successful completion of resource verification tasks
leads to an increase in the device’s reputation score,
indicating its reliability and resource contribution to
the network. The purpose of resource verification tasks
is to assess the device’s ability to fulfill its commitment
and validate its suitability for participating in the
blockchain network. The actual resources of the device,
such as computational power, storage capacity, or
energy resources, remain unchanged unless there are
external factors or events that affect them. For example,
if an IoT device experiences a hardware failure, a
decrease in available storage capacity, or a change in its
energy source, these events would result in a change
in its resource levels. However, such changes are not
inherent to the mechanism itself but rather external
factors that may affect device resources.

3.3. Consensus protocol and validator selection

The consensus protocol and validator selection step
involves the consensus protocol taking into account the
reputation scores of IoT devices and selecting validators
for each block based on their scores. By considering the
scores, the mechanism aims to ensure fair and efficient

participation in the consensus process. The selected val-
idators collectively validate and agree on the contents of
the proposed block, leading to its approval and addition
to the blockchain. The consensus protocol governs how
agreement is reached among the participating nodes
(validators) in the blockchain network. Let B be the set
of blocks to be added to the blockchain, and L(b) be the
set of validators selected for block b € B.

During the validators selection process, higher repu-
tation scores indicate greater reliability and resource
capacity, making it more likely for devices with higher
scores to be selected as validators. This approach
encourages active and reliable participation in the net-
work.

In our implementation of the PoR mechanism, we estab-
lish a threshold. If a device’s reputation score is equal to
or greater than the threshold, that device is selected as
a validator. In this approach, we calculate the threshold
based on statistical properties of the reputation scores,
specifically using percentiles. This dynamic calculation
allows us to adjust the threshold based on the distribu-
tion of reputation scores in the network. The threshold
is defined as following:

P = (n/100) « N (2)

where N represents the total number of values in the
reputation score list, P denotes the desired percentile,
and n corresponds to the ordinal rank of a specific
value within the sorted list of values, where the values
are arranged in ascending order. In other words, the
percentile of x indicates the relative position of x
within a set of values, expressed as a proportion of
values below x multiplied by 100, relative to the
total number of values. In our implementation, we
consider the value of P as 75, which corresponds to
the 75th percentile of the reputation score distribution.
By selecting this percentile, we aim to strike a balance
between inclusiveness and selectiveness when choosing
validators. By utilizing the 75th percentile, we ensure
that validators with relatively higher reputation scores
are chosen, indicating a stronger level of trust and
reliability. This approach helps to mitigate the risk
of including validators with lower reputation scores
that may compromise the overall security and integrity
of the network. Moreover, considering a percentile-
based threshold calculation allows us to adapt to
changes in the reputation score distribution over time.
As the network evolves and new reputation scores
are generated, the threshold dynamically adjusts to
maintain the desired level of selectiveness based on
the statistical properties of the scores. This approach
provides flexibility in adapting to varying network
conditions, ensuring that the validator selection process
remains robust and efficient while promoting a high
level of consensus and security within the blockchain
network.
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3.4. Block validation and rewards

The block validation and rewards step involves the
validation of approved blocks by the selected validators
in the network to ensure consensus and integrity. Once
a sufficient number of validators have independently
validated the proposed block and agreed on its validity,
the block is considered approved. More specifically, if
a majority of the validators agree on the validity of the
block, the consensus is reached, and the block is con-
sidered valid. Each validator independently performs
the verification process by checking various aspects of
the block. This includes verifying the correctness of
the transactions, validating the block’s structure and
format, ensuring the previous block’s hash matches, and
verifying the digital signatures or cryptographic hashes.
After performing the verification, each validator pro-
duces a validation result, indicating whether the block
is valid or not.

The validators participating in the validation process
are rewarded for their contribution to the network,
with the rewards being proportional to their resource
contribution (see Equation 3). In this formula, k rep-
resents a constant or coefficient that determines the
reward rate. The value of k can be adjusted based on the
desired ratio of reward to resource contribution. In our
implementation, we distribute 100 reward units among
validators as the reward rate.

This step reinforces the integrity of the blockchain
network and encourages active participation by val-
idators and nodes. By rewarding validators based on
their resource contribution, we reinforce the integrity
of the blockchain network. Validators are motivated
to allocate their resources efficiently and honestly, as
their rewards depend on their level of participation and
the resources they commit. This block validation and
rewards mechanism encourages both validators and
nodes to actively participate in the network, fostering
a collaborative and robust ecosystem. The combined
efforts of validators and nodes contribute to the overall
security and stability of the blockchain network, ulti-
mately benefiting all participants involved.

R =K = Validator.reputation.score (3)

3.5. Resource optimization

Resource optimization is a crucial aspect of the
PoR mechanism for IoT devices participating in the
blockchain network. The mechanism aims to maximize
the utilization of limited computational power, storage
capacity, and energy resources while ensuring the
efficient operation of IoT devices. One of the key
considerations for resource optimization is resource-
aware task assignment. When assigning resource
verification tasks to IoT devices, the mechanism takes
into account their resource capabilities and limitations.

D EA

The tasks are designed to be lightweight and tailored to
the devices’ computational power, storage capacity, and
energy constraints. By considering the devices’ resource
profiles, the mechanism avoids overburdening them
with tasks that exceed their capabilities and ensures
that they can efficiently complete the assigned tasks
within their resource constraints. Algorithm 1 provides
an algorithmic description of the PoR mechanism.

Algorithm 1 Proof-of-Resource Mechanism

1: Stepl: Initialization

2: fori=1to N do

3:  Commit resources: C(i) =ry,7p,...,7 {Compu-
tational power, storage capacity, and energy
resources}

4:  Calculate initial reputation score: S(i)=0.4-
computational power + 0.3 - storage capacity +
0.3 - energy resource

5: end for

6: Step2: Resource Verification

7: Validators assign verification tasks T(i) to IoT

devices i

8: fori =1to N do

9: IoT device i executes verification tasks and
reports results V(i)

10:  if verification is successful then

11: Increment reputation score: S(i) +=1

122 end if

13: end for

14: Step3: Consensus Protocol and Validator Selec-
tion

15: Calculate threshold:
{75th percentile}

16: Select validators based on reputation scores: L(b) =
{i | S(i) = threshold} {For each block b}

17: Step4: Block Validation and Rewards

18: Validators independently validate proposed blocks
and produce results

19: If majority agrees on block’s validity, consensus is
reached

20: Distribute rewards to validators:
Validator.reputation.score {Reward rate}

21: Step5: Resource Optimization

22: Assign resource verification tasks considering
device capabilities and limitations

23: Design lightweight tasks tailored to computational
power, storage capacity, and energy constraints

threshold = (0.75/100) - N

R=K-

4. Implementation details

In this section, we provide a detailed overview of the
implementation aspects of the PoR mechanism for IoT
devices in the context of blockchain. We discuss key
components, algorithms, and considerations involved
in realizing the PoR mechanism.
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The PoR mechanism is programmed in Python using
the Spyder IDE. All functionalities related to the hash
function are implemented using the standard Python
hashlib library.

A simulation involving fifteen IoT devices is conducted
to participate in the blockchain network. For each
IoT device, resource commitments such as computing
power, storage capacity, and energy are generated using
a random function. In addition, the blockchain network
maintains a list of validators and records the validated
blocks that are added to the chain.

In the context of resource verification, we have
established three lightweight storage-related tasks.
These tasks encompass data retrieval, data validation,
and data processing. Furthermore, we determine the
resource requirements for performing these tasks by
utilizing a random function. Then, we have defined
the "get_suitable_devices" function, which checks
whether a given device is suitable for performing each
of these tasks or not. This determination is based
on considering the device’s available resources and
comparing them with the resource requirements of the
task.

To create a new block, the first step is to instantiate
a new block object from the related class. Next, we
populate the block with transactions, data, and other
relevant information, including a timestamp and the
hash of the previous block. To achieve this, we define
the structure of transactions using a Transaction class.
Subsequently, we add these transactions to a transaction
pool or mempool as pending transactions. This allows
us to keep track of all the transactions that are awaiting
verification and inclusion in the blockchain.

During the block verification process, we incorporate a
cryptographic challenge by generating a hash challenge
using SHA-256 and requesting validators to solve it
before doing the validation. This challenge serves as an
additional step to ensure the integrity and security of
the blockchain network.

At the end of the block validation process, if the
majority of the selected validators determine the new
block to be valid, the block will be added to the
validated blocks. This ensures that only blocks deemed
valid by a majority of validators are added to the
blockchain.

5. Performance evaluation

The performance evaluation serves as a crucial stage in
gauging the effectiveness and efficiency of the proposed
PoR mechanism within the context of IoT devices.
In this section, we establish the performance criteria
based on which the PoR mechanism is evaluated. We
examine the system’s performance through several key
indicators, namely security, fairness, and a comparative
analysis with existing mechanisms.

D EA

5.1. Security discussions

We assess the mechanism’s capacity to uphold the
security and integrity of the blockchain network.
Specifically, we delve into the effectiveness of the
resource verification tasks in thwarting malicious
activities and guaranteeing data validity. Furthermore,
we analyze the resilience of the consensus protocol
against attacks and evaluate the robustness of the
validator selection process. Through these evaluations,
we gain insights into the mechanism’s ability to
maintain a secure and trustworthy blockchain network.
The PoR consensus mechanism exhibits several security
strengths that contribute to the overall robustness and
integrity of the blockchain network. These strengths
address specific security challenges faced by IoT devices
and enhance the security of the consensus process.

* Resource-driven consensus: The primary strength
of the PoR mechanism lies in its resource-
driven approach to consensus. By leveraging
the available resources of IoT devices, such
as computational power, storage capacity, and
energy, this mechanism aligns the consensus
process with the underlying physical capabilities
of the devices. This alignment enhances the
resistance against resource-based attacks and
ensures that the consensus is achieved through
legitimate resource contributions.

» Sybil attack resistance: The PoR mechanism
provides inherent resistance against Sybil attacks.
Sybil attacks involve adversaries creating multiple
identities or nodes to gain control or disrupt the
network. Since IoT devices participating in the
mechanism need to provide verifiable proof of
their resources, the creation of multiple identities
becomes challenging for adversaries. The resource
verification process acts as a barrier against Sybil
attacks, as each device must demonstrate genuine
resource capabilities.

* Transparent and auditable: The PoR mechanism
provides transparency and auditability, which
are essential for ensuring the trustworthiness
of the consensus process. By requiring IoT
devices to provide verifiable proof of their
resources, the mechanism enables anyone to
independently verify the legitimacy of resource
contributions. This transparency enhances trust
among participants and allows for effective
detection of malicious activities or attempts to
manipulate the consensus.

* Consensus diversity: The PoR mechanism pro-
motes consensus diversity by considering various
resource types and their combinations. By allow-
ing IoT devices to contribute different resources,
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such as CPU cycles, storage space, or network
bandwidth, the mechanism avoids concentration
of power in a specific resource domain. This diver-
sity enhances the decentralization and resilience
of the consensus process, making it more robust
against resource-specific attacks or monopolistic
behavior.

5.2. Fairness evaluation

Fairness in the blockchain network is an important
aspect to ensure equitable participation and rewards
distribution among the network participants. In this
section, we introduce the fairness Gini Index as a metric
to evaluate the fairness of the reward distribution
mechanism.

The Gini coefficient is a widely used measure of income
inequality in economics and can be adapted to measure
fairness in blockchain networks. In our context, we
define the Fairness Gini Index (FGI) to assess the
distribution of rewards among validators and non-
validators in the network [16]. The FGI ranges from 0
to 1, where 0 indicates perfect fairness (all participants
receive an equal share of rewards) and 1 represents
maximum unfairness (one participant receives all the
rewards). The formula for calculating the FGI is as
follows:

FGI =1-((V?*+NV?)/R? (4)

where V is the proportion of rewards earned by valida-
tors, NV is the proportion of rewards earned by non-
validators, and R is the total reputation of all devices
(validators and non-validators) in the network.

To evaluate the fairness of our proposed PoR mech-
anism, we measured the FGI after each block vali-
dation process. We collected the reputation scores of
all devices in the network and calculated the rewards
earned by validators and non-validators. For each block,
we calculated the V and NV values using the rep-
utation scores and rewards earned by validators and
non-validators, respectively. We then computed the FGI
using the formula mentioned above. After conducting
simulations and validating 100 blocks within our net-
work, we proceeded to analyze the fairness of reward
distribution by employing the FGI. Throughout mul-
tiple runs, we observed diverse results ranging from
0.056 to 0.061. The relatively low FGI values indicate a
fair distribution of rewards among validators and non-
validators. However, further investigations are required
to analyze the impact of different parameters, such as
reputation scores and reward calculation methods, on
the fairness of the network.

5.3. Comparative analysis with other consensus
mechanisms

Consensus mechanisms play a vital role in blockchain
and distributed ledger technologies by ensuring agree-
ment and validity of transactions across a decentralized
network. When evaluating different consensus mech-
anisms, scalability and throughput are crucial factors
to consider. Scalability refers to the ability of a sys-
tem to handle an increasing number of participants
or transactions without compromising performance.
Throughput, on the other hand, refers to the rate at
which transactions can be processed and confirmed
within a given time frame. Our comparative analy-
sis of different consensus mechanisms reveals impor-
tant insights regarding their scalability and through-
put characteristics. PoW demonstrates limitations in
scalability as the network size increases due to the
computational requirements for mining. Similarly, PoW
exhibits limited throughput due to the computational
complexity involved in the mining process. PoS offers
improved scalability compared to PoW but still faces
challenges with larger network sizes. The throughput
of PoS depends on the block creation and validation
process, affecting its overall performance.

PBFT demonstrates scalability for smaller networks,
but scalability decreases as the number of participating
nodes increases. It offers high throughput for small to
medium-sized networks, but this throughput decreases
when dealing with a larger number of participants.
DPoS showcases scalability due to the delegation of
block creation to a limited number of trusted nodes.
DPoS also exhibits high throughput, thanks to its effi-
cient block creation and validation process.

PoET demonstrates scalability due to its low computa-
tional requirements and the parallel processing capa-
bilities of IoT devices. Its high throughput is facilitated
by the asynchronous and parallel execution of tasks on
multiple IoT devices. PoA shows scalability by allowing
multiple transactions to occur simultaneously across
the network. PoA has the potential for high throughput
due to the parallel processing of multiple transactions
across the DAG network.

Hybrid consensus mechanisms exhibit varying levels of
scalability and throughput, depending on the specific
combination of consensus mechanisms employed. The
scalability and throughput of these hybrid approaches
depend on the efficiency of the individual mechanisms
in block validation and transaction processing. PoR
demonstrates scalability dependent on the available
resources in the network and efficient load balancing.
It has the potential for high scalability as resources can
be dynamically allocated based on network demands.
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6. Concluding remarks and future directions

In this paper, the integration challenges of blockchain
technology with IoT have been addressed, and a
lightweight, energy-efficient consensus mechanism
known as PoR has been proposed, specifically designed
for resource-constrained IoT devices. The inherent
capabilities of IoT device resources have been leveraged
by PoR, offering an effective solution for establishing
consensus in IoT environments. The feasibility and
effectiveness of PoR have been demonstrated through
simulation using IoT devices. The results have shown
that PoR enables secure and efficient data exchange
among IoT devices while minimizing resource con-
sumption, making PoR an ideal consensus mechanism
for IoT applications where energy efficiency and scala-
bility are crucial.

Several advantages over traditional consensus mecha-
nisms in terms of resource efficiency and security are
offered by the proposed PoR mechanism. By using IoT
device resources as a basis for consensus, the need for
computationally intensive tasks has been eliminated
by PoR, thereby reducing the energy consumption and
computational overhead associated with blockchain
operations on IoT devices. This research contributes
to the advancement of blockchain integration with IoT
by addressing the challenges of scalability, resource
efficiency, and security.

However, several challenges and open questions have
also been highlighted by our analysis that warrant
further investigation:

* Scalability challenges: Achieving scalability in
large-scale networks with a significant number of
participating nodes is a primary challenge. Some
consensus mechanisms have shown promise in
smaller networks, but their scalability is dimin-
ished as the network size increases. Innovative
approaches to improve scalability in such scenar-
ios should be explored in future research.

* Throughput optimization: Room for future
research in the optimization of throughput in
consensus mechanisms exists. Even though some
mechanisms demonstrate high throughput, the
efficiency of block creation, validation, and
transaction processing can be significantly
enhanced, thereby boosting the overall
throughput of a consensus mechanism.

* Security considerations: Security remains a criti-
cal concern in consensus mechanisms. The secu-
rity implications of different mechanisms should
be evaluated in future research, and approaches
to enhance resistance against various attacks and
vulnerabilities should be explored.
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