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Abstract 

This paper presents a fast and secure image and audio encryption scheme based on the principles of a Rubik’s Cube. The 
proposed method combines scrambling and XOR-based diffusion to ensure confidentiality during storage and transmission. 
Multimedia data are converted into matrix representations and permuted using randomly generated row and column secret 
keys. Circular shift operations are applied based on the parity of the key values to achieve effective confusion and diffusion. 
This paper highlights the application of rubric cube algorithm applied on audio data for the first time for encryption and 
decryption process for voice biometric system design. The experimental results are also presented on par to image data with 
execution time. Audio data is processed and modelled as a three-dimensional Rubik’s Cube and scrambled cube using 
random rotational transformations. Decryption is performed using inverse operations with identical keys. Experimental 
results confirm strong security, low computational complexity, and high reconstruction accuracy, demonstrating suitability 
for secure multimedia communication. 
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1. Introduction

In today’s world biometric security has gained the interest 
of authentication system by leveraging physiological and 
behavioural characteristics to identity verification. 
Adoption of biometric authentication drives highest 
accuracy by enhancing usability and reduction on physical 
artifact. Apart from these advantages their exist challenges 
related to privacy preservation, ethical compliance, and 
data security.  Biometric data possess an irrevocable 
nature. This nature cannot be reissued or reset in the form  

of passwords or cryptographic keys. This necessitates 
robust protection mechanisms for biometric templates in 
the phase of storage and transmissions. There exist two 
types of biometric applications namely physiological and 
behavioural [2]. Physiological biometrics are derived 
through static patterns whereas the dynamic patterns are 
used for behavioural. Human activities like voice 
characteristics, gait dynamics and keystroke behaviour are 
considered for implementation. Among these voice 
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biometrics has emerged as a prominent and practical 
solutions for non-invasive acquisition with minimal 
hardware requirements. Voice recognition is hybrid of 
physiological properties of the vocal tract and behavioural 
attributes of speech production system. This provides a rich 
feature space for biometric discrimination. Voice biometric 
systems abstract and analyse speech features majorly like 
pitch, formant frequencies, spectral characteristics and 
prosodic patterns. These applications determine the 
identity of an unknown speaker from a predefined 
population that can be used for biometric and person 
recognition system. 

The integration of voice biometrics with encryption 
mechanisms significantly enhances authentication security 
and system resilience. Cyphering ensures voice templates 
and transmitted audio signals remain unintelligible to 
adversary’s environmental conditions by mitigating the 
risks such as eavesdropping, spoofing, and replay attacks. 
Encrypted voice metric also enables multi-factor 
authentication frameworks by considering key type, size, 
and cryptographic (ciphering and deciphering) process to 
achieve higher assurance levels. 

In this work, encryption- decryption scheme based on the 
Rubik’s Cube algorithm is proposed to enhance the 
security of voice biometric authentication systems using 
audio and image data. The method adopts permutation, 
circular shifts, XOR operations, Cube shifting and 
diffusion operations, including bitwise transformations 
with random key generation to effectively challenge audio 
data. Inverse transformations are applied to reconstruct the 
original audio signal with high fidelity in the decryption 
process. The decrypted voice data samples are 
subsequently matched against registered biometric 
templates to accomplish authentication. The main objective 
of this proposed work is to strengthen the confidentiality 
and robustness of voice biometric systems with minimum 
computational burdens for real-time Processing.  This is 
achieved by retaining the principles of confidentiality, 
integrity and availability of secure communication 
applications. 

2. Literature Survey

This section explains the related work based on Rubik’s 
cube algorithm applied for encryption. The literature 
available presents the application of rubric algorithm only 
to image processing. Few of the related works are as stated 
bellows.      The 
Rubik’s Cube has gained its popularity to its intrinsic 
algorithmic complexity, high permutation capability and 
for strong diffusion characteristics. It is widely used for 
securing coloured images, medical imagery, video data, 
and audio signals. A Survey on these is presented in [5] 
with a comprehensive explanation.  Rubik’s Cube–based 
encryption scheme for colour images of arbitrary 

dimensions for 128-bit symmetric key is proposed in [6]. 
This article discusses the algorithm application to enhance 
confidentiality and resistance against brute-force attacks. 
Paper [7] depicts its applications for medical image 
security as a chaotic key-driven encryption algorithm. The 
authors have demonstrated encryption for diagnostically 
sensitive regions in turn that reduces computational 
overhead by maintaining data privacy for real-time 
healthcare applications. The algorithm is further improved 
by enhancing the cubic structures and identified as Rubik’s 
Revenge Cube algorithm. Its application is demonstrated 
[8] to generate complex puzzle permutations by forming a
mathematical puzzle group. This paper demonstrates
nonlinear substitution boxes (S-boxes) resulting in
improved resistance against cryptanalytic attacks.
Different Key generation techniques for image processing
is also discussed extensively in this paper. Paper [9]
discloses about the logistic chaotic maps combined with
shift to generate highly random encryption keys by
improving key sensitivity and unpredictability for image
datasets. Ulti-dimensional security is discussed [10] image
encryption. This method is also demonstrated for strong
resistance to statistical, differential, and correlation-based
attacks by validating its cryptographic robustness. Paper
[11] presents 3D Bit-Level Encryption using Rubik’s Cube
permutations with three-dimensional bit-level scrambling.
This approach showed the performance of the diffusion and 
confusion operations by simultaneously operating in
spatial and bit planes. Colour image encryption method
utilizing alternate quantum random walks and controlled
Rubik’s Cube [12] operations across RGB colour channels
is applied by offering enhanced randomness and security.
Hybrid key space expansion techniques were explored in
[13], where pseudo-random number generation and
modified thresholding were applied using Sudoku-based
structures for varying key sizes. These techniques were
discussed for symmetric and asymmetric key keys for
diverse image types.
From the above survey it is clearly evident that basic and
variations on Rubik’s cube algorithm is versatile
experimented on the image data but not voice data. Hence
this gap of application made us curious and motivated us to
apply the basic model of the algorithm on voice data. The
performance of the algorithm is verified for various data
samples of audio and image data sets by considering
various validation metrics for files of various.

Data set: 

For the applications 10 Image and 8 audio samples are 
considered and applied on google data sets of varying file 
sizes between 2 to 20 MB. Various image files like human 
face, iris, biometric and animal images are considered and 
the normal voice sample without disfluencies at the word 
level comprising small phrases are considered for the 
simulation purposes. The voice samples are varied from 
small to medium word phrases. The voice dataset offers 
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various by covering normal speech acquired in normal 
environments with different sounds. 

3. Methodology

The below section explains the various steps adopted for 
processing and modelling the data in terms of encryption 
and decryption process preformed using Rubik cube 
algorithm. This section also outlines the parameters that 
influenced that algorithm to yield good solutions for audio 
dataset. 
a) Data preprocessing: Audio samples are quantised and
processed for uniform amplitude levels by subjecting to
normalization process. Common environmental noises are
eliminated by editing the audio samples using Praet
software without data loss. These samples are quasi
segmented into fixed-length frames to facilitate mapping
into encryption structure. Similarly, Image samples are
subjected to denoising process, colour space conversion
and pixel intensity to reduce redundancy, pixel intensity.
This influences on encryption efficiency.

b) Encryption and decryption procedure: The
methodology adopted for image and audio data encryption
and decryption is as follows:

General steps of Rubik cube algorithm: 

Pre-processed Image/audio data is formed to be a matrix 
to be encrypted. 

i. Identify Row and column key vector
ii. Decide maximum number of iterations

Step1: Initialization: Determine the dimensions of the 
encrypted and decrypted image/audio vectors for specified 
sequence of rows and columns at each phase. 

Step 2: Circular Shifts: 

• Step1: For each row in the image/audio
matrix(vector)- Calculate the sum of the elements
in that row using modulo 2 operations.

• Step2: If the result is 0-Performing a right circular 
shift on the row by the corresponding value in the
row key vector

Else 
• Perform a left circular shift on the row by the

corresponding value in the row key vector in the
case of encryption

Step 3: XOR Operations: For each element in the 
audio/image matrix Apply XOR operations with the 
corresponding elements from the column key vector. 
Repeat the above process for both encryption and 
decryption of audio and image samples. 

Step 4: The resulting matrix represents the 
encrypted/decrypted image or audio data. 

Figure 1 and 2 represents the flow chart of image and audio 
data encryption and decryption process. 

Figure 1. Image data encryption and decryption 
process 

Figure 2. Audio data encryption and decryption 

process 

c) Influential   Parameters-Performance: The algorithm
leverages cube rotations to generate complex permutations
of data blocks ensuring strong confusion and diffusion (no.
rounds shifts XOR).

• Different rotation sequences act as encryption
keys(public/pry), allowing a vast key space having key
flexibility (key size).
•Rotation has a precise inverse used to compute the
accurate decryption without data loss hence reversibility is
with high data retention.
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•The algorithm is highly scalable and can be extended to
higher dimensions to handle high-resolution images or long 
audio streams.

4. Evaluation Metrics

The proposed encryption scheme is evaluated using
standard image and audio metrics considering MAE, SSI, 
histogram uniformity, correlation coefficients, Bit Error 
Rate, Number of Pixel Change Rate (NPCR), Unified 
Average changing intensity (UACI) and Peak Signal to 
Noise Ratio (PSNR). Experimental results are tabulated for 
the above metrics for the various sizes of audio and image 
datasets. 

1. Mean Absolute Error

The MAE is calculated using the following equation

MAE=1
𝑥𝑥
∗ ∑ 𝑡𝑡𝑖𝑖 − 𝑡𝑡𝚤𝚤�   Eq. (1)

Where  tiis the value observed for observation i

t̂i is the predicted result for i

x is the size considered for experimentation 

2. Root Mean Square Error

A=�1
𝑥𝑥
∑(𝑡𝑡𝑖𝑖 − 𝑡𝑡𝚤𝚤�)2   Eq. (2) 

Where 

x is the size considered for experimentation 

tiis the value observed for observation i 

t̂i is the predicted result for i 

3. Structural Similarity Index

𝑆𝑆𝑆𝑆𝑆𝑆(𝑚𝑚, 𝑛𝑛) = (2𝜇𝜇𝑚𝑚𝜇𝜇𝑛𝑛+𝑑𝑑1)(2𝜎𝜎𝑚𝑚𝑚𝑚+𝑑𝑑2)
(𝜇𝜇𝑚𝑚2 +𝜇𝜇𝑛𝑛2+𝑑𝑑1 )(𝜎𝜎𝑚𝑚2 + 𝜎𝜎𝑛𝑛2+𝑑𝑑2)

Eq(3) 

𝜇𝜇𝑚𝑚 − 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 𝑓𝑓𝑓𝑓𝑓𝑓 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑚𝑚 

𝜇𝜇𝑛𝑛 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 𝑓𝑓𝑓𝑓𝑓𝑓 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑚𝑚 

𝜎𝜎𝑚𝑚2  𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣  𝑜𝑜𝑜𝑜 𝑚𝑚 

𝜎𝜎𝑛𝑛2𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣  𝑜𝑜𝑜𝑜 𝑛𝑛 

m,n=encryption, decryption values 

4. Histogram Correlation

  Eq(4) 

(1) Normalized Cross Correlation

norm_corr(x, y) = ∑ x[n]∗y[n]n−1
n=0

�∑ x[n]2n−1
n=0 ∗�∑ y[n]2n−1

n=0

  Eq(5) 

5. Peak Signal-to-Noise Ratio (PSNR):

PSNR=10Log10 �
2552

MSE
�    Eq (6) 

6. Bit Error Rate (BER)

I(X; Y) = ∑ ∑ p(x, y)log � p(x,y)
p(x)p(y)

�x∈Xy∈Y    Eq(7) 

Where p(x,y) is the joint probability 

Marginal probability is represented by p(x) and(y) 

7. Mutual Information (MI): it is the intensity-based

similarity measures

MI = ∑ p(i)log � p(i)
p(iA) p(iB)

�i    Eq(8) 

8. Number of Changing Pixel Rate (NPCR) NPCR =

∑ D(i,j)i,j

WxH
x100%    Eq(9) 

9. Unified Average Changing Intensity (UACI)

UACI = 1
WxH

�∑ |A(i,j)−B(i,j)|
255i,j � x100%  Eq (10) 

The evaluation metrics are essential for assessing the 
performance of image and audio processing systems from 
multiple perspectives. Numerical reconstruction and signal 
distortion accuracy is calculated using MAE and RMSE 
metrics. Extended to this metrics PSNR is calculated to 
observe the perceptual and visual quality along with its 
structural similarity for auditory fidelity and visual 
perceptuality. To quantify information leakage and 
transmission reliability BER metric is applied to realise the 
difference between encryption and decryption process. To 
access the sensitivity of the data NPCR and UACI metrics 
are calculated. All the values are calculated and tabulated 
decrypted samples v/s original samples to realises the lossy 
and lossless decryption process. Together, these metrics 
ensure a rigorous, multidimensional performance 
assessment. 
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5. Simulation Results

The Performance results are discussed and observed at 
three phases of our experimentation on varying file size of 
audio and image datasets as listed below: 
i) Evaluation metrics

ii) Histogram representation

iii) Execution time

i) Evaluation metrics: Different evaluation metrics are
considered for audio and image data to identify the
accuracy and the performance of the algorithm. Below
table 1 presents the various metric values for the encryption 
and decryption process of an image that consists of various
types of image audio datasets. Few considered images are
depicted from figure 2a-2d.

Audio samples: Since audio samples are 1Dimensional 
data, only major and required metrics are used to validate 
and verify the encrypted and decrypted samples, namely 
MAE,RMSE and PSNR. 

Figure 2a 

Figure 2b 

Figure 2c 

Figure 2d 

Figure 2a-2d Original, encrypted and decrypted images 

Below table 1a and1b tabulates the values for various 

metrics. 

Table 1a and Table 1b 

The metric values are compared with the original image and 
the decrypted image. The difference values are tabulated in 
table 1a.  From the table it is evident that the NPCR metric 
values are all approximately near to 98%. This demonstrates 
the algorithm retains the quality of the image data even after 
decryption. It is also observed that rubric cube performs 
equally good for audio data also. The BER value in the table 
is small varying from 0.2 to 0.3. Hence the algorithm has 
greater flexibility in performances and applications. Hence 
it can be recommended to apply to the applications of voice 
metrics and security domains to utilise its benefits due to its 
reduced bit error rate (BER). 

ii)Results using histogram representation: For image samples
(Figure 2a-2d), the histogram areplotted for image and audio
files.  Image file reflects the distribution of pixel intensities
across grayscale levels (0–255) or across individual RGB
channels. Rubik cube algorithm significantly alters the
distribution, producing a nearly uniform histogram for the
cipher image represented through spikes. This uniformity
indicates reduced statistical redundancy and resistance against 
statistical attacks. After decryption, the histogram of the
recovered image is closely matched with that of the original
image, demonstrating lossless or high-fidelity reconstruction.
Figure 3a – 3h represents the histograms of encrypted and
decrypted images of figure 2a-2d.
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Figure 3a. Human face-encryption 

Figure 3b. Human face-decryption 

Figure 3c. Rabbit image encryption 

Figure 3d. Rabbit image decryption 

Figure 3e. Biometric image encryption 

Figure 3f. Biometric image decryption 

Figure 3g. Eye image encryption 

Figure 3h. Biometric image decryption 
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Figure 3a-figure 3h presents the histogram plots for the 
images 2a-2d at encryption and decryption levels. 

Similarly, for audio samples, the histogram represents the 
distribution of signal amplitude values.  The histogram of 
audio signal is processed for audio signal quality, 
amplitude distributions exhibiting structured patterns 
depending on speech characteristics. Cube shifts of the 
algorithm highlight the encryption method by disrupting 
the patterns, yielding a flattened or randomized distribution 
in the encrypted audio signal. In the process of decryption, 
the histogram reverts to a distribution nearly identical to 
the original signal, confirming accurate signal recovery. 

Figure 4a. Original Audio waveform 

Fig 4b. Histogram of Original Audio waveform 

Fig 4c.  Encrypted Audio waveform 

 Figure 4d.  Histogram of Encrypted Audio waveform 

Figure 4e. Decrypted Audio waveform 

Figure 4f. Histogram of Decrypted Audio waveform 

The audio files are processed together in a pool as depicted from 
figure 4a-4f. These represents the original, encrypted and 
decrypted audio files. Since the skewness and the uniform width 
of the histograms are equal, the decryption process using rubric 
cube can be proposed as one of the ciphering techniques for 
security domains. 

iii) Results using execution time:

This section explains the algorithmic performance in terms of 
time computation for an encryption and decryption of audio 
and image samples. Table 2 documents execution times and 
energy used in running the rubric cube algorithm for audio 
samples. Since audio samples are nonstationary and nonlinear 
in nature it is very difficult to parameterise crucially. The 
figure 4a-4f depicts the original, encrypted and decrypted 
waveforms histogram along with the corner values of the cube 
when seeded with 12353 values in the process of decryption. 
The rotation values of the cube for one layer are as shown in 
the figure 5 for the decryption process. Figure 6 plot the 
performance analysis of encryption and decryption process 
time taken by the algorithm. It is observed that decryption 
process takes lesser time even in the increase in the size of 
data. This feature promotes the applicability of the algorithm 
even for large file sizes of multimedia and multimodal 
datasets. 

Cube after reverse scrambling corners with seed 12353 

Current Cube State: 
Layer0: 
[53,56,59,10] 
[7,48,60,50] 
[47,51,63,4] 
[54,50,62,63] 
Layer3: 
[48,32,8,60] 
[59,54,58,56] 
[55,53,57,52] 
[0,55,52,58] 

Cube after reverse rotating layer 0: 
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Layer3: 
[48,32,8,60] 
[59,54,58,56] 
[55,53,57,52] 
[0,55,52,58] 

Cube after reverse rotating face2:  

Layer3: 
 
[48,32,8,60] 
[59,54,58,56] 
[55,53,57,52] 

          [0,55,52,58] 

Cube after reverse XOR on layer 3: 

Layer3: 

[3,1,13,5] 
[49,3,0, 37] 
[25,15,12,21] 
[57,2,14,53] 

Cube after reverse scrambling corners with seed12349:  

Layer3: 
[48,1,13,6] 
[31,3,0, 37] 
[22,15,12,21] 
[5,11,8, 15] 
Final output data after decryption: 

[53,1,2,9,4,5,6,7,8,9,10,11,0,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,
40,41,42,43,44,45,46,47,60,49,50,63,52,53,54,55,56,57,

58,59,3,61,62,51] 

 

Figure 6. Performance Analysis of encryption and 
decryption 

Over all observations: 

The execution results show that encryption and decryption 
times increase as image/audio data capacity grows from 2 
MB to 20 MB. For larger files (10–20 MB), the increase in 
processing time is nearly proportional to the input size, 
indicating approximately linear time complexity. From this 
it is proved that the scaling of the algorithm can be 
extended for larger image and audio samples. It is observed 

that if the variations in the sample size are small the 
execution times demonstrating operational symmetry. This 
feels the algorithm performance is identical. But if the file 
size is moderate or high decryption is slightly faster than 
encryption with minimal execution time. This results in 
balancing computationally consistency in forward and 
inverse Rubik’s Cube transformations. The growth remains 
stable and predictable even the execution time increases for 
larger file samples. Generally, for the data samples the 
algorithm validates scalable performance and balanced 
processing overhead for audio communication biometric 
and communication systems. 

6. Conclusions & Future enhancement 

 This work highlights the Rubik's Cube algorithm offers 
systematic framework for audio data processing as similar 
to image by retaining the audio and image data it also 
equally performs well for audio data sample maintaining 
perceptual quality in terms of precision, less  execution 
time in terms of decryption  and efficiency irrespective of 
the samples size. The paper also contributes towards the 
application of the Rubik cube algorithm applicability for 
the audio samples for the first time in the field of voice 
biometric applications. Algorithms layering approach 
helps to manipulate and optimize the complex multimedia 
inputs and outputs for increasing the strength of the 
algorithm for various levels of authentication like one or 
two step authentications. Its structured nature allows for 
adaptability, flexibility and scalability in the network by 
strengthening the algorithm when applied to voice 
biometric applications. This approach not only maximizes 
quality but also enhances the algorithm's versatility for all 
domains. With consistent application and customization, 
the Rubik's Cube algorithm becomes a reliable tool for 
achieving superior outcomes in multimedia applications. 
Further the algorithm can be enhanced by hybrid Ing AES 
algorithm to strengthen the security concepts. Further the 
application can be applied and verified for dynamic key 
mechanism with multilevel encryption framework. This 
algorithm is planned to apply the stuttering speech samples 

Table 2: Time for Enciphering and Deciphering of Audio 
Data 
Data 
capacity 

Pattern Cipher 
Duration(ms) 

Decipher 
Duration(ms) 

2MB Audio 500 500 

3MB Audio 600 600 

5 MB Audio 2000 1800 

10 MB Audio 4000 3800 

15 MB Audio 6000 5800 

20 MB Audio 8000 7800 
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to note the differences between the various disfluencies of 
speech patterns.  
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