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Abstract

Serious games are an emerging tool for raising cybersecurity awareness and training employees, including
in organisations operating critical infrastructures (CI). However, the specific role of spatial game design —
such as 2D user interface (UI) environments versus 3D first-person worlds — remains largely unexplored.
In this study, we investigate how the spatial dimension of a serious game influences learning outcomes,
perceived immersion, and learner motivation in the CI context. We developed two conceptually and content-
wise identical games: (1) a 2D Ul-based card game and (2) a 3D first-person game set in a virtual hospital

environment. In a between-subjects design (n = 159; 2D n = 77, 3D n = 82), participants completed a pre-test,
played either the 2D or the 3D game, and responded to an immediate post-test and an EGameFlow-based
questionnaire. A second knowledge post-test followed one week later. Our results show that both games
improve cybersecurity knowledge, but we find no significant differences between the 2D and 3D versions
in terms of knowledge gain, immersion, or motivation. Statistical analyses included paired t-tests for pre—post
comparisons, Welch’s two-sample t-tests for between-group comparisons, and Cohen’s d for effect sizes.
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1. Introduction One promising method for teaching cybersecurity
concepts is the use of serious games [7H10]. Serious
games are educational games that aim to impart
knowledge in a fun and interactive way. Various
studies suggest that serious games could be superior

to traditional learning methods such as lectures or

atFa-cks can have serious consequences, paFtlcularly in teaching texts [J. Such games could play a
critical infrastructure (CI) sectors that provide essential . . .
particularly valuable role in areas such as IT and critical

services such as energy supply, healthcare, or telecom- . . .
L g.y pp ,y’ A ’ . infrastructure, as they can simulate real-life scenarios
munications. Companies and institutions suffer consid- ‘o . .
and realistic threats. The effectiveness of serious games

erable financial damage as a result of cyberattacks [3]. in cybersecurity has been studied extensively (e.g,

Qne way to rfzduce the I'lS.k of Sth attacks is to [15]). Previous studies have compared serious games
train employees in cybersecurity. Studies from Tolossa to other forms of learning. But the effects of the

(2023) anfi .Shillair (2022) §how that targeted learning nature of the game on its effectiveness in cybersecurity,
opportunities can help to increase security awareness for example its spatial characteristics (e.g. 2D or 3D
and therefore reduce the attack surface [4,[5]). People are environment), are surprisingly unexplored

one of the biggest gateways for cyberattacks [[6], which i .
is why effective training methods are crucial. Problem Statement: The key question we address in

this paper is how serious games need to be designed
in order to achieve maximum learning impact. A
*Corresponding author. Email: marcus.gelderie@hs-aalen.de characteristic feature of a game is its spatial dimension
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The number of cyberattacks against companies and crit-
ical infrastructures worldwide is increasing constantly
[1]. This trend continues despite a growing number of
learning opportunities that raise awareness [2]. Such
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(e.g. first-person 3D, 2D isometric, or Ul-only). It is
natural to assume that the spatial dimension has an
influence on the effectiveness of a game as teaching
material and on the motivation and engagement of
players. For example, consider a 3D game where players
respond to a security breach by moving to a server
room and shutting down the server. Doing so takes
time and illustrates the impact of the response time on
incident damage. Moreover, when players respond to an
incident by interacting with their objects in a virtual
environment, they might feel more motivated by the
game. We seek to address the following overarching
research question: “How does the spatial dimension
influence the effectiveness and immersiveness of the
game?”

Research Gap: While studies from Kaplan (2022)
and Zaharias (2017) suggest that 2D games are more
effective in purely imparting knowledge [16, [17],
other studies from Karavidas (2024) and Makransky
(2021) show that 3D games are more motivating
and enhance the gaming experience due to their
immersive environment [18] [19]. Studies from Aksoy
(2019), Carbonell-Carrera (2021) and Dan and Rainer
(2017) report a clear advantage for 3D environments,
especially when spatial imagination is required [20H22]],
while other studies from Ak (2017), Kaimara (2019)
and Lane (2010) have not found significant differences
between the two formats [23-25]].

Despite the increase in research on serious games,
there has been no systematic investigation of whether
2D or 3D educational games are more effective at
teaching cybersecurity concepts. This research gap is
of particular relevance for companies that want to
use such games to train their employees, as both
the effectiveness and the cost-benefit factor play an
important role. Furthermore, Pixune (2024) states that
the development of 3D games is potentially more
complex and costly than that of 2D games [26], making
a targeted analysis of their learning effectiveness even
more necessary.

Contributions: The main contributions of our paper are
as follows:

* We propose a systematic way of measuring
the influence of the spatial dimension on the
effectiveness and immersive properties of a game
as a learning tool in cybersecurity.

* Building on this, we provide a systematic
study of the effects of the spatial dimension
on the effectiveness of game-based learning in
cybersecurity.

* Finally, we provide a statistical evaluation of the
results of this study.

Methodology and Results: We investigate the effects
of the spatial dimension of an educational game on

learning success and immersion. The focus is on the
comparison of 2D, Ul-only games and 3D learning
games with regard to their effectiveness in teaching
cybersecurity concepts in the critical infrastructure (CI)
sector.

To this end, we developed two games with very
similar game mechanics, but very different spatial
characteristics. Both are turn-based games in which the
player invests into cybersecurity defenses and reacts
to possible incidents that may occur. The objective
is to maintain a high availability, while avoiding
bankruptcy. One game is a Ul-only card game, where
defenses and reactions are modeled as playing cards
that cost money. The other is a first-person game
in a continuous (yet bounded) 3D virtual hospital.
Incidents are observed in a “war room”. Proactive
defenses and reactions to events involve visiting
various suppliers and government agencies. Both games
have the same factual content and convey the same
topics. Consequently, the learning objectives (stated in
section |2) are identical for both games.

In order to analyze the effectiveness and immersive
properties of both games, we conducted a field study.
We grouped participants into two non-overlapping
groups. Each group played one of the two games. Both
groups were quizzed on the knowledge just before
and one week after playing their game. Additionally,
both answered a survey designed to measure the
immersive properties of the two games (immediately
after playing).

Our results show that both games are effective

at teaching cybersecurity competencies (paired t-test
comparison of pre- and post-play results). Surprisingly,
our results show no statistically significant benefit of
using a 3D continuous first-person game over a pure
Ul-based game (Welsh’s two-sample t-test comparison
of both improvement and overall score of 2D vs. 3D
group). This result applies to both the effectiveness
and (even more surprisingly) the immersiveness and
motivational properties of the game. As a result, the
higher effort of developing such games may not pay off
in terms of increased learning success.
Outline Our paper is structured as follows: We first
define our methodology. We describe the two games
that we developed and define the stated learning
objectives. Next, we state or research questions and
hypotheses. We also describe the sample population for
our study in this section. In section [3} we describe an
analyze our results and provide a discussion of those
results in section

Related Work

Serious games have been widely explored as an
effective tool for teaching cybersecurity concepts.
Several studies present from Mostafa (2019), Awojana
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(2019) and Angafor (2020) custom-developed learning
games and confirm their usefulness in promoting
security awareness and skills [10, 27, [28]. Other
research from Karagiannis (2021), Bacud (2021),
Roepke (2019) and Jin (2018) analyses existing games
and gamified platforms, showing positive effects on
learners” knowledge gain [8] [29H31]]. However, Ajsing
(2011), Tobias (2011) and Mayer (2014) criticize that
many serious games lack clearly defined learning
objectives and fail to support long-term retention of
knowledge or skills [11], 32} [33].

Several existing learning games focus specifically
on cybersecurity training. For instance, Karagiannis
(2021) [29] evaluates a game aimed at raising phishing
awareness, while Bacud (2021) [30] introduces a
simulation environment for network defense strategies.
Similarly, Roepke (2019) [31]] describes a role-playing
game where players act as system administrators under
attack, learning to prioritize risks and allocate limited
resources. These works support the idea that interactive
learning environments can enhance security-related
decision-making and retention. They do not explore the
question which specific aspects and design choices of
the game contribute to its effectiveness.

Another line of work from Angafor (2020), Irvine
(2005) and Ashley (2022) explore games that teach
key principles relevant to critical infrastructure (CI),
including incident response, system availability, and
supplier relationships [28] [34, [35]. However, such
games often lack a comparative dimension and do not
systematically analyze how game design choices—such
as spatial interaction—impact learning outcomes.
Furthermore, many of them are not tailored for
experimental setups and therefore cannot be directly
reused to compare different game types, such as 2D and
3D implementations, under controlled conditions.

Cano (2016) and Prummer (2021) also attempt to
measure how gamified cybersecurity training affects
behavior in practice [36, [37], or the study of
Angafor (2020) shows how different genres influence
user engagement and motivation [28]. Wu (2021)
examine specific structural gamification elements, such
as leaderboards and challenges, to improve general
information security awareness [38]]. Yet, none of these
studies specifically isolate the spatial dimension as an
experimental factor.

While these studies offer valuable insights into the
development of effective cybersecurity games, they do
not investigate whether the spatial characteristics of
a game (such as 2D vs. 3D environments) influence
learning outcomes. Only few studies address the spatial
dimension explicitly, and mostly in unrelated domains.
For example, Zaharias (2017) [17] finds that 2D games
may outperform 3D in knowledge transfer, while Aksoy
(2019) [20] show improved performance in 3D or VR-
based settings due to increased immersion. Kaimara

(2019) reports no significant difference between formats
[24], or notes that while 3D environments offer higher
situational presence, Mayer (2024) and Parong (2018)
states that they do not inherently scale to superior
conceptual learning due to increased cognitive load
[33, 39]. Consequently, results highly dependent on
domain-specific factors.

Most importantly, no existing work directly compares
2D and 3D educational games in the context of
cybersecurity training. In many comparative studies,
the games differ not only in visual dimension but also
in content or mechanics [23, 33], making interpretation
difficult. St udies th at ke ep th e ga meplay consistent
often apply only minimal 3D adaptations [18], limiting
the potential benefits of spatial interaction. In order to
investigate the different e nvironments for educational
games in the field of cybersecurity in isolation, we have
developed games that are aligned in terms of content
and concept.

2. Methodology

In this section we explain our methodology: The games
and their learning objectives, the research questions we
want to answer, and the survey that we conducted to
investigate those questions.

2.1 The Games

We give a brief description of both games and state
the desired learning outcomes. Both games should are
designed to meet the following learning objectives in
cybersecurity with a focus on CI:

1. Basic understanding of critical infrastructures
(CI) and their cybersecurity challenges: After
playing the game, learners are expected to name
specific cybersecurity risks and understand how
these risks affect the availability of CI services.

2. Recognition and application of cybersecurity
protection measures for CI: Learners acquire
knowledge of basic protection mechanisms, such
as intrusion detection systems or encryption, and
apply them appropriately in game scenarios.

3. Detection of cybersecurity threats and incident
response in CI: After playing the game, partici-
pants are expected to recognize various cyberse-
curity threats and suggest appropriate counter-
measures. They are also expected to understand
qualitative differences between the measures, par-
ticularly regarding response time.

4. Understanding of emergency plans for CI:
Learners should become familiar with contin-
gency plans for responding to cyberattacks on
critical infrastructures and demonstrate the abil-
ity to apply them in simulated situations.
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5. Promotion of problem-solving thinking in the
context of CI cybersecurity: The game aimed to
foster the learners’ ability to develop effective
solutions to cybersecurity challenges in a timely
and efficient manner.

The basic idea is to define a game schematic and
instantiate it in two ways that differ only in the
presentation of the game. The content should be as
identical as possible in order to be able to attribute
differences in the learning success of the learners to
the spatial dimension of the games. The chief difference
between both games is that one is a first-person game
situated in a 3D virtual world, and the other is a 2D UI-
only game. Yet the game-mechanics, which dictate how
a player may interact with the game, are very similar in
both cases.

In both games, the goal is to maintain a high
availability of the critical infrastructure (in this case, a
hospital), while avoiding bankruptcy. The game is lost,
if availability falls below a critical threshold (because of
cyber incidents), or if the available budget is depleted
(because of incidents or excessive spending). Player
invest in countermeasures (e.g. redundant internet
connection), subject to the available budget. During
each turn, random events occur. Some are harmless,
some are dangerous and may trigger an incident,
if the protective measures prove to be insufficient.
For example, investing in employee phishing training
will decrease the chance of phishing attack turning
into an incident (i.e., the attack was successful).
Once an incident occurs, the player must decide how
to respond. The available choices again depend on
previous purchases (e.g. restoring from backups is
only possible if backups were purchased beforehand).
Incidents have an effectiveness that may or may
not exceed the available protections plus some “base
resistance” to model that even unprotected business
may be lucky, and even well-protected businesses may
be compromised. Both games visualize this using two
bars and comparing their length (cf. [La).

Both games are online games that can be played in a
browser. We remark that both games are in German and
reference German laws and agencies. This is because
the 2D-Game is based on the game “SecurityCards:
KRITIS Edition” (KRITIS is the German acronym for
critical infrastructure), which was created as part of
the project 'BAKSecureﬂ Some adjustments were made
to the content to ensure that both games cover the
same topics and events. We now describe both games,
focusing on the distinguishing factors:
2D-Game The first game is structured as a card-game.
A screenshot of the game is shown in fig. There is
a card shop where players purchase protective effects

1See also the acknowledgement on page

SecurityCards: KRITIS Edition

T Y

(@) 2D card game. Ul-only [40].

100/100 uu. 00: 00

Wachentliches Einkommen: 2000€
Geld: 3500€

KW 1von 16

(b) 3D open-world game with multiple locations [41].

Figure 1. Screenshots of the two game instances with different
spatial properties

or the option to invoke reactions (like the backups
mentioned before). Availability and budget are shown
in the top bar. Events are prominently featured in
the top third of the screen. On the left, there is
an overview of active protective effects ( e.g., recent
employee awareness training). There is an interactive
tutorial level at the beginning. Once that is completed,
no further assistance is provided.

3D-Game A screenshot of the 3D-Game is shown in
fig. Various locations were created as an adaptation
to the spatial dimension. The player must visit those
locations in order to perform certain actions (e.g. a “war
room” inside the hospital to make decisions, a store
where cybersecurity measures can be purchased, etc.).
There are different ways in which the player must react
to events. For example, she has to visit the “BSI” (the
German federal agency responsible for cybersecurity) to
report breaches. In addition, there is a time component:
If an event causes damage to the company, a timer
counts how long it takes the player to reach the relevant
location and carry out a reaction. Longer response
times have a negative impact on the availability of the
fictional hospital. A tutorial guides the player through
the first round. But, as is usual in virtual games, visual
effects aid the player in identifying the next location or
next action (the column of light in fig. .
Comparison: The 2D-Game consists exclusively of Ul
elements that offer the player limited options for action
and provide a clear structure for the gameplay. In the
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Table 1. Comparison of 2D and 3D versions of the Security

Cards game

Feature 2D-Game 3D-Game

2D/3D 2D 3D

Time Turn-based Real-time with turn-
based progression

Space Discrete Continuous

Gameplay |Fixed set of actions Continuous
movements and
discrete interaction
possibilities

World UI only Open world

Perspective | Top-down/Tabletop First-person

3D-Game, on the other hand, players can move freely
in a virtual environment. Although the interaction
possibilities are limited in the same way as in the
2D-Game, the additional freedom of movement has a
considerable influence on the gameplay. In addition, the
3D-Game introduces a temporal component: Movement
takes time. This could have an impact on the gaming
experience and the evaluation results, which is why
these aspects were must be taken into account when
analyzing the data. A side by side comparison is given
in table

We summarize that the timer measuring speed of
response and the anchoring of actions to locations in 3D

space are the main difference between the two games.

In a card game, time and physical localities have no
natural correspondence.

2.2 Study Design

We used a between-subjects experimental design to
compare two spatial variants of the same serious
game (2D Ul vs. 3D first-person). P a rticipants were
randomly assigned to one of the two conditions (2D:
n = 77, 3D: n = 82). Each participant completed a
knowledge pre-test, played their assigned game once,
completed an immediate post-test and an EGameFlow
questionnaire (measuring immersion and motivation),
and then completed a delayed knowledge post-test
one week later. Primary outcomes were knowledge
gain (pre — post), EGameFlow scores, and retention
at one week. Statistical analyses included paired tests
for within-subject pre—post change, Welch’s t-tests
for between-group comparisons, and Cohen’s d as an

effect-size m e asure. M i ssingd a taw e reh a ndled via

complete-case analysis.

2.3 Learning Content and Objectives

The game content was developed from typical organ-
isational cybersecurity issues (DDoS, ransomware, pre-
ventive vs. reactive measures, incident reporting obliga-
tions, cost prioritisation, and availability as a protection

goal). These topics were translated into equivalent tasks
and scenario items in both the 2D and 3D versions.
The 3D version is realised as a first-person open-world
hospital environment and was implemented using the
open-source Godot engine [42], while the 2D version
presents the same content in a user-interface/card for-
mat implemented using React [43]. Learning objectives
target mainly the lower to middle levels of Bloom’s
taxonomy [44, 45] (Remember, Understand, Apply),
for example: recall key security concepts, explain
appropriate countermeasures, and select correct actions
in scenario-based tasks. Higher-order cognitive goals
(Evaluate, Create) were not primary aims for this aware-
ness/training intervention.

2.4 Development Criteria and References

The game scenarios and quiz items were developed
according to explicit practical and regulatory criteria
to ensure relevance for organisational cybersecurity
awareness and training. Key development criteria
were: (1) relevance to common organisational incidents
(DDoS, ransomware, phishing), (2) alignment with
employee responsibilities and reporting obligations,
and (3) applicability to critical-infrastructure operators
and corporate contexts. To ground the scenarios
we referenced national guidance and regulations,
notably BSI guidance on KRITIS obligations and the
German KRITIS strategy, as well as material on NIS2
implementation and sector guidance (see [46-48]).
Each quiz item was explicitly mapped to one or
more source documents (mapping available in the
supplementary material) so that, for example, items
on incident reporting reflect BSIr e quirements while
preventive/reactive classification items follow standard
incident-response recommendations.

2.5 Research Questions
We study the following research questions:

RQ1 How effectiveis a 3 D v irtual, continuous-time
game compared to a Ul-only card game in
improving the understanding of security concepts
in critical infrastructures, particularly regarding
availability as a key security goal?

RQ2 How does a 3D virtual, continuous-time game
influence the engagement and motivation of
learners, if compared with a Ul-only, turn based
card game.

RQ1 There are advantages and disadvantages to using
a 3D game for teaching. Although such games are
well suited to model real-world environments in detail,
a detailed model is not always necessary and might
be misleading. All games usually contain abstractions.
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For instance, rebooting a server could be modeled as
entering a room and clicking a 3D model of a server.
This is an oversimplification that will only be apparent
to experts — in reality, this process involves logging
into the server, notifying clients of downtime etc. It
is not usually necessary to interact with the hardware
at all. In a 2D card game, the same action could be
modeled using a card that reads “reboot server”. Here,
the abstraction is obvious, even to non-experts. On the
other hand, some relevant aspects, such as the time
required to reboot a server before it is again fully
operational, cannot be easily modeled easily in a UI-
only card-game.

In the context of critical infrastructures, availability
is a key security goal. Downtime causes significant
damage, and timely responsive action is often required
to prevent cascading effects. The perception of time and
an accurate model of the physical world would appear
to be very important towards internalizing the concept
of downtime. With this research question we ask: Is the
added detail beneficial f or p layers i n a chieving their
learning objectives in the context of security in critical
infrastructures?

RQ2 A game should be engaging and motivate players
to strive for better performance and learning outcomes.
It seems natural to assume that a 3D game, as described
above, is be more engaging. But the virtual model of
reality can also conflict w ith w hata p layer expects

based on personal experience regarding distances or
facility layout. This may hamper engagement. A 2D
card-game is an abstract model of the real-world and
cannot conflict w ith p ersonal e xperience in t he same

way. RQ2 asks which of the two kinds of games is more
engaging and motivating.

2.6 Survey Structure

The participants were recruited via the “Prolific”
platform on a first-come,fi rst-served ba sis. This

platform offers t he p ossibility o f r ecruiting a specific
target group to participate in a study for a fee, so
there was a monetary incentive [49]. In particular,
all participants are aware of the purpose of their
participation and have given explicit consent. For
this study, only people who reside in Germany,
speak German as their native language, and have a
professional job (either full-time or part-time) were
selected. It was also ensured that each subject was
assigned to only one of the two groups. Participation
in both groups was excluded, as otherwise it would
not be possible to clearly determine the influence
of the individual games on the test subjects. The
surveys were conducted using the “Tivian” platform
[50]. Participants were free to answer only a subset of
questions, at their discretion. The study did not use

blinded sampling, as participants were aware that they
were taking part in a research study.

Data collection was conducted in compliance with
the General Data Protection Regulation (GDPR).
Informed consent was obtained from all participants
before the start of the study. No unnecessary directly
identifying personal data were collected, and the data
were processed and stored in pseudonymized form for
research purposes only. Participation was voluntary,
and participants could withdraw at any time.

Ethical Considerations

All participants were consenting adults, residing in
Germany and not part of any vulnerable
population. The intervention (playing avideo game
and completing online surveys) is non-invasive and
does not pose any foreseeable physical or
psychological risks to participants. No deception
was used regarding the purpose, goals, or methods of
the study. Accordingly, the ethical implications of this
study are well understood, managed, and below the
threshold of formal ethics-board review.

The study was structured as follows:

1. Group division: The participants are divided into
two groups. One group played 2D-Game (n = 77),
the other 3D-Game (n = 82).

2. First survey (pre-test, game-play, GameFlow
questions): The first survey has five steps:

i) Demographic questions.

ii) A knowledge pre-test determine the par-
ticipants’ level of knowledge in the area
of cybersecurity in critical infrastructures
(details below).

iii) Gameplay: Participants play the 2D-Game or
3D-Game, depending on group.

iv) Immediately after the game: A control
question to ensure that they have actually
played the game.

v) Immediately after the game: A survey
on motivation and engagement during the
game.

vi) Finally, participants had the opportunity to
leave additional comments.

3. Second survey (post-test): One week after
completing the first survey, participants receive a
second survey, which consists exclusively of the
post-test (details below).

4. Evaluation: After the second survey is completed,
the results of the study are analyzed.
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2.7 Pre- and Post-Test-Questions

As the games are in German and the target group

is German-speaking people, the surveys were also in

German. We provide a translation of the survey below.
The pre-test consisted of 6 tasks:

T 1. “Estimate the cost of the following measures and
rank them accordingly.”

The measures, from cheap to expensive, are: 1. Use
of an encrypted VPN 2. One-off e-learning training
for employees 3. Biometric access controls and use
of smart cards 4. Provision of emergency power
generators

T 2. “Classify the following measures as preventive or
reactive.”

Options: “Use of emergency power generators in the
event of a power failure” (reactive), “Use of an alter-
native transport route in the event of traffic disrup-
tions” (reactive), “Implementation of regular updates
to fix known vulnerabilities” (preventive), “Use of an
encrypted virtual private network (VPN)” (preventive),
and “Multi-factor authentication” (preventive).

T 3. “What protective measures are useful in the event
of a DDoS attack?”

Options: (multiple correct): “Use a firewall” (v), “Use
an intrusion detection system” (v/), “Carry out regular
backups” (X), “Use multi-factor authentication and
continuous authentication” (X), and “Set up redundant
network structures” (v).

T 4. “Where must operators of critical infrastructures
report a cyberattack?”

Options: “To the Federal Office of Civil Protection
and Disaster Assistance (BBK)”, “To the State Office
of Criminal Investigation (LKA)”, “To the Federal
Ministry of the Interior”, “To the Federal Office for
Information Security (BSI)” (v'), or “To the police”.

T 5. “Please estimate how long the following actions
usually take”

Options: detect a cyberattack, respond to a cyberattack,
report an incident, restore a compromised IT system,
implement security measures. The scale was: “a few
minutes”, “a few hours”, “1-2 days”, “several days
to weeks”, and “several weeks to months”. There is
no correct solution; the focus is on how respondents’
assessments change after the games.

T 6. “Which security objective is most affected when it
takes a long time to react to an incident?”

» o«

Options: “confidentiality”,
ity” (V).

The post-test only differs from the pre-test in the
following tasks 1 to 3:

integrity”, and “availabil-

T 1. This time the choices were (cheap to expensive):
1. Implementation of regular updates 2. Establish-
ment of satellite communication 3. Establishment of
redundant network structures 4. Implementation of
regular risk analyses and penetration tests

T 2. This time the options were “Conduct regular risk
analyses and penetration tests” (preventive), “Use an
intrusion detection system to detect ongoing attacks”
(reactive), “Encrypt all data transmissions with
TLS” (preventive), “Use access controls so that only
authorized personnel have access to critical areas”
(preventive), and “Use of satellite communication
in the event of a failure of regular communication
channels” (reactive).

T 3. “What protective measures are useful in the event
of a ransomware attack?”

Options: “Use an intrusion detection system” (v),
“Use a virtual private network (VPN)” (X), “Deploy an
incident response team” (v), “Encryption with TLS”
(X), and “Perform regular backups” (v).

Rationale T1 to T3 cover knowledge that is implicitly
taught in the game: Players have exposure to these
facts, but do not have to perform these specific tasks
themselves. In the event of an attack, both games
offer only suitable countermeasures, for example. These
tasks are designed to assess if implicit knowledge
improves as a result of the games. Regarding T4,
players have to know where to report incidents in
order to complete the 3D-Game. But in the 2D-
Game, there is no requirement to report incidents. This
task is designed to check that explicitly taught tasks
have an impact. Task 5 covers the influence of the
time dimension on the perception and expectations
of players regarding realistic response times. Finally,
T6 assesses how well the primary security objective
‘availability’ is internalized by players and if the 3D
version has a beneficial impact on this.

EGameFlow To measure the motivation and engage-
ment of the participants we used 17 questions from the
EGameFlow scale [51] including items such as “T had fun
while playing the game” or “The game motivates the
player to actively use the knowledge imparted,” using
a 5-point Likert scale (0 = strongly disagree to 4 =
strongly agree). The EGameFlow model was developed
to systematically measure user enjoyment in e-learning
games in order to better understand their learning
effectiveness. The scale comprises eight dimensions
such as immersion, challenge and knowledge gain. We
have selected a subset of those question to focus on
our research questions and dropped questions that are
irrelevant to that goal. For example, the category Social
Interaction does not apply to our study, and the category
Challenge goes beyond what these games implement
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(e.g., multiple levels to accommodate more advanced
players).

2.8 Sample

Participants were recruited to represent employees
and professionals who would use the game for
workplace cybersecurity training. The game scenarios
and learning objectives were framed for organisational
use (employee awareness and decision making in
critical-infrastructure or corporate environments).
Population 2D-Game Participants (n = 77) came from
various sectors: 18.2% of the participants work in
the service sector (n = 14), making them the most
frequently represented group. 14.3% work in cross-
sectoral or other areas (“Other”, n = 11), while 9.0%
come from the technology and telecommunications
sector (n = 7). In the pharmaceutical and healthcare
sectors, 7.8% of the participants are represented (n
= 6), and 6.5% work in the emergency services (e.g.,
fire department or police, n = 5); likewise, 6.5% work
in the metal and electronics industry (n = 5). 5.1%
work in the chemical and raw materials industry (n
= 4). 3.9% each come from the transport and logistics
industry and the energy and environment sector (each
n = 3). Smaller shares are recorded by sectors such
as finance, i nternet, c onstruction, e -commerce, media
and retail. Other individual respondents come from
the leisure, society, consumer goods (FMCG), tourism,
politics, crafts and other niche sectors.

Most participants work in a large company with more
than 500 employees (n = 34; 44.2%). 18.2% work in a
small company with fewer than 9 employees (n = 14),
15.6% in companies with 50 to 249 employees (n = 12),
11.7% in companies with 10 to 49 employees (n = 9),
and 9.1% in companies with 250 to 499 employees (n =
7). One participant did not answer this question.

With regard to the highest educational qualification,
2.4% of participants (n = 2) have a secondary
school leaving certificate (intermediate s chool leaving
certificate), 3.7% (n= 3 )havea doctorate, and 6.1%
(n = 5) each hold a master craftsman’s, business
administrator’s, or specialist management qualification,
or a degree from a university of applied sciences. 11.0%
(n = 9) have completed general vocational training.
18.3% (n = 15) hold an Abitur, 19.5% (n = 16) have a
Master’s or Magister degree, and 26.8% (n = 22) have a
Bachelor’s or Diplom university degree.

Regarding the departments in which the participants
work, the largest group (22.0%, n = 18) is employed
in IT and EDP. 13.4% (n = 11) work in research
and development. 6.1% of participants each work in
education and training, sales, and in the management of
smaller companies (up to 249 employees, n = 5). 4.9%
(n = 4) work in administration and in design, music,
dance or drama departments. 3.7% (n = 3) are employed

in traffic, logistics and transportation, and 2.4% (n =
2) each in the areas of crafts, production or marketing.
A further 12.2% (n = 10) work in individual, non-
categorized areas such as public safety, legal services or
editing.

The majority of respondents (51.2%, n = 42) stated
that there was no known security incident in their
environment. In 20.7% of cases (n = 17), an incident
was recorded, but the participants were not directly
involved. 12.2% (n = 10) were actively involved in
resolving an incident. 9.8% (n = 8) reported having been
affected by an incident themselves, while 6.1% (n = 5)
stated that they had been the direct or indirect cause
of an incident or the target of an attack — for example,
through phishing.

When asked whether the participants have responsi-
bility beyond their personal area, 70.1% responded that
they have no more responsibility than for their personal
area (n = 54), while 29.9% reported that they also make
decisions with an impact on IT security in the company,
but have other important tasks as well.

Regarding gaming habits: 29.0% of participants play
video games several times a week (n = 22), 25.0% play
daily (n = 19), 22.0% (n = 17) play less than once a
week, 12.0% never play video games (n = 9) and another
12.0% play once a week (n = 9).

Population 3D-Game The participants (n=82) in
the survey come from different sectors. The largest
proportion came from the service sector (17.1%, n =
14), followed by the “Other” category (15.9%, n =
13) and the technology and telecommunications sector
(13.4%, n=11). Other notable groups include the
metal and electronics industry and the pharmaceutical
and healthcare sectors (8.5% each, n=7). Smaller
proportions can be found in the construction, retail,
internet, media, and finance and insurance sectors,
among others.

46.3% of the participants work in a large company
with more than 500 employees (n = 38), 19.5% work in
companies with 50-249 employees (n = 16), 13.4% each
work in a micro-company with fewer than 9 employees
(n=11) and in a small company with 10-49 employees
(n=11). 7.3% are employed in companies with 250-499
employees (n = 6).

The participants’ educational qualifications are
distributed as follows: 29.3% hold a Master’s degree (n
= 24),22.0% have a high school diploma (n = 18), 18.3%
hold a Bachelor’s or Diplom degree (n = 15), 12.2%
have completed vocational training (n = 10), 7.3% have
a university of applied sciences degree (n = 6), 3.7%
hold an intermediate school leaving certificate (n =
3), and 2.4% each have a master craftsman/business
administration degree (n = 2) or a basic/main school
leaving certificate (n = 2). 1.2% each have a doctorate or
a degree from a vocational college (n = 1 respectively).
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More than a third of the respondents (41.5%) stated
that they were not aware of any IT security incidents.
26.8% reported an incident in which they were not
directly involved. A further 12.2% had been actively
involved in resolving an incident, 7.3% had been
affected themselves, and 8.5% stated that they had been
the target of an attack or the (co-)cause of an incident.

The analysis shows that the vast majority of
respondents (67.1%, n = 55) have no responsibility
for IT security beyond their own area. Around a third
(31.7%, n = 26) make security-related decisions, even if
this is not their primary task. Only one person (1.2%, n
= 1) is primarily responsible for IT security.

The participants work in a wide range of depart-
ments. The largest group works in IT and EDP (24.4%),
followed by “Other” (11.0%), research and develop-
ment (9.8%), and production (8.5%). Other frequently
mentioned areas include administration, sales, media,
and customer service.

35.4 % of participants play video games several times
a week (n = 29); another 35.4 % play video games daily
(n=29). 19.5% play less than once a week (n=16),
7.3% play once a week (n = 6), and 2.4 % never play
video games (n = 2).

Table 2 provides an overview of some key character-
istics of the sample.

Table 2. Sample characteristics by condition

Characteristic 2D (n=77) 3D (n=82)
Sector (largest)
Service 14 (18.2%) 14 (17.1%)
Other / Cross-sector 11 (14.3%) 13 (15.9%)
Tech & Telecom 7(9.0%) 11 (13.4%)
Pharma & Healthcare 6 (7.8%) 7 (8.5%)
Metal & Electronics 5 (6.5%) 7 (8.5%)

Company size

<9 employees 14 (18.2%) 11 (13.4%)
10-49 9 (11.7%) 11 (13.4%)
50-249 12 (15.6%) 16 (19.5%)
>500 34 (44.2%) 38 (46.3%)

Education (selected)
Master
Bachelor / Diplom

16 (19.5%)
22 (26.8%)

24 (29.3%)
15 (18.3%)

Department (selected)

IT / EDP 18 (22.0%) 20 (24.4%)
R&D 11 (13.4%) 8 (9.8%)
Incident experience (no known) 42 (51.2%) 34 (41.5%)
Responsibility for IT security (no) 54 (70.1%) 55 (67.1%)
Gaming frequency (daily/weekly) 41 (53.0%) 58 (70.8%)

Sample characteristics and group comparability
Overall, the two samples for the 2D-Game (n = 77)

and the SecurityCards 3D game (n = 82) show a broadly

comparable demographic and professional profile. In

both groups, the largest proportion of participants is
employed in the service sector, followed by a hetero-
geneous mix of cross-sectoral or “Other” professions as
well as technology and telecommunications. Classical
critical-infrastructure related domains such as health-
care, emergency services, energy and transport are rep-
resented in both samples, although the distributions
across specific sectors differ slightly between the two
groups.

With regard to company size, participants from large
organisations with more than 500 employees form the
largest subgroup in both conditions. At the same time, a
substantial share of respondents in each group works in
micro- and small enterprises. This distribution reflects
the fact that cybersecurity and incident response are
relevant for organisations of very different sizes and
resource levels. The educational level in both samples
is comparatively high, with the majority of participants
holding at least a higher secondary degree and a
large proportion reporting a Bachelor’s, Master’s or
equivalent university degree. Because the participants
are generally well educated, it is likely that they could
follow the cybersecurity content and handle the game-
based learning approach without major difficulties.

In terms of professional roles, IT and EDP form the
largest departmental group in both samples, followed
by research and development and a wide range of
further areas such as administration, education and
training, production, media or customer service. Thus,
the games were not only evaluated by IT specialists,
but also by employees from non-technical departments,
which aligns with the goal of using serious games to
raise awareness among a broad professional audience.

Prior exposure to IT security incidents and the degree
of security-related responsibility are also comparable
across the two conditions. In both samples, around half
of the participants report no known incident in their
environment, while a notable fraction has either been
directly involved in resolving an incident or has been
personally affected by an attack. Approximately one
third of respondents in each group indicate that they
make decisions with an impact on IT security beyond
their own work area, even though this is not their
primary task. Only very few participants report being
primarily responsible for IT security.

Finally, the gaming habits of both groups indicate a
high level of familiarity with digital games. In the 2D-
Game sample, more than half of the participants play
video games at least once a week, and in the 3D-Game
sample around seventy percent report playing several
times a week or daily. Only a small minority in either
group never plays video games. This suggests that most
participants are accustomed to basic game mechanics,
user interfaces and navigation in virtual environments.
As a result, usability issues are unlikely to dominate
their experience, and differences between the 2D and
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3D conditions can be interpreted primarily in terms of
game design rather than basic accessibility.

Taken together, the two samples are similar enough
in their demographic composition, professional back-
ground, prior security experience and gaming habits
to allow for a meaningful comparison of learning out-
comes and engagement between the 2D and 3D game
versions. At the same time, the described characteristics
need to be taken into account when discussing the
external validity of the findings.

3. Results

We now describe the results of the survey. First, the
quantitative results and then the qualitative results.

3.1 Quantitative Results

We explain how questions were scored and present
a comparison of means between the pre- and post-
test scores per group (2D group and 3D group).
These tests are always paired t-tests. Moreover, we
show comparisons of the pre- and post-test means
between the groups. These are always two-sided
unpaired Welsh’s t-test scores. Our significance level
is a =0.05. All statistical analyses were performed
in a Jupyter/Colab notebook using Python (Python
3.12) (pandas, numpy, scipy); inferential tests (paired
t-tests, Welch’s two-sample t-tests, and nonparametric
alternatives where applicable) and Cohen’s d effect-size
calculations were implemented in the notebook [52-
57].

Task 1. In the first task, certain countermeasures had
to be sorted according to their financial costs. To score
this question, we counted how many are inserted in
their correct position. The same question was asked
in pre- and post-test, but with a differents et of

countermeasures to be sorted.

The cost of security measures plays a role in both
games, players need to protect the hospital using a
constrained budget. However, ranking measures solely
based on their technical description is not part of the
game: Players always have access to information about
the cost of countermeasures.

In the 3D-game, the participants performed statisti-
cally significantly b etter in t he p ost-test c ompared to
the pre-test (cf. table 3, p=0.007, Cohen’s d = 0.32, indi-
cating a small to medium effect size. The improvement
in the 2D group is not statistically significant. It should
be noted, however, that the p value is low enough to
suggest that further investigation is needed. In contrast,
there are no statistically significant differences between
2D and 3D when comparing the average pre- and post-
test scores. Note that for the pre-test, we would not
expect a difference, unless the two groups suffer from
some form of selection bias. However, the comparison

Table 3. Comparison of relative estimated cost of
countermea-sures

(a) Pre vs. Post test per group.

Mean
Group Pre Post p

2D 0.301 0.493 0.080
3D 0.256 0.590 0.007

(b) 2D vs. 3D comparison.

Mean
2D 3D P

Pre 0.301 0.256 0.642
Post 0.493 0.590 0.426

Table 4. Comparison of classification of countermeasures.

(a) Pre vs. Post test per group.

Mean
Group Pre Post p

2D 4.425 4.493 0.504
3D 4.269 4.205 0.591

(b) 2D vs. 3D comparison.

Mean
2D 3D P

Pre 4.425 4.269 0.268
Post 4.493 4.205 0.026

of post-test means also shows no statistically significant
difference. This indicates that the effect is modest over-
all. Further research is indicated.

Task 2. The second task was to classify five counter-
measures as either preventive or reactive. Again the set
of countermeasures differed between pre-and post-test.
To score this question, we again counted how many are
inserted in their correct position.

Neither game places explicit emphasis on this
classification. Whether a countermeasure is reactive or
preventive in nature only affects when the game allows
selecting it (after an incident or before).

There is no statistically significant difference in the
pre-test and post-test scores (cf. table [4). While both
groups show no statistically significant difference in
pre-test scores (which is expected, as discussed above),
we do note a statistically significant difference in
post-test scores between the 2D and 3D groups (p
= 0,026). This is surprising, particularly since the
paired t-test shows no statistically significant difference
between pre- and post-test for the 3D group. However,
the effect size for the post-test comparison is very
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Table 5. Comparison of selecting effective countermeasures

(a) Pre vs. Post test per group.

Mean
Group Pre Post p

2D 0.178 0.205 0.567
3D 0.192 0.256 0.320

(b) 2D vs. 3D comparison.

Mean
2D 3D P

Pre 0.178 0.192 0.823
Post 0.205 0.256 0.460

small (Cohen’s d = -0.12), indicating that, despite
statistical significance, the practical difference between
the groups is negligible.

It seems likely that this inconsistent result is due
to the different test-statistics that are computed for a
paired t-test and an unpaired Welsh’s t-test. Note also
that p = 0.026 is still relatively close to our confidence
level of 0.05. We cannot place much confidence in
these findings. As a result, our experiment cannot
support an effect (positive or negative) on the ability
to classify countermeasures as responsive or preventive
and cannot support the existence of any effect of the
additional design choices in the 3D-Game, in particular.

Task 3. Participants classified what countermeasures
are effective in a given scenario (“DDoS” in the pre-
test; “Ransomware” in the post-test). Here we only
give one point (True/False) per answer option. The
results are shown in see table [5| We see no statistically
significant improvement in the test scores for either of
the two games. The comparison of pre-test and post-test
means between both groups also shows no statistically
significant difference.

Both games do teach selecting appropriate counter-

measures. However, the player chooses only from a
set of pre-selected options, all of which are generally
appropriate, but differ in, e.g., their cost or robustness.
So again, the games teach this knowledge in passing,
but stop short of explicitly making it part of the game-
play.
Task 4. Participants had to select the appropriate
agency to which CI operators need to report cyberat-
tacks. The question and correct answer were identical
in the pre- and post-test for both games. To evaluate the
question, the correct answer was scored with one point
and the incorrect answers with zero points.

The information needed to answer this question is
taught exclusively and explicitly in 3D-Game. The
group playing 2D-Game therefore serves as a control
group for this task, so that it can be observed to

2 EA

Table 6. Comparison of correctly reporting cyberattacks

(a) Pre vs. Post test per group.

Mean
Group Pre Post 4

2D 0.740 0.767 0.531
3D 0.821 0.961 < 0.001

(b) 2D vs. 3D comparison.

Mean
2D 3D P

Pre 0.740 0.821 0.235
Post 0.767 0.962 < 0.001

what extent the answers change in the post-test if the
necessary knowledge has not been taught.

As can be seen in table [6 there were significant
improvements for the 3D group. This is reflected in
both the scores of the paired t-test for the 3D group
(Cohen’s d = 0.40, moderate effect size) and the two-
sample t-test between the 2D and 3D groups applied to
the post-test scores (Cohen’s d = -0.60, moderate effect
size). Note that, as expected, there was no statistically
significant difference between both groups prior to
playing the games.

Task 5. In the fifth task, participants estimated the
time certain countermeasures and responses take to
implement. Possible responses and their numerical
scores are as follows: ‘Several weeks to months’: 5,
’Several days to weeks’ : 4, 1-2 days’ : 3, 'Few hours’ :
2, ’Few minutes”: 1.

The 2D-Game makes no reference to the time
required to implement measures or to respond to
incidents. The 3D-Game has an implicit temporal
component: Players need to move to specific locations
to initiate responses and these places have different
distances to the hospital complex.

There was no statistically significant difference
between the 2D and 3D groups, either before or after
playing the game . Furthermore, no significant change
was observed from pre- to post-test within the 2D group
(see table [7a). However, within the 3D group, there
was a statistically significant reduction in estimated
implementation times from pre- to post-test (p = 0.045,
Cohen’s d = -0.23), indicating a small effect size.

Task 6. Participants were asked which primary secu-
rity objective is most negatively impacted, if responding
to an incident takes a long time. Choices were ‘Avail-
ability” (correct), ‘Integrity’, and ‘Confidentiality’. The
correct answer was scored with one point and incorrect
answers with zero points.
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Table 7. Comparison of estimated duration

(a) Pre vs. Post test per group.

Mean
Group Pre Post p
2D 4.342 4.247 0.321
3D 4.167 3.910 0.045

(b) 2D vs. 3D comparison.

Mean
2D 3D P

Pre 4.342 4.167 0.223
Post 4.247 3.910 0.058

Table 8. Comparison of determining most affected security
objective

(a) Pre vs. Post test per group.

Mean
Group Pre Post p
2D 0.520 0.658 0.017
3D 0.487 0.641 0.013

(b) 2D vs. 3D comparison.

Mean
2D 3D P

Pre 0.520 0.487 0.684
Post 0.657 0.641 0.833

3D-Game illustrates the relationship between avail-
ability and response time particularly well, as the addi-
tional dimension enables an intuitive representation of
time sequences. With 2D-Game, on the other hand,
this connection is less obvious and only reflected in a
numeric availability score.

Both the 2D and 3D groups showed a statistically
significant improvement from pre- to post-test in the
protection goal classification task (2D: p = 0.017,
Cohen’s d = 0.29; 3D: p = 0.013, Cohen’s d = 0.29; see
table [8). The effect sizes indicate a small to medium
improvement in both groups, with the effect being
slightly greater in the 3D group. However, there were
no statistically significant differences between the two
groups in either the pre-test or the post-test means.

EGameFlow. The results for the EGameFlow questions
are shown in table [9} We used a 5-point Likert scale
(from 0 = strongly disagree to 4 = strongly agree).
For each item, we report mean values for both groups,
the statistical significance (p-value), and the effect size
(Cohen’s d). The p-value indicates whether the observed
difference is statistically significant (p < 0.05), while

2 EA

Table 9. Comparison EGameflow 2D and 3D game versions (incl.

Cohen’s d)
Mean

Item 2D 3D p Cohen’sd

1. I had fun playing the 2.616 2.494 0.493 0.17
game.

2. The game has my full 3.699 3.545 0.135 0.19
attention.

3. Most of the activities 2.306 2.500 0.258  -0.27
in the game contribute
to learning.

4. 1 am burdened with 1.438 1.538 0.527 -0.12
tasks that seem irrele-
vant.

5. The tasks in the game 1.507 1.064 0.012 0.37
are overwhelming.

6. The general objectives 2.932 3.000 0.671  -0.08
of the game were
clearly presented.

7. Intermediate 2.397 2.821 0.008 -0.46
objectives were clearly
presented.

8. I understand the 2.708 2.974 0.123  -0.30
learning content of the
game.

9. While playing the 2.671 2.551 0.535  0.03
game, I forget how
time passes.

10. While playing the 2.233 2.132 0.568  0.09
game, I am no
longer aware of my
surroundings.

11. While playing the 2.247 2.192 0.768 0.05
game, [ temporarily
forget my everyday
worries.

12. I can put myself in the 2.736 2.736 1.000 -0.04
game’s shoes.

13. The game expands my 2.486 2.692 0.223  -0.26
knowledge.

14. The game motivates 2.408 2.538 0.472  -0.23
the player to actively
use the knowledge
imparted.

15. T would like to learn 2.347 2.378 0.889  -0.09
more about the knowl-
edge imparted.

16. The game promotes 2.041 2.385 0.070  -0.36
my problem-solving
skills in relation to
cybersecurity.

17. The game gave me 2.630 2.769 0.437  -0.17

a better understanding
of the challenges of
cybersecurity.

Cohen’s d quantifies the magnitude of the difference
(with values of 0.2, 0.5, and 0.8 commonly interpreted
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as small, medium, and large effects, respectively [53]). A
positive value for Cohen’s d indicates a higher mean for
the 2D group, while a negative value indicates a higher
mean for the 3D group.

Two-sample t-tests for question 5 (“The tasks in the
game are overwhelming”) and question 7 (“Interme-
diate objectives were clearly presented”) revealed sig-
nificant d ifferences be tween gr oups. Pa rticipants who
played the 2D game were more likely to agree that
the tasks in the game were overwhelming compared to
those who played the 3D game (p = 0.012, d = 0.37),
indicating a small-to-moderate effect s ize. Regarding
question 7, players of the 3D game expressed stronger
agreement that intermediate objectives were clearly
presented (p = 0.008, d = -0.46), representing a mod-
erate effect size. For all other items, differences between
groups were neither statistically significant nor practi-
cally relevant (all p > 0.05, d < 0.3).

Reporting both p-values and effect sizes p rovides a
more comprehensive understanding of the group dif-
ferences, highlighting not only statistically significant
results but also their practical relevance.

3.2 Qualitative Results: Open-ended Responses

To complement the quantitative results with deeper
insights into participants’ subjective experiences, the
open-ended responses to the question “Is there
anything else you would like to tell us about the game
and the survey and were there any technical issues
in the game?” were subjected to a qualitative content
analysis. The evaluation followed a thematic coding
approach: All responses were carefully reviewed, and
recurring topics and patterns were identified. Based
on these observations, the answers were grouped into
content categories (codes) to highlight the main themes
and notable aspects. The main coding categories that
emerged were:

* Praise and positive feedback,
* Suggestions for improvement,
¢ Technical comments/issues and

¢ Other remarks.

Each response was assigned to one or more of
these categories according to its content. This method
allows for both the identification of common themes
and the structured presentation of unique individual
perspectives.

Qualitative Analysis: 2D Game. A total of 24 of the 77
participants provided open-ended feedback regarding
the 2D version of the game. The responses revealed
several recurring themes, which were grouped as
follows:

* Positive Feedback (n=8): Many participants
described the 2D game as “fun”, “entertaining”,
or “well-made”. Several users appreciated the
educational aspect and the overall concept,
indicating that the game was engaging and

helpful for learning purposes.

* Suggestions for Improvement (n=10): A large
portion of the comments included constructive
suggestions. The most common requests were
for additional levels or longer gameplay (“Could
be longer”, “More levels would be nice”).
Multiple participants mentioned a need for
clearer instructions or tutorials at the beginning
(“More explanation at the start would help”). The
control scheme was also frequently noted, with
some finding it “unintuitive”.

* Technical Issues (n=2): Only two participants
experienced technical difficulties (for example,
one clicked the ‘Back’ button, meaning they had
to restart the game).

e Other Comments (n=4): A limited number of
responses included neutral observations.

Qualitative Analysis: 3D Game. 34 of 82 Participants
also provided open feedback for the 3D version. The
following themes emerged:

* Positive Feedback (n=11): Eleven participants
described the 3D game as “fun”, “good” or “inter-
esting”. The graphical presentation and immer-
sive atmosphere were specifically highlighted by

several players.

* Suggestions for Improvement (n=8): Six partici-
pants wished for better instructions or tutorials
(“No instructions,” “More hints at the beginning
needed”). Two participants found the game too
challenging or had trouble with orientation and
navigation.

* Technical Issues (n=16): Sixteen participants
reported technical and performance issues, such
as lag, bugs, or graphical glitches. The game’s
performance on less powerful computers was a
recurring concern.

Comparison: 2D vs. 3D Game. Participants in both
game versions provided open comments that reveal
distinct user experiences. While both games were
generally well received and described as enjoyable, the
3D version elicited more feedback overall, especially
regarding its graphics and immersive atmosphere.
However, technical issues were much more common in
the 3D game, with several users reporting lag, bugs,
and performance problems—particularly on weaker
computers. For the 2D game, suggestions focused
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more on wanting additional levels, longer gameplay,
and clearer instructions; issues with the controls were
mentioned but less frequently. In contrast, feedback for
the 3D game highlighted difficulties wi th navigation
and orientation, as well as the need for better
tutorials. Overall, the 2D game was perceived as more
accessible and less stressful, while the 3D game was
seen as visually impressive but more demanding and
technically challenging.

Supplementary Feedback from Participants Who Played
Both Versions. In addition to the main participant
groups, three individuals played both the 2D and 3D
versions and provided direct comparative feedback.
All three stated that the 2D game was noticeably
more pleasant and less stressful to play. This suggests
that, despite the potentially higher immersion of the
3D environment, ease of use and reduced cognitive
load played an important role in the perceived user
experience. While the sample size is too small for
generalisation, these insights highlight the relevance
of intuitive controls and low entry barriers in
serious games, and suggest avenues for future
research.

Note: The feedback from these three participants,
who played both the 2D and 3D versions, was
not included in the main quantitative analyses of
the individual groups, but is presented here as an
additional qualitative perspective.

4. Discussion

The results detailed in section [ illustrate both the
effectiveness, as well as the limits, of our educational
games. Because the study targets employee awareness
in organisational settings, we discuss applicability for
corporate training programs and CI operator in-service
training rather than general public education. On the
one hand, we see a direct connection between learning
success and the content that was explicitly taught in
the games. This is highlighted by Task 4 (“Where
do critical infrastructure operators have to report a
cyberattack?”), which is taught explicitly in the 3D-
Game, but not in the 2D-Game. There is a statistically
significant gain in the 3D group and a significant
difference between the post-test means. Additionally,
we do note that the strong focus on availability as a
core winning condition of the games (both 2D and
3D) seems to also positively affect the learning success
(Task 6). On the other hand, we note that tasks 1,
2, and 3 did not benefit from the games in a clear
and consistent way (we will discuss the effects unique
to the 3D group further below). The corresponding
content was taught only in passing, or requires the
capability to transfer knowledge to other domains. This
interpretation aligns with the EGameFlow results: only
item 5 (overwhelm) and item 7 (clarity of intermediate
ob]ectlves differed significantly between versions,

O EA

suggesting that guidance and clarity—not spatial
realism—drive perceived usability in our setting.

Turning toward the spatial and temporal properties
only present in the 3D-Game, we do observe significant
effects on the tasks. Players of the 3D-Game showed
lower estimates for the duration of implementing
countermeasures (Task 5) after playing the game. The
effect is modest, because it is not also present in post-
test mean comparison between 2D and 3D. At first,
this seems surprising, given that time plays a major
rule in the 3D-Game and is, in fact, scored. But the 3D
game implements time-lapse primarily as a side-effect
of player movements: Moving requires time, but once
at the destination, the desired action can be triggered
instantly. Since the distances are modest overall, this
seems to impart a feeling of efficiency and timeliness
on the players.

Players of the 3D-Game also scored better at sorting
countermeasures by cost (Task 1). This effect is modest:
It is only visible in the pre- and post-mean comparison.
There is no clear explanation for this effect based on the
structure or content of the game. Costs are relevant in
both games, because countermeasures cost money and
the constrained budget forces players to take this into
account. But this holds true for both games. Neither
game makes a unique effort to convey relative costs of
countermeasures to the players. Altogether, it is unclear
what causes this effect. Since the effect is not very
strong, we assume that it is due to an undetected bias
in the groups.

Turning to immersion and motivation, it is interest-
ing to note that the 3D-Game is not perceived as better
in either of these dimensions. However, it does seem
to be better explained. That effect is very likely due to
the added assistance: While both games have a tutorial
level, the 3D-Game offers continuous hints (column
of light and a map of the world). The 3D-Game thus
has a more visual tutorial and, unlike the 2D-Game,
continues to assist the player throughout the game.

A deeper interpretation of the observed pattern sug-
gests that the spatial and temporal features of the 3D
version primarily alter perceptual and situational judg-
ments rather than the underlying cognitive processes
required for robust knowledge acquisition. Specifically,
the modest decrease in estimated implementation time
likely reflects an experiential impression produced by
movement and time-lapse mechanics, not a durable
change in procedural understanding. Likewise, the iso-
lated improvement in cost-sorting may stem from inci-
dental salience effects in the 3D presentation or residual
sample bias, rather than from enhanced conceptual
learning. These observations imply a mediating role
of attention, perceived efficiency, and guidance: 3D
elements change what players notice and how they feel
about tasks, but do not automatically induce deeper
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elaboration or transfer unless the design explicitly sup-
ports such cognitive processes.

Theoretically, our results nuance accounts that equate
immersion with superior learning: immersion appears
to modulate perceptual and motivational states but
does not guarantee improved encoding or transfer. This
supports a framework where spatial realism benefits
learning only when it scaffolds elaborative processing,
provides retrieval-relevant cues, or reduces extraneous
cognitive load. In other words, immersion is a potential
facilitator, not a sufficient condition, for learning gains.

Compared to prior studies that report mixed
outcomes for 2D vs. 3D formats, our findings align
with work showing little or no advantage for 3D
unless spatial reasoning is central to the task, while
contradicting reports that attribute consistent benefits
to immersive formats. Differencesi np rior results
likely reflect heterogeneity in domain demands, sample
characteristics, and whether the spatial features were
tightly coupled to the learning objectives. We therefore
place our results in the middle of this spectrum: 3D can
change perception and some task-specific responses,
but its effect o ncorel earning o utcomes d epends on
how directly the spatial mechanics instantiate the target
concepts.

The qualitative findings add depth to the quantitative
results by highlighting user experience aspects that may
not be fully captured by standardized measures. For
example, the repeated mention of intuitive controls
and low stress in the 2D game suggests that user-
friendliness is a critical factor for engagement and
learning.

In summary, while a spatial and temporal component
influence players do influence the scores in some tasks,
we cannot find e vidence t hatt hey h ave significant
beneficial effect on the learning success. Similarly they
do not appear to boost the immersive and motivational
properties of the games. Accordingly, design effort
might better prioritise clear goals and ongoing guidance
over richer 3D presentation for awareness training. Any
added cost incurred by implementing such features
should be carefully evaluated.

Practical Implications

Practically, organisations and developers should priori-
tise instructional alignment and guidance over graph-
ical fidelity when resources are limited. We suggest to
use 3D only when the learning objectives require spatial
interaction, orientation, or embodied practice; other-
wise a well-designed Ul-based implementation with
clear intermediate objectives and continuous guidance
will likely be more cost-effective. If 3D is chosen, invest
in onboarding (robust tutorials, navigation aids) and
performance optimisation to avoid technical friction
that can undermine learning and motivation.

Limitations

As detailed in section subjects had a significant
amount of gaming experience, potentially tainting
the results of our study. It is unclear if and how
prior gaming experience would affect the results. It
is possible that the effectiveness of learning games is
not impacted at all. However, it is plausible to assume
that certain aspects of the EGameFlow survey and the
perceived usability of the games are influenced by the
fact that many participants are already familiar with
typical game mechanics, user interfaces, and navigation
in digital environments. In particular, the high level
of prior gaming experience in both groups may bias
the results, as participants are likely more accustomed
to game-based interaction than the average employee.
Future studies should therefore deliberately include
participants with limited or no gaming experience to
assess whether the findings generalise to a broader
workforce.

In addition, the composition of our samples imposes
further limitations on the external validity of the find-
ings. Both groups primarily consist of professionals
with medium to high educational qualifications, and a
large share of participants holds a Bachelor’s, Master’s
or equivalent university degree. At the same time, a
considerable proportion of respondents in each con-
dition works in large organisations with more than
500 employees, while the rest are distributed across
micro, small and medium-sized enterprises. This sug-
gests that our results predominantly reflect the percep-
tions of a relatively well-educated and comparatively
technology-affine workforce in organisations that, in
many cases, have at least some formalised structures for
IT and cybersecurity.

Moreover, the sectoral distribution of the participants
is heterogeneous and includes service industries, tech-
nology and telecommunications, healthcare, emergency
services, and several other domains. While this vari-
ety supports the general relevance of serious games
for cybersecurity training across different sectors, it
also means that some critical-infrastructure domains
are only represented by small subsamples. Given the
limited ecological validity, the findings should not be
over-generalised to all CI operators or to employees
with different educational backgrounds and roles, nor
to other sectors or less resourced organisations.

The open-ended responses provide valuable insights
into the participants’ subjective experiences; however,
their validity is limited by the voluntary nature of the
feedback and the small group size—particularly among
those who tested both games. Furthermore, categorizing
the responses involves a certain degree of subjectivity.

Another important aspect is the time frame of the
retention assessment: the results are based solely on
a follow-up test one week later. Consequently, the
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findings should be interpreted with caution regarding
long-term learning effects, as the study does not capture
retention beyond this short time window.

Taken together, these factors indicate that our find-
ings should be interpreted as a first step towards under-
standing the role of spatial and temporal game elements
in cybersecurity training, rather than as definitive evi-
dence that can be directly transferred to all employee
populations. Future studies should aim to replicate and
extend our results with more diverse samples, including
participants with lower levels of formal education, lim-
ited gaming experience, and a more targeted coverage
of specific critical-infrastructure sectors.

5. Conclusion

We studied the impact of spatial and temporal game
elements on learning success in IT security. To this
end, we developed two games that share the same basic
structure and game mechanics, but differ in their game
space. One is a Ul-only card game, the other a 3D
first-person game situated in a virtual 3D world. We
then conducted a study to assess the impact of these
different game spaces. Participants were allocated to
two independent groups (between-subjects design) and
they were quizzed on their IT-security knowledge and
were then asked to play either the 3D-Game or the 2D-
Game. Subsequently, they answered a questions about
the motivational and immersive properties of the game.
After one week, they were again quizzed on their IT-
security knowledge.

Our findings indicate that the 3D-Game has an
impact on the perception of time and seems to be more
intuitive. But we could not find evidence that it leads
to better learning outcomes than the 2D-Game. This
is particularly interesting in the light of the higher
development costs of 3D games. Additionally, our study
cannot support the hypothesis that 3D games are more
engaging or motivating than their 2D counterparts.

In sum, spatial and temporal game mechanics reli-
ably affect players’ perceptions and certain task-specific
judgements, but they do not by themselves produce
superior knowledge gains in our setting. Given the sub-
stantially higher development costs of 3D worlds, stake-
holders should weigh these perceptual benefits against
cost and technical risk and reserve immersive imple-
mentations for scenarios where spatial affordances are
pedagogically essential.

Future Work We could show that spatial and temporal
elements in our 3D-Game have an impact on the
perception of how long countermeasures take to
implement. But this impact is not aligned with
learning outcomes, since participants actually game
lower estimates after the game than they did before. In
future work, we aim to study how the time and spatial
elements of the game must be tweaked to positively

impact learning success. As mentioned, future research
should also attempt to reproduce the results found in
our present study using a larger and more diverse (in
terms of gaming experience) group of participants.
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