EAIl Endorsed Transactions

on Industrial Networks and Intelligent Systems Research Article EALLEU

Jamming for Security in Cognitive NOMA
with Full-Duplex Energy Scavenging
Unlicensed Transmitter

Hoan Tran!?, Khuong Ho-Van!~, Pham Ngoc Son?

1Ho Chi Minh City University of Industry and Trade, Ho Chi Minh City, Vietnam
2Ho Chi Minh City University of Technology and Engineering, Ho Chi Minh City, Vietnam

Abstract

The combination of non-orthogonal multiple access (NOMA), cognitive radio (CR), energy scavenging (ES),
and full-duplex (FD) transmission significantly improves spectral efficiency, spectrum utilization, and energy
efficiency - key performance indicators in the development of future wireless communications infrastructures.
Nonetheless, the growing threat of eavesdropping necessitates robust physical-layer security mechanisms.
The paper proposes NOMA CR networks with FD ES unlicensed transmitter (UT), referred to as NOEHw],
to exploit primary interference as an energy source for UT’s operation and a jamming source to secure UT’s
information. An in-depth evaluation of reliability and secrecy metrics for NOEHw] is also presented. Through

rigorous theoretical analysis and simulation, the study elucidates the impact of each enabling technology on
secrecy capability. It is evident from the results that NOEHw] delivers marked enhancements in security when
compared to the benchmarked orthogonal multiple access (OMA) CR networks with FD ES UT (OEHw]J),
thereby demonstrating the superior advantages of jointly employing CR, ES, NOMA, FD, and jamming
techniques for the development of wireless communication architectures that are secure, energy-efficient, and
adaptable to future demands.
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spectrum efficiency alongside communication security
and reliability remains a critical design goal.

1. Introduction

1.1. General context The synergy between CR and NOMA technologies

As wireless communication paradigms evolve from 5G
to 6G, they are expected to support an expansive
array of emerging applications, driven by the need
to accommodate increasingly stringent communication
requirements for a vast network of connected devices
[1, 2]. Although these systems are designed to enable
high-speed transmission with extremely low delay,
challenges remain in power and bandwidth allocation,
especially when the quantity of devices continues to
grow. Ensuring secure and reliable communications
also emerges as a critical issue that system designers
must address. Thus, optimizing both energy and
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provides an effective solution for improving spectrum
utilization in modern wireless communication systems
[3-5]. More specifically, NOMA enables multiple users
to communicate simultaneously [6], while CR facilitates
flexible spectrum access, allowing secondary users to
operate alongside primary users. Furthermore, NOMA
supports wireless energy harvesting from ambient
sources, thereby enhancing energy efficiency - an
increasingly important trend in line with the evolution
of ES technologies in 5G and 6G [7, 8]. In addition,
FD communication enhances spectral efficiency by
allowing concurrent transmission and reception over
identical system resources [9], unlike half-duplex
(HD) systems, which perform these operations in
a time- or frequency-separated manner. However,
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the increasing sophistication of eavesdropping attacks
has underscored the need for robust physical-layer
security mechanisms. Among the emerging security
solutions, jamming - deliberate interference to degrade
the eavesdroppers’ reception quality - has shown
considerable promise in reinforcing system security
[10-13]. The integration of CR, NOMA, FD, ES, and
jamming forms NOFEw], which holds great potential
for enhancing reliability, security, capacity, and energy
efficiency in modern wireless communication networks.

1.2. Related works

A communication model that integrates NOMA, CR and
FD was recommended in [14] to meliorate spectral effi-
ciency and enable simultaneous transmission. However,
the absence of ES renders the system entirely dependent
on external power sources, which undermines sustain-
ability and energy autonomy - especially for devices
deployed in remote or hard-to-reach environments.
Furthermore, the lack of jamming mechanisms compro-
mises the security of the system against potential wire-
tapping problems.

The study in [15] incorporates ES and jamming into a
NOMA-based communication model, but excludes CR
and FD capabilities. While jamming enhances security
and ES improves energy self-sufficiency, the lack of
CR reduces spectral adaptability, and the absence
of FD prevents simultaneous information reception
and transmission. Consequently, the system exhibits
limitations in both spectral efficiency and transmission
capacity.

Security issues in CR-enabled networks integrated
with ES and NOMA have been addressed in the studies
[16-25]. Although these models offer relatively simple
designs, they suffer from critical limitations in terms of
both security and system throughput. The omission of
jamming diminishes resilience to eavesdropping, while
the lack of FD capability hinders concurrent data and
ES operations, thus reducing overall system efficiency.

Alternatively, communication models that combine
NOMA, FD, and ES to ameliorate energy and spectral
efficiency in wireless networks have been proposed
in [26-30]. Nevertheless, CR plays a pivotal role
in exploiting underutilized spectrum from primary
networks but excluding CR in [26-30] significantly
restricts the system’s spectral efficiency. Additionally,
the absence of jamming mechanisms not only weakens
the system’s security but also results in suboptimal
spectrum utilization.

Communication models presented in [3] and [31]
integrate technologies (NOMA, CR, ES, jamming) into
a unified framework. However, the exclusion of FD
impairs the system’s ability to perform simultaneous
transmission and reception, which negatively impacts
latency and spectral performance. On the other hand,

this simplification avoids self-interference and reduces
signal processing complexity.

Similarly, communication models proposed in [32-
34] incorporate technologies (NOMA, ES, FD, jam-
ming), but do not consider the CR environment.
These studies evaluate several key performance indi-
cators, such as coverage/information energy effi-
ciency (CEE/IEE), coverage/information outage prob-
ability (COP/IOP), and information/correct transmis-
sion probability (ITP/CTP). However, the analyses do
not exploit the benefits of spectrum sharing in CR
settings, leading to inefficient spectrum utilization.

The work in [35] advances the literature by
proposing a NOMA-based system that includes CR
and FD. Notwithstanding, the lack of ES deteriorates
energy efficiency. Also, the absence of jamming
mechanisms induces the system to be vulnerable to
wire-tapping, particularly in wireless environments
where adversaries may be present. This emphasizes
the important role of ES and jamming in ameliorating
privacy and energy efficiency for NOMA CR networks
with FD operation.

In summary, current researches have yet fully
addressed the security challenges in NOMA CR
networks with FD ES UT to exploit primary interference
as an energy source for UT’s operation and a jamming
source to secure UT’s information. This paper bridges
this gap by proposing a novel framework, referred
to as NOFEw], along with an analytical model to
facilitate rapid optimization and evaluation of system
performance prior to practical deployment.

1.3. Contributions

The principal contributions and insights presented in
this paper are as follows:

* An advanced wireless communication structure,
denoted as NOFEw], is developed by integrating
NOMA, FD transmission, and ES within a CR
framework. The system architecture is optimized
to boost spectral utilization and energy perfor-
mance in tandem, catering to the requirements of
advanced wireless networks.

* A thorough performance assessment is conducted
in terms of key indicators, including reliable
and secrecy throughput (RST/SST), reliable and
secrecy outage probability (ROP/SOP), and reli-
able and secrecy energy efficiency (REE/SEE). The
analysis accounts for realistic operational scenar-
ios and reveals the significant roles of ES, NOMA,
jamming, and FD in influencing system perfor-
mance.

* Comparative analysis demonstrates that NOFEw]
achieves superior secrecy performance relative

EAl Endorsed Transactions on
Industrial Networks and Intelligent Systems
| Volume 13 | Issue 1| 2026 |

2 EA 2



Jamming for Security in Cognitive NOMA with Full-Duplex Energy Scavenging Unlicensed Transmitter

to a benchmarked OMA CR networks with FD

ES UT, thus underscoring the superiorities of
synergistically  integrating NOMA and FD
techniques for secure and efficient wireless
communication.

1.4. Paper organizaton

The next section presents the proposed system model
(NOFEw]). Following that, Section 3 delivers a thorough
evaluation of the system’s performance based on critical
assessment metrics, including RST, SST, REE, SEE, as
well as ROP and SOP. Section 4 presents a performance
analysis of the benchmark scheme (OFEw]), which
is based on OMA and operates under the same
conditions as NOFEw]. This comparison aims to assess
the security impact of incorporating NOMA into the
FD scenario. Section 5 discusses the simulation and
analytical results obtained under various practical
scenarios to comprehensively assess and compare the
system performance. Eventually, Section 6 summarizes
the crucial insights and findings derived from the study.
All detailed derivations are moved to Appendices. Also,
symbols frequently used are listed in Table 1.

Table 1. Frequently-used symbols

Symbol | Description

t Transmit signal at UT

¢ Power fraction for the transmission of ¢
b, Transmission power of UT

ta/te Transmit signal intended for DU/CU
2{ Expectation operator

kom Channel fading coefficient

bym Channel power gain

Ham Fading power

a Path-loss decay

kyy Fading coefficient of the loopback channel
P, Transmission power of LT

ty Transmit signal by LT

P, Energy harvested at UT

Q Energy harvesting efficiency

Q Maximum interference power

Ny Normalized noise power

E Predefined spectral efficiency

A%/AS | ROP of DU/CU

Pr{} Probability operator

K Successful decoding threshold in NOFEw]
x Successful decoding threshold in OFEw]
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Figure 1. NOMA CRNs with FD ES UT

2. NOMA CRNs with FD ES UT

The proposed NOFEw] is demonstrated in Fig. 1 and
comprises the components: licensed transmitter (LT),
unlicensed transmitter (UT), licensed receiver (LR),
distant NOMA user (DU), close NOMA user (CU), and
wire-tapping user (WU). This system model may be
designed for application in downlink communication
scenarios within wireless networks. UT, being energy-
limited, relies on harvesting energy from LT. LT can
be a dedicated energy transmitter, such as broadcast
radio or television stations. In this model, UT operates
in FD mode, which enables it to simultaneously harvest
energy from LT while performing NOMA transmission
to DU and CU, and concurrently causing interference
to LR. UT broadcasts, in particular, a composite
signal denoted by t = \/(j)Putd + \/(1 - ¢)P,t.. In the
expression of t, ¢ denotes the power distribution
coefficient for the transmission of ;; P, represents the
transmit power at UT; t; and f, are the information-
bearing signals intended for DU and CU, respectively,
with E{|y’}=1, I={cd}, and E{} denoting the
expectation operator. According to the NOMA protocol,
t. is transmitted with lower power compared to
ty. Therefore, the parameter is configured such that
¢ > 0.5, ensuring compliance with NOMA’s power-
domain multiplexing principle. Furthermore, owing
to the broadcast characteristic inherent in wireless
communications, transmissions from UT are vulnerable
to interception by WU. In order to protect the secrecy
of UT’s transmissions, LT concurrently operates as a
cooperative jammer, enhancing physical layer security
by disrupting the wire-tapping user’s signal reception.

Fig. 1 illustrates ki, where zm =
{tw, tu, tr,ur, uw, ud, uc} denotes the channel fading
coefficient. This study assumes that all transmission
links are independent and experience Rayleigh fading
with flat block characteristics. The channel power gain
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by = |kym|? is thus modeled through its corresponding
CDF! and probability density function (PDF), which
are correspondingly addressed to be [36]

.
szm (q) =1-¢ ham, (1)
.
e hzm
fo., (@) = o (2)
zm

Specifically, h,,, = E{b,,} represents the average
power loss, defined as the statistical average of the
squared magnitude of the channel fading coefficient
k.. In this study, hg, is modeled as h,, = fd;; to
capture the path loss effect, with a being the path-
loss decay, B indicating the path-loss coefficient at 1
meter, and d,, representing the transmitter-receiver
separation [37].

Moreover, due to its full-duplex capability, UT
encounters self-interference (SI) while transmitting
and receiving concurrently. As illustrated in Fig. 1,
SI is modeled through a loopback channel with an
associated fading coefficient k,,. This parameter is
assumed to follow a Rayleigh distribution [36], i.e.,
ky, ~CN(0,h,,), and its PDF is given by f, (q)=

9

uu

37 Ty
uu

Due to its full-duplex operation, UT not only receives
signals from LT but is also affected by SI caused by its
own transmitted signal. Thus, the expression for the
received signal at UT is

my, = ktu\/Fttt + Ky \/P_ut +Cy (3)

where P; is LT’s transmit power, f; is the transmitted
information signal with unit power such that 2 {ltt|2} =
1 and ¢, ~ CN (0, N,) models UT’s noise. Because noise
power is considerably lower than the received signal
power, an approximation of the energy harvested at UT
is given by P, ~ ¢ (btuPt + buuﬁu), which is equivalent
to
B~ P _p, (@
1- (Pbuu
with ¢ € (0,1) indicating the energy harvesting effi-
ciency, and b, < %.
Let Q denote the maximum permissible interference
power at LR. For CRNs, UT’s transmit power, denoted
as P,, is constrained by two factors: the maximum
permissible transmit power P, and the interference
threshold Q imposed at LR. To ensure both regulatory
compliance and effective communication over the
widest possible range, the transmit power is determined
by the lesser of these two bounds, and can be

mathematically expressed as [3]
P, = min (13”,2). (5)
bur

UT transmits the NOMA signal t with the power P,.
At LU = {DU, CU]}, the received signal is represented by

ml:kulV(PPutd"'kul\[(l_(P)Putc"'(:l: (6)

wherein ¢; ~ CN(0,N;) denotes additive noise at LU.
For analytical convenience, noise power is normalized
such that N; = Nj.

LU decodes its intended message by employing the
successive interference cancellation (SIC) inherent in
NOMA systems. Since ¢ > 0.5, DU directly decodes
ty from my =k, \¢P,tg + kyqg+/(1 — ¢) P, t. + Ty with-
out the prerequisite of decoding t.. Hence, SINR? expe-
rienced at DU when recovering ¢, is derived as

¢Pubud
(1= ¢) Pubuq + No. @

Since ¢ > 0.5, CU decodes t; by treating t. as
interference. After successfully decoding and canceling
ty (i.e., interference from ¢, is left), it proceeds to decode
its intended signal t.. Therefore, the SINR at CU for
decoding t; is

d
v =

\yd — ¢Pubuc )
‘ (1_¢)Pubuc+N0

In a similar manner, signal-to-noise ratio (SNR) at CU
corresponding to the decoding of ¢, is given by

(1 — (P) Py buc
Y= —
c No
WU receives a signal, which originates from UT but
is jammed by LT. The signal is expressed as

my, = kuw V(Pputd + kuw\[(l - ‘;b) Putc + ktw\/Fttt + CIU’

(10)
wherein C,, ~ CN (0, N, ) is WU’s noise. For analytical
convenience, the noise power N, is normalized to
Ny. WU first attempts to decode t; by treating . as
interference, and then cancels the interference from ¢,
before decoding f.. Thus, the SINR at WU for decoding
tg is

(8)

(9)

‘I’d _ (Z)Pu buw
o= .
(1 - (P)Pubuw + Ptbtw + NO
Meanwhile, the SNR at WU for decoding ¢, is
expressed as

(11)

w Ptbtw + NO '

Both (11) and (12) expose that the jamming power

P,by,, created by LT interrupts the signal reception of
WU, leading to the enhanced security for DU and CU.

(12)

LCDF implies cumulative distribution function.

2SINR implies signal-to-interference plus noise ratio.
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3. Analytical Evaluation of NOFEw]

This section delivers an in-depth examination of
NOFEw]’s performance in terms of security and
reliability. Specifically, it begins with the derivation
of SOP/ROP, which quantifies the likelihood that
channel capacity at WU/LU, respectively, falls short of
a predefined spectral efficiency requirement E.

Following this, the analysis proceeds with the
evaluation of RST/SST and REE/SEE. These metrics
comprehensively reflect the system’s capability to
ensure both secure communication and reliable data
transmission, offering a holistic view of its performance
across confidentiality and reliability dimensions.

3.1. ROP of DU
The ROP of DU, A4 %, which is the probability that

DU cannot decode td Equivalently, the actual channel
capacity at DU for restoring f; is smaller than E:

Af=Pr{log, (1+ W) <E}=Pr{® <}, (13

where x = 2 — 1.
Substituting (7) into (13) yields

i_ ¢P, by
Ad = Pr{(l ) Pubug + No }
, K
, K

N(]K
{ Pr{bud < g gom )
1

which is deferred to Appendix A.

3.2. ROP of CU

The ROP of CU, denoted by A{, is defined as the
probability that CU either fails to decode t; - that is,
channel capacity for decoding t; is less than E - or
successfully decodes t; but fails to decode t., meaning
channel capacity for decoding ¢, is also below E:

AL =Pr {log2 (\I’Cd + 1) < E}

+ Pr{log2 (\I’cd + 1) >E,log, (¥S +1) < E}
(16)
=Pr {\I’Cd < K} + Pr {‘I’Cd >,V < K}

= 1—Pr{\lfcd ZK,‘I’C‘ZK}.

2 EA

Substituting (8) and (9) into (16) yields

Pb (1-¢)P,b }
A€ =1 —Pr (Puuc > K, uchK
‘ {(1_¢)Pubuc+N0 NO

Np N ¢
{1 Pr{b“c 2 Giopy bue 2 <1—<?>1)<_PM} K< 1§

[ Az <%,
= s b

1-¢
(17)
where Z, = max (%, II\I_L;)
3.3. SOP of WU
SOP for t;. It is to evaluate the probability of WU

failing to decode t; from DU. This implies that channel
capacity that WU can achieve for decoding t; is smaller
than E:

Al =Pr{log, (1+ W) <E} =Pr{Wi <x}.  (18)

Substituting (11) into (18) yields
P,b
Ad - Pr ¢ uw K}
v {( ¢)Pbuw+Ptbtw+N0
(Pbyy+No) 9
_ [ Pribw < Gl o<l i
1 K> % ( )
_ ;\gz (Bwd, Awd) K< %
1 ,K 2 %
where I = {¢,d}, Byg = 5 ﬁP’q) Apg = B%tNO and

- B, A
Afu (Bwl'Awl) =Pr {buw < wltw—""wl}’ (20)

P,
which is deferred to Appendix B.

SOP for f.. It is to evaluate the probability of WU
failing to decode t; (i.e., channel capacity that WU
achieves for decoding t; is smaller than E), or WU
decoding t; successfully but failing to decode f, (i.e.,
channel capacity that WU achieves for decoding ¢, is
smaller than E):

AS, =Pr{log, (¥ +1) < E}
+Pr {log2 (\I’u”,l + 1) > E,log, (W, +1) < E} 1)
= Pr{‘llj < K}+Pr{‘lfu‘f >, VS < K}
=1 —Pr{\l’u‘f >x, ¥y > K}.
Substituting (11) and (12) into (21) yields (22) where
Bye = max(¢ P lp”fp) and A, = BPt Np.
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(Ppubuw (1

AS, =1-Pr >x
v {(1 _¢)Publtw+Ptbtw+NO

- (P)Pubuw >l = A‘fu (BWC’AWL‘) ’
Pb;, +Ng 1

i
K< 1o
Kzi (22)

Comment: Equations (14), (17), (19), and (22) expose
that {DU, CU, WU} completely fall in outage (AL1 =
1, m={d,c,w}) under certain circumstances. To be
particular, a holistic outage occurs when E and ¢

meet x = 25 —1 > % Nevertheless, hindering such an
occurrence is feasible by controlling E and ¢ to meet
K < % This asks network designers to upper-limit the

preset spectral efficiency E to meet E < —log, (1 - ¢)
for hindering the holistic reliability outage at CU and
DU whilst lower-limit E to satisfy E > —log, (1 - ¢)
to induce the holistic outage at WU (equivalently,
absolutely secured). Furthermore, (14), (17), (19), and
(22) indicates that the reliability/security (namely,
the desired REE/SEE or RST/SST or SOP/ROP) is
accomplishable by controlling flexibly (¢, B;, Q, ¢, E).

3.4. SST/RST

NOFEw]’s throughput obeying delay constraints is
derived explicitly from the analysis of the outage
probability as

0, = E(1-AL), (23)

where ©!, represents the throughput of the device I
whose message is decoded at device m. This implies that
©f¢ and @g are the RST of CU and DU, respectively,
while ©F and ©f are the SST of CU and DU,
respectively. Therefore, to achieve the desired RST/SST,
it is necessary to appropriately configure and flexibly
adjust the parameters (¢, P, Q, ¢, E) within their
feasible value range, as this set influences the quantity
Al,, thereby affecting the RST/SST.

3.5. REE/SEE

REE and SEE are pivotal indicators used to quantify the
efficiency of energy resource utilization in achieving the
target transmission rate. Accordingly, REE and SEE are
defined as

®g+®f

0d + 0y,
Pt ’

(I)rel = 2

and ®,,, = (24)

3.6. Performance limit

In the analysis of communication systems, studying
the upper-bounded performance under large transmit
power conditions helps researchers understand the
behavior of the system when energy resources become
abundant and interference power becomes unlimited.
This analysis aids in determining the theoretical

2 EA

maximum performance that DU, CU, and WU can
achieve in NOFEw], thereby providing insights into the
system’s capacity and limits. Indeed, as the transmit
power of LT is large, i.e. P} — oo, UT will accumulate
infinite energy, resulting in P, — co. Therefore, P, —
P, o= b—?r Thus, the CDF and PDF of P, ., are

calculated as

Fp, ., (z):Pr{bg<z}: 1—Fhw(%), (25)

ur

and

fp o (2) = Zngbu, (9). (26)

z

Consequently, NOFEw]’s ROP (Al-*) and SOP

(AL>), respectively, can be distinctly derived as follows
(the proof is similar to Appendices A and B):

A2z k<2
I_oco _ 1 1 y 17¢
Al - { 1 K > ¢ (27)
s - 1_¢
and g )
A —° B ,A , K <
PO (Buwi, Ayi) 7 08
1 K2
where
/2 ]
Al_oo y
() bus (tany fp, .. (tanp) e
0
2 H 1- X-2
T ; 4
T 4H Z, cos2y; < bul (tanv )fP“ . (tanv;),
(29)

and AL (Byi, Ay) is expressed by (30) with x; =

cos(%rc) and v; = 7 (x; +1).

4. Analytical Evaluation of OFEw]

In OFEw], the message transmission process is divided
into two equal phases, each lasting for half a second
(assuming that the communication block is normalized
to one second). During each phase, UT still operates
with FD. More specifically, UT harvests energy from LT
and uses it to transmit messages to either CU or DU.
The transmit powers (P, and P,) in this case remain the
same as defined in (4) and (5). Accordingly, the received
signal at LU is expressed as

my = kPt + Cp. (31)
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/2 Ayl

[\54700 (Bwl:Awl) =1- J

_1——2‘/?

e fuw@nyh o tany dy
fPu ) y) 2
Byihiy P + hypy tany COs“Y
(30)
h“wtan Vi h t .
anvi fp, ., (tanv;)

cos?y;

wlhtwpt + huw tan v;

The SINR for decoding t; is obtained from (31) as

| P

1 l
gl =
0

The ROP at LU is given by
Al = Pr{%logz (1+¥)) < E} =Pr{¥ <&}, (33)

where & = 2%F — 1.
Substituting (32) into (33) yields

- P,b _ Ny« - _
Ag:Pr{ Lli\lul <K}:Pr{bu,< 13 }ZA[(NOK).

0 u

Analogously, WU observes the following signal:

Mt = kuwPuts + ke Pt + . (35)
The SINR for decoding ¢, is obtained from (35) as

- P,b
pl = e 36
Y By, + Ny (36)

Accordingly, the ROP at WU is
Al = Pr{%logz (1+%)) < E} =Pr{¥, <&}. (37)
Substituting (36) into (37) yields
. P,b
Al -P uuw =
w r{Ptbtw N K}
:Pr{buw < (Ptbtw+N0)75} (38)
Py
= [\gy (Bwl’ Awl) ’

where B,,; = P, and A,; = £Nj.
For OFEw], the RST/SST is obtained to be

0, =E(1-AL)/2, (39)

and the REE and SEE are correspondingly computed to

®d+®f o @
be @,,; = —4,—< and P,,, = + .

5. llustrative Results

This section provides an extensive performance evalua-
tion of NOFEw] under various scenarios, incorporating
key parameters and a comparative analysis with the ref-
erence model, OFEw]. The performance assessment is
carried out using both analytical derivations (‘The’) and
simulation methods (‘Sim’) to validate the reliability of
the results. System parameters are selected to emulate
realistic deployment scenarios, where user locations are
randomly distributed across a two-dimensional spatial
region. Here are default parameters: LT is located at
(-10, 10), UT at (0, 0), LR at (60, 80), WU at (-20,
-30), CU at (40, 0), and DU at (60, 10); the energy
converting efficiency is ¢ = 0.5; the path loss decay is
a = 2.8; the self-interference power is h,, = -50 dB;
the required spectral efficiency is E = 0.5 bps/Hz; the
power allocation factor is ¢ = 0.9; the noise variance is
Ny = —90 dBm; the reference path loss § = —10 dB; and
the transmission power of LT is P, = 20 dBm.

The results presented in Fig. 2-6 illustrate a close
match between ‘Sim’ and ‘The’, thence verifying
the accuracy of the formulas developed in Section
3 and Section 4. This consistency reinforces the
reliability of the proposed analysis and presents
valuable understandings into the secrecy capability
of NOFEw] as compared with OFEw] for numerous
operating circumstances.

Fig. 2 compares the secrecy performance between
the proposed NOFEw] and the benchmarked OFEw] by
evaluating the throughput gap® with respect to (wrt)
the transmission power of the licensed transmitter.
Clearly, the secrecy capability of NOFEw] reaches a
saturation point as P; increases, which aligns with
the theoretical analysis presented earlier. Furthermore,
the saturated throughput gap observed in NOFEw] is
approximately double that of its OFEw] counterpart,
underscoring the security advantage of the proposed
model. It is also evident that as P, increases, both

3Following the approaches in [3] and [32], the primary performance
metric used to assess secrecy capability is the throughput gap,
which has the same physical interpretation as the secrecy rate [36].
Specifically, the throughput gap is defined as (@j + @g) - (@,‘f, + G)fu)
A larger throughput gap indicates a higher level of security.

EAI Endorsed Transactions on
Industrial Networks and Intelligent Systems
| Volume 13 | Issue 1 | 2026 |

OEAl 7



H. Tran, K. Ho-Van, P.N. Son

€ NOFEwJ:Sim | -
B OFEwJ: Sim
NOFEwJ: The
OFEwJ: The

= = = = NOFEwJ: Asym
- - - - OFEwJ: Asym 7

o
©
T

o
®
T

o
3

o
13

Throughput gap (bps/Hz)
o
o

o
ES
T

5 10 15 20 25 30
P, (dBW)

Figure 2. Throughput gap wrt P;. “Asym" means Asymptote (i.e.,

throughput gap at high P;)

systems exhibit improved performance, primarily due

to the corresponding rise in harvested energy.
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Figure 3. Throughput gap wrt E

Fig. 3 illustrates the throughput gap between the two
systems under consideration when E fluctuates. Obvi-
ously, the proposed NOFEw] significantly outperforms
the benchmarked OFEw] across the entire range of E,
highlighting the remarkable benefit of jointly applying
NOMA and FD communication, in contrast to using FD
alone. Moreover, the secrecy performance deteriorates
as E increases for both NOFEw] and OFEw], as antici-
pated.

Fig. 4 reveals the effecto ft he p ower distribution
coefficient ¢ on th eth roughput ga psof NOFEw]
and OFEw]. Across the entire range of ¢, NOFEw]
exhibits superior performance to OFEw], highlighting
the efficacy of integrating FD and NOMA technologies.
It is also observed that the secrecy capability of NOFEw]
is highly sensitive to variations in ¢, whereas OFEw]
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Figure 4. Throughput gap wrt ¢

remains largely unaffected, w hicha ligns w ith the
inherent limitations of its orthogonal access structure.

P
4 € NOFEwJ: Sim
B OFEwJ: Sim

= 09r NOFEwJ: The | |
T OFEwJ: The
[%2]
5y
=08
Q.
[
o
5
o7t
(=2
>
o
=
s

0.6 [-

0.5 */_—.———I——I—I—I—I—I—

0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4
]

Figure 5. Throughput gap wrt ¢

Fig. 5 presents the influenceo f¢ o nsecrecy
performance. The proposed NOFEw] maintains a
consistent advantage over OFEw] for all values of ¢,
thereby reaffirming th e effi cacy of j oin tly deploying
NOMA and FD in enhancing physical-layer security.
Moreover, as ¢ increases - indicating greater energy
harvesting capability - the secrecy performance of
NOFEw] improves markedly, while OFEw] exhibits
only a marginal gain, as theoretically anticipated.

Fig. 6 compares the secrecy performance of NOFEw]
with OFEw] as a function of the maximum tolerable
interference power Q at LR. Similarlyy, NOFEw]
consistently outperforms OFEw] across the entire range
of Q, validating the outstanding efficiency of combining
FD and NOMA technologies compared to using FD
alone. In addition, the secrecy capability of NOFEw]
and OFEw] ameliorates with increasing Q due to higher
tolerable interference at LR. Additionally, the secrecy
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capability of NOFEw] and OFEw] saturates at high Q

(e.g., Q>-100 dB), as expected owing to the power
allocatlon in (5).

6. Conclusions

This research presents a secrecy analysis of NOMA
CRNs with FD ES unlicensed transmitter under the
exploitation of the licensed transmitter’s interference as
ajamming source for the improved security. By deriving
explicit analytical expressions, the study enables a fast
and efficient evaluation of key performance indicators
like secrecy efficiency an d th roughput. Mo reover, the
comparative analysis with the benchmarked OFEw]
highlights the advantages of simultaneously integrating
NOMA and FD transmission, as opposed to employing
FD alone. This demonstrates the superior performance
of NOFEw] across various parameter configurations,
thereby offering v aluable i nsights f or f uture research
and practical implementations.

Appendix A: Derivation of A;(a)
From (4), the CDF of P, is expressed as

7 (40)

Substituting (1) and (2) into (40) yields

-y
J( ;,(,5?1};” )e i dy
5 huu (41)

)

:1—N+(E—1)_

2 EA

-1
where H =hy,P/hy,, T=(h,Pp) , and N=
e~ (huu®)™!
The PDF of P,, fp, (2), is obtained by differentiating

Fp, (z) with respect to the variable z:

N e*TZ e*TZ ]
5 = - -T 42
fPM() [(Z—H)2 (Z—H)2 - H ( )
From (5), the CDF of P, is given by
Fp (2) = Pr{ﬁu <z P, < g}
“ b
—kPr{bg < z,13u > bg}
ur ur (43)
00 ¢
= [ e+ [ Fp @5,
Q 0
Substituting (2) and (41) into (43) yields
o Q
e_? e Ty
Fp, (z):j A dx+Fp (z)j X
2 ur ur (44)
Q
—1-Fp (2)Fy, (;)

The PDF of P, fp, (2), is obtained by differentiating
Fp, (z) with respect to the variable z:

i ) = o, (Do, (2)+ 2, (2)Fr, @0 45)

Equations (15) is rewritten as

(o]

f Fy,, 2)dz. (46)

0
By z = tany, (46) becomes

TT/2
At = [ o (s |
0

Applying Gauss-Chebyshev quadrature [38], we
arrive at

o (47)
cos Y

(tan v )fpu (tanv;). (48)

Appendix B: Derivation of Al (B,;, A1)

Equations (20) is rewritten as

Al (Byp, Awr) = Ep, (AL}, (49)
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where
R B,b A
Al =8, {Fhuw(u}lt;—w)}' (50)
u

Substituting (1) and (2) into (50) yields

A r B lx+A1
ALJ:J Fbw(—w — ) fo, (%) dx
u
0

(51)
-1= M—H‘e_h:‘l}’”'
Bwlhtw + huwPu
Substituting (51) into (49) yields
~ C Ayl
Al (Byi, A J i = e ¥ fp (x)dx.
v ] Byihty + hypx I, (52)

By x =tany, (52) becomes (53). Then, applying
Gauss-Chebyshev quadrature, we arrive at (54).

T/2

- h,., tan __Awl d
AL(sz,sz)zl—f ww 209 Y

e Muwtany tan
Byihyy + hyytany fP" (tany)

cos?y

\/ n nv; __Auwl
fP ta Vl uwta Vi huwgnvi

n?
H cos?v;  Byihyy + hyy tany;

[\iu (Bwl’ Awl) =1-

< EAI ‘
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