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Abstract

In this paper, we study the secure communication of cognitive energy harvesting relay networks when there
exist multiple eavesdroppers who can overhear the message of the second hop, and multiple primary users are
present. The data transmission from the secondary source to the secondary destination is assisted by the best
decode-and-forward relay, which is selected by means of three relay selection schemes. We study the system
security performance by deriving the exact analytical secrecy outage probability. These analytical expressions

are then verified by comparison to the results of Monte Carlo simulations. Herein we evaluate and discuss the
outage performance of the three schemes under variations in important system parameters: the number and
locations of relay nodes, primary user nodes, and eavesdroppers; the transmit power threshold; the energy
harvesting efficiency coefficient; the power splitting ratio; and the target secure rate.

Keywords: Energy harvesting; Cognitive radio; Cooperative communication; Physical layer security; Relay

selection; Power splitting; Decode-and-forward

Received on 14 December 2018, accepted on 17 December 2018, published on 28 March 2019
Copyright © 2019 Sang Quang Nguyen, licensed to EAI This is an open access article distributed under the terms
of the Creative Commons Attribution license (http://creativecommons.org/licenses/by/3.0/), which permits

unlimited use, distribution and reproduction in any medium so long as the original work is properly cited.

doi:10.4108/eai.28-3-2019.157119

*Corresponding author. Email: nguyenquangsang3@dtu.edu.vn

1. Introduction

Recently, the simultaneous wireless information and
power transfer (SWIPT) technique has attracted more
and more attention in wireless networks as an efficient
solution to prolong the lifetime of energy-constrained
wireless devices. An ideal SWIPT was first proposed for
the scenario in which the receiver can simultaneously
harvest energy and detect information from the same
received signal [1]. Subsequently, practical energy
harvesting receiver designs for SWIPT were proposed
and studied, based on two architectures: power-
splitting (PS) and time switching (TS) [2, 9, 10, 12, 22].
In such designs, the signal received at the PS receiver
is split into two parts, one for harvesting the energy
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and the other one for decoding the information; this
splitting is carried out in accordance with a power
splitting ratio. Within a time block, the TS receiver
harvests energy from the received radio-frequency
signal during an initial interval and then switches
to decoding the information during the remaining
interval.

As a means to combat multipath fading in wireless
communication, cooperative communication is an
effective solution that increases the diversity capacity
[3, 4]. Decode-and-forward (DF) and amplify-and-
forward (AF) are the two main strategies applied at
relay nodes in cooperative networks. In DF mode, the
relay node detects information from the received signal
and then re-encodes and forwards it in the next hop. In
AF mode, the relay only amplifies the received signal
and forwards it; this is simpler than DF, but has the
drawback that the noise within the received signal is
also amplified. Some performance metrics as outage
probability, average sum-rate, and average symbol
error rate for the semi-blind (partial channel state
information) have been analyzed for the conditions of
Rayleigh fading channels [5], the Nakagami-m fading
environment [6], and the generalized-K fading channel
[7]. A hybrid AF-DF protocol has been considered
for multihop relaying networks [8]. Several works
have addressed the application of energy harvesting
techniques in energy-constrained relay nodes of
cooperative systems. In [9], the authors design three
wireless power transfer policies and analyzed their
throughput in two-way relaying networks in which the
TS architecture was employed at an energy-constrained
AF relay node. In [10], the authors derive expressions
of the throughput, outage probability, and ergodic
capacity for a dual-hop relaying system, considering
the use of both TS and PS architectures at an AF relay
node. Other works have addressed the case of multiple
sourceAASdestination pairs communicating with each
other via a DF energy harvesting relay [11, 12]. In
[11], the authors focus on the distribution of harvested
energy among the multiple users and their impact on
the system performance in a TS architecture. In [12],
the authors investigate the power allocation based on
maximizing the total rate for a PS architecture. Optimal
power and time fraction allocation, and optimal power
allocation with a fixed time fraction have both been
proposed to maximize the achievable average data rate
in a DF energy harvesting relaying system [13]. In [14],
the authors study the performance analysis of an energy
harvesting relaying network using the help of multiple
relay nodes. Unlike the fixed locations considered in
previous works, in [15] the authors considered multiple
randomly located DF energy harvesting relay nodes, for
which the density function for the wireless channels is
characterized by stochastic geometry.

O EA

Cognitive radio is regarded as an efficient technique
to enhance the spectrum efficiency in wireless commu-
nication systems [16]. It allows secondary users (unli-
censed users) to utilize the spectrum bands of primary
users (licensed users) without interfering with primary
usersaAZ communications. In the underlay mode of
cognitive radio, secondary users transmit simultane-
ously with primary users over the same spectrum with-
out degrading the quality of service of the primary
transmission by keeping the interference to the pri-
mary users under a predefined threshold [17]. The
outage performance of a dual-hop underlay cognitive
radio network over the independent non-identically
distributed Nakagami-m fading channel is studied in
[17]. In [18], the authors extended [17] considering the
best relay selection strategy in a cognitive relaying net-
work with the presence of multiple AF relay nodes. An
algorithm has been proposed to maximize the through-
put in a cognitive AF [19] or DF [20] relaying network
in which energy harvesting based on PS is applied at
the relay. In another work, the PS and TS architectures
were utilized at the best relay in an underlay cognitive
DF relaying network [21]. The impact of transceiver
hardware impairments upon the outage performance
and throughput of a DF two-way energy harvesting
relaying network is considered in [22].

Due to the broadcast nature of the wireless medium,
information can be overheard and extracted by
unwanted eavesdroppers. Physical layer security (PLS)
has received considerable attention from researchers
as a means to solve this issue. Wyner first defined
the achievable secrecy rate (ASR) as the maximum
rate of reliable information sent from the source to
its destination in the presence of eavesdroppers [23].
Wyner showed that the communication between source
and destination is secure when the ASR is larger than
the required secrecy rate. Following this finding, PLS
has been considered in Gaussian wiretap channels [24],
and has been extended to broadcast channels [25] as
well as to fading channels [26]. Considering the PLS in
CRN has attracted attention from various researchers
[27-30]. In [27] the authors studied the security of CRN
with the presence of a multiple-antennas eavesdropper.
Several relay selection strategies to choose two relays for
secure communication in cognitive DF relay networks
[28], i.e., the one relay help the source forward
information to destination, the other relay confound
the eavesdropper by transmitting the jamming signal.
A secure switch-and-stay combining protocol is studied
in CRN to overcome the limitation of the continuous
requirement the channels state information at all relays
[29]. Secure communication of the AF and DF energy
harvesting relaying networks under wiretapping by an
eavesdropper has also been studied [30]. The issue of
eavesdropper’s ability to collaborate, to exchange the

2 EAI Endorsed Transactions on

Industrial Networks and Intelligent Systems
12 2018 - 03 2019 | Volume 6 | Issue 18| e1



Exact Outage Analysis of Cognitive Energy Harvesting Relaying Networks under Physical Layer Security

information obtained from the source and relays, has
been studied in [32].

To the best of our knowledge, there has been now
study on the jointly energy harvesting technique in
cognitive radio networks and under wiretapping of
eavesdroppers. This motivates us to analyze the exact
secrecy outage probability of the secure communication
of the underlay cognitive relaying networks. In this
model, we consider the communication between a
secondary source and secondary destination based on
the assist of multiple intermediate secondary relays
under the presence of multiple primary users and
eavesdroppers. For the performance evaluation and
comparison, the exact expressions of the secrecy outage
probability for three partial relay selection schemes
are derived. Three relay selection schemes for choosing
the one best relay, which harvests and decode the
information from the received signal and forward to
the destination, are presented as: 1) the maximum
channel gain from the source to the relays, called the
MaSR scheme, 2) the MiRP scheme stand for minimum
channel gain from the relays to the primary users,
3) the minimum channel gain from the relays to the
eavesdroppers, MiRE. The Monte Carlo simulations are
used to verify our theoretical analysis.

The rest of the paper is organized as follows. Section
2 presents the system model and formulas expressing
the three relay selection schemes. Section 3 presents
the transmission operation of the system in which the
energy harvesting-based power splitting architecture is
applied at the selected relay. Section 4 presents secrecy
outage probability analyses for the three schemes
studied. Section 5 presents system performance with
high Q/Nj. Section 6 presents numerical results
from the simulations and theoretical analyses. Finally,
Section 7 presents our conclusions.

Notation: The notation CN (a,b) denotes a circularly
symmetric complex Gaussian random variable (RV)
with mean a and variance b. £ {.} denotes mathematical
expectation. The functions fx(.) and Fyx(.) present
the probability density function (PDF) and cumulative
distribution function (CDF) of RV X. The function
I'(x,y) is an incomplete Gamma function [31, Eq.
8.350.2]. Cf = % Pr[.] returns the probability. [x]*
returns x if x > 0 and 0 if x < 0.

2. System model

As shown in Figure 1, we consider a system model
of an underlay cooperative cognitive network under
physical layer security. The secondary network consists
a source node (S), a destination node (D), M energy-
constrained relays (R,,, m € {1,2,..,M}) in cluster R,
and L eavesdroppers (E;, 1 €{1,2,..,L}) in cluster E;
also, there are N primary receivers (P, n € {1, 2, ..., N})
in cluster P, located in the primary network. We note

O EA

that the primary transmitters (not shown in Fig. 1) are
located far enough from the secondary network that
their interference to the secondary nodes can be ignored
[21]. Each node is equipped with a single antenna
operating in half-duplex mode.

In Figure 1, we denote (hSRm’dSRm)f (hsp”,dsp”),

(&, 0- dr,0),

(hRle,dRmpn) and (hRmEz'dRmEz) as the Rayleigh fad-
ing channel coefficients and distances of the links S —
Ry, S-P,, R, —D, R, - P,, and R,, — E|, respectively,
where P,, R, and E; denote the nth primary receiver in
cluster P, the mth relay in cluster R, and the /th eaves-
dropper in cluster E. Thus, the corresponding channel
gains g, = |, |°, with x € {SR,, SP,, RyD, Ryy Py, RyEyl,
are exponentially distributed independent random
variables (RVs) with parameters A, = (dx)ﬁ, where f
denotes the path loss exponent. We obtain the cor-
responding cumulative distribution functions (CDF)
and probability density functions (PDF) of the RVs g,
as Fg (x) = /\Xe”‘xx and f; (x)=1- e~ Mx*, respectively.
The distances between the two nodes in a cluster are
insignificant compared to the distances between nodes
not within the same cluster [30]. Hence, we can denote

A A A A
dSRm =dsg, dSPn =dsp, dRmD =drp, dRmPn =dgpp, and

dp g 2 dgg, with me{l,2,.,M}, ne{l,2,..,N}, l¢
{1,2,..,L}; the parameters then can be denoted as

A A A A
AsRr,, = Asr, Asp, = Asp, AR, D = ArD» ARr,,p, = Arp, and

AR, E 2 Arg. We assume that no direct links exist
between S and D nor between S and cluster E due to
deep shadowing [30], and that cluster E is located near
D to allow eavesdropping on D [30]. After the set up
phase, the destination has perfect channel coefficients
for all links [30]; then, D selects a best relay R; from
the M available nodes to receive and harvest the energy
from the RF signal, which is transmitted from S in the
first hop and then decoded and forwarded to D under
eavesdropping by L eavesdroppers in the second hop.

Three partial relay selection schemes are considered
throughout this paper to increase the system perfor-
mance as well as to reduce the power consumption
of the source node. First, the relay R; is selected by
maximizing the channel gain of the S — R,, link (called
the MaSR strategy) to increase the amount of harvested
energy and the decoding performance at the relay. Sec-
ond, to reduce the interference from the selected relay
to all of the N primary receivers, the relay R; is chosen
from the M available nodes that minimizes the channel
gain of the R, — P, link (called the MiRP strategy).
Third, Ry, is selected by minimizing the channel gain of
the R,, — E; link (called the MiRE strategy). These three
relay selection schemes are formulated respectively as
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Figure 1. System model
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Ry = 1
p=arg max  gsg, (1)
Ry, = i 2

p=arg min (n:flnzax N ngP,,) (2)
Ry = ] 3
p = arg m:’f?z’,7.,M(z_T§f,L ngE,) (3)

3. Energy harvesting-based power splitting and
transmission operation

In this section, we consider energy harvesting based on
the power splitting protocol, with the power splitting

2 EA

ratio of p € (0, 1) for energy harvesting and (1 — p) for
decoding the source information at the best relay R, in
the first time slot (i.e., the first time interval: T/2) [10,
Fig. 3]. The received signals for energy harvesting and
for information decoding at R;, are given respectively by

Vsry.eh (1) = \JpPshsr, x () + pnsg, (1) (4)

YsRyid (t) = /(1 = p) Pshsg,x (t) + /(1 — p)nsg, (),
(5)

where Pg = —2
n:rlr,lza,?.(.,N 8sp,

the source S, with Q being the interference threshold
for the primary receivers [27]; x (¢) is the transmitted

is the adapted transmit power of
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signal, with 5{|x(t)|2} = 1; and ngg, (1) ~ CN (0, N)
denotes the additive white Gaussian noise (AWGN) at
R,.

From (4), we obtain the following expression for the
energy harvested at R, during time T/2:

ESRb = WPPSgSRb (T/2), (6)

where 0 <71 < 1 is the harvesting efficiency coefficient,
which depends on the rectification process and the
energy harvesting circuitry [19]. The harvested noise
energy is ignored because it is insignificant compared
to the overall harvested energy [19]. The RF signal
expressed by (5) is downconverted to a baseband signal
[10]; this baseband signal as sampled at R, can be
expressed as
= p)Pshsg,x (k)+4/(1 = p)nsg, (k)+ngp, (k)
(7)
where ngRb (k) ~ CN (0, uNy), with p > 0, denotes the
AWGN at the converting unit.

The relay R, decodes the information and then
re-encodes it for forwarding to the destination D
under eavesdropping by L eavesdroppers. The transmit
power at R, is adapted, in order not to exceed
the threshold Q, as Py, = min(ETs%, Q|-

_max gryp,

Ysry,id (k)=4/(1

n=1,2,...,

. 1pQ, .
mln( rln(;ngRb maXQ ) The received sampled
n=1,2,..N S5k’ 5N SRo T

baseband signals at S and E; can be expressed
respectively as

YR,D (k) = \[Pr,hr,px (k) + ng,p (k) + nf, p (k) (8)

beEl (k) = PRthbElx (k) + anE] (k) + n%bEl (k)’ (9)

where ng,p, ng,g, (k) ~ CN (0, Ng) and nfsz (k), n%bEl ~
CN (0, uNy).

The achievable secrecy rates for the first hop 1; can
be obtained from (7), and for the second hop ¥, can be

obtained from (8) and (9) as follows:

1-p)P *
Py = [%10g2(1+%g51eb)]

0195 + (10)
~ | 11og (1+#)
2
[ TN S
PRy, 8R,D *
— |1 (1+)Ng
Py = 7_1082 1+PRbl:i1,12a:‘”,LgRbE]
T+0)N,
o W +
1+gR Dmin 2gSRh w3 ]
~i10g 0 TN T
= 5 :
2 1+ max gRE min C285Ry , <3
1=1,2,.,L 7707 =L, N S8Fn o 175% n SRp P
(11)
A _(1-p)Q A _1pQ A_0Q
where w; = ———+—, wy = and w3 = —5—
L= T=p+uNg” 2~ {T+p)Ny’ 37 (T+pNy

2 EA

4. Secrecy outage probabilities of relay selection
schemes

In this section we analyze the secrecy outage probability
(SOP) of the three relay selection schemes mentioned
in Section 2: MaSR, MiRP, and MiRE. None of these
SOP derivations include the assumption of high SNR
used in previous work [14]. The SOP is defined as the
probability the achievable secrecy rate of the system,
i.e., min (11, ;), is below a desired threshold secrecy
rate i

= Prmin (Y, ) <] =1 =Pr[pg > ¢y, 2(4%])
12

Pout
Substituting (10) and (11) into (12), we have

1
slog, (1 +w18) > ¢y,
1+ . ( “’ZgSRh w3
SkyD MM T 858, T8 Ry

P =1-Pr log,

1+( max g )min V285R, w3
R,E
1=1,2,..,L °"b*1 el N SSPu S8Ry Py

=1-(Pr1+Pr2)

(13)
. A
where ¢ is a new RV denoted as g=
&SRy, . _
T denoting the terms Pr1=
n=1,2,..,N
1+w
1 1 28R, D&
2108, (1 +@1g) = ¢y, 5log, > Py
Pr 1+u12(1 rlnax gRl;El)g
w3
@28 < —max_ grp.
e rlnzax 8Ry Py
“’SthD
11 1 > 1] 1+n 15, N Ro L
7log, (1 + w18) = ¢y, 5log, @3 T SR E|
Pr2 = Pr 1+
n=t,2,.,N SRo P
w3
wzg Z max gRbP”

n=1,2,
The terms Prl and Pr2 can be expressed in the
following multiple integral forms:

_ 0-1
PI‘ 1 = PI‘ [g Z w, ;ug3 = “)Zg + QgZIgl ng]

:Jgfl fo () fo fyy (xa Vo fe (x2) (14)
L}wax fo; (x3)dxzdxdxdx
PI‘Z_PI‘[g> wl,g329w—_31g1;‘6g2,g12:,)73g]
_Jﬁ fo (x J""T3 fa (xl)fo far (x2) , (15)
U)l w9y X

(o9

JB 31 X, +60x, fg3 (x3)dx3dx2dx1dx

A 52y, A A
where 0 =2°%t, ¢ = . rlnzaxNgRbpn, g = l rlnzax SRyE;»
A
and g3 = gr,D-

The PDF of g3 is fg, (x3) = Agrpe *R0¥3 for all three
cases of relay selection schemes. And the PDFs of g, g1,
and g, can be changed depending on the relay selection
schemes as three subsection follows.
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4.1. Secrecy outage probability of MaSR

The PDF of g1, g, can be obtained as the same way as
in Eq. (A2) of Appendix A , and the PDF of g can be
expressed as in Eq. (A5) of Appendix A, as follows.

N-1
fo (1) = Nagp ) C_(~D)fe 0 (16)
k=0
fg, (x2) = LAgg ZCL N (17)
M-1 .
fo(x) = MNAspAsg Y. Cy_i(=1)
v "0 (18)

Clry "
n=0 [(1+ﬂ)/\sp+(l+m)/\5RX]z

The term Pr1 can be expressed as follows, including
substitution of the PDFs of g, g1, g» and g3 into Eq. (14)
and subsequent manipulations.

w3

Pri=fo fo(x) f¢ fo (xa Jo fo, (x2)
0)1

J%WXZ fg3 (x3)dx3dx2dx1dx

L-1 CI _(6-DARp

wyXx

= LARE Z’ (1+l /\RE+9/\RD

w3
fo" NAgp Z Ch_ (-1

L-1 CIL—I( )I

Jo f ()

)ke—(1+k ARrpXq dxl dx

= L/\RE l;) (1+I)ARE+9/\RD

N-L ok (Cpp

5 R

-1
= MNzL/\SR?\SP/\RE )
N-l ek

)3

zc

_(o-

(1+k

1)ArRD

_(0-1)ArDp
WX dx
(971)/\RD _ (1+k)wz ARp
wyx e WX dx
1
CIL—I(_l)

=0 (1+l)/\RE +9/\RD

N-1
(D" T Gy 1

w)x

dx

°° e
Lm_f [(1+n)Asp +

(1+m) /\SRx]z

e

[ ©-1)Arp

(L+kw3ARp | 1
@) X

dx

b/a
where @ (u,4,b,p) = £ pep

[r(-1.5)-

Proof. Given in Appendix B. O

I‘(—l,pu + %b)]

Similarly, we can obtain the following.

[(9 1)Arp (1+k)a)3/\Rp ]l
W) X

J() l 1+l1 /\5p+ 1+m /\SRx]

@(9 1,(1+n)/\5p,(1+m)/\5R, (6-L)rp

w2

" (1+k13')23/\RP)

(21)
Next, the term Pr2 can be expressed as follows,
including substitutions the PDFs of g, g, g» and g3 into
Eq. (15) and subsequent arrangements, similar to those
used to obtain an expression for Pr 1.

Pr2= I% fg (x) I% fgl (xl)jom fgz (x?-)

ﬂjzlxﬁex fos (x3)dx3dx,dx; dx

5 L-1 Cl ( )I

= MN“LAsrAspAREARP Z T i 1000
N-1 1 v N-1

Y R (=1)"
n=0

Cra (-1

P (1+k)/\RP+m
0-1)A W

—[(1+k)/\Rp+7( J3RD]J,%

dx

J-«gull [(1+ 1) Asp + (1 + m) Agpx]?

I3
(22)
The integral I3 in Eq. (22) can be expressed as follows.

(0-D)ARp | w3
@3

—[(1+k)ARp+ o

Iy = fo1 &

o1 [(1+m)Agp+(1+m)Aggx]?

_q)(e 1’(1+”)/\sp,(1+m)/\3R,[(1+k)/\ 4 O=DArp ﬂ)

w3 @)
(23)
The secrecy outage probability of the system under
the relay selection scheme MaSR can be obtained by

combining Egs. (13) and (19)aAS$(23) as follows.

Iy
(o]
J;—l
ﬂJl

[(1+n) Asp + (1 +m) Aspx]

I
(19)

Lemma 4.1. The following expression is valid for the
integral 1.

_(0-1)Agp
[CFE

—_ (= €
Il - J‘GTT [(1+n)Agp+(1+m) /\SRX] dx
=@ (%, (1+n)Agp, (1 +m) /\SR'

2 EA

, (20)
(0- 1)/\RD)
w)

[=2]

) L-1 Cl ( )I
Pout =1 =MN-LAsrAspARE Z m
N-T ek ; .
kZO 1+k ZC (=D" ZC_(—l)
- 6-1)1
q)(;’— (1 +n)/\3p,(1+m)/\5R (0w )
g 11 (1 + 1’1) /\SPr(l + m) /\SRJ
—P| (6-1)Arp + (1+k)w3Agp
(©3)) (©3))
[ N-1 Ck (—l)k
N-1
kZO (1+k) Agp-+ C=J2RD
M-l Nt ;
+Arp OCM_l(_l) ) CN_1(_1)
m= n=
CD( 96‘—1’(1+n) /\Sl(Jé(ll);_ m)/\SRl )
RD | @3
|\ [+ k) Agp + A | s

(24)
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4.2. Secrecy outage probability of MiRP

Under the MiRP relay selection scheme, the PDFs of the
RVs g, and g are different from those given in Section
4.1. They are expressed as follows, including reference
to proofs in Appendix C (Eq. C2) and Appendix A (Eq.
A6), respectively

N-1 M-1
fgl (x1) = MN Agp ; Cy_1(-1)" ;o Cy (=1)"
Z C ( )k —(1+u+k)Agpx;
(25)
N-1 Cn _1 n
fe (x) = NAspAsg Z Nt (71 (26)

= [(1+n) Agp + Agpx]®

And the PDF of g, and g3 are expressed as same as
Section 4.1.

By the same way shown in Section 4.1, substituting
the PDFs of 4 RVs g, g1, g, and g3 into (14) and
(15), the terms Pr1 and Pr 2 can be derived after some
manipulations as follows.

L-1

— MIN2 Gy ()
Pr1 =MN L/\SR/\SP/\RE lg(’) (1+I)L/\}1E+9/\RD

N-1 uM—l m
Z Cyo1(=1)" X Gy (=1)
m=0
K N-1 .,
T Gyl
q)(g 1:(1+n)ASPx/\SR (#)
—(D( a1 (1 + 1) Asp, Agg, )

N k
m CNm( )

Z 1+u+k

(6 1)/\RD (1+u+k)w3)\Rp
w2 w2

L-1

C17 (_1)1
Pr2= MNZL/\SR/\SP/\RE/\RP IZ —(1+I)L/\}1E+9/\RD
=0

N-1 uM—l m
L Cha(-1)" L Cliy(-1)
Nmo ok qf

_ Nm C n
B kZO (1+“+k)/\RP+(6 ARD n; N1 (1)

o 7 1:(1+n)/\5P’/\5R:
[(1+ 0+ k) Agp + &= 200 ] 3

w3 (©3)

(28)

The secrecy outage probability of the system under
relay selection scheme MiSP can be expressed as follows

2 EA

by substituting Eqgs. (27) and (28) into Eq. (13).

-1 !
cl (-1
Pyyt = 1= MN?LAggAspAge Z T i 70000

Z Cro1 (-1)" Z Chi— (=1)"

kNl

ZC()

(6-1)A
CD(Q 1,(1+H)ASP,ASR,M)

w2

—CD( oo (L+1) Agp, Asg, )

1+u+k

(0-D)Agp , (I+u+k)wsAgp
wy w,

N-1 M-1
L Cli(1)" X Cliy(-1)”

Y T WE PCEL
+ RP k=0 (1+M+k)/\RP+(6 1ARD n=0
q)( 0— 1;(1+H)ASP1/\5571/\ )
[(1+u+k)/\Rp+—( w)3RD %

(29)

4.3. Secrecy outage probability of MiRE

The PDFs of only RVs g, and g in this relay selection
scheme are changed compared to that in section 4.1
which are expressed respectively by the proof in
Appendix C ( Eq. C3) and Appendix A (Eq. A6) as
follows

I-1
fe, (x2) = MLARg IZO Cl (-1

Lm m= (30)
Z Ci{ (_1)ue—(1+l+u)/\REx2
u=0 "
N-1 n
Cy-1(-1)
fe (x) = NAspAsg Z NeL (31)

= [(1+n) Agp + Asgx]’

Then, we can obtain the following expressions for Pr 1
and Pr 2 in this relay selection scheme as follows

()3
Prl= jﬂ fo (x) wzx fo (1 IO fo (x2)
00 u)l
jﬂmx2 fa, (x3)dx3dxydx; dx
(A)ZX

L-1
= MN?LAgrAsp AR ZZ Cé—l(_l)l
-0

M-1 m m Lm CE (—1)“
_ m
mZ:'O CM—l( 1) ;0 (1+l+u)/\RE+9/\RD

(6-1)A
D Ha)_( +Tl)A5p,/\SR,%)dX

a2 (L+ 1) Agp, Agg,
-0 ?9 )/\RD+(1+k)w3/\RP

w? w?
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Pr2 = Ii fe (x) ji for (1) [ fer (x2)

f%xl 6%, fo; (x3)dx3dxydx dx

L-1
= MNzL/\SR/\SP/\RE/\RP Z Cé—l(_l)l

T -1 o
M-1 u=o (1+l+u)/\RE+9/\RD

N 1 k k
Oy ) z Chy(-1)"

K=o (1+k)Agp+=DARD =

@3

6-1)A
{(D (6 1,(1 + 11) /\SP; /\SR’ [(1 + k) rp + %] Z—z)}
(33)
Finally, the secrecy outage probability for the MiRE
relay selection scheme can be expressed as follows.

L-1
Pput =1 = MN2LAgrAspAge z ct (-1

o
=0 M-1 u=0 (1+I+u)ARg+0 Agrp
N-lek N1 ;
Y S L (=1
k=0 n=0
D (g2, (1+m) Asp, Asp, T80 ) dx
0-1)A k A
—CD( o, (1 +1) Asp, Asr, ( clL))zRD n 1+ 23;3 RP)
T Gl Y o 1y
A k=0 (1+k)/\ +(9 1);RD n=0
RP o 9_1 ,(1+mn)Asp, Asr,
[(1+) Agp + O m0 ]
(34)

5. System performance with high Q/N,

To provide insight into how the system parameters
impact the network performance, we derive the
asymptotic secrecy outage probability in the high Q/N
of the considered system. At high Q/Nj with respect to
ew—’ll — 0. Then, the value of the integral I; in (B1) is
increased and can be approximated as:

_(6-1)Arp

I W)X
0 [(1+n) /\5P+ (1+m)Agrx)?
_0=-DAgp |
(472
= f >dv (35)
00 [(1+4n) /\spv+(1+m Asr]
_(0=-Digp ,

J‘ @7 d‘[}
0 1+n /\spV+ 1+m)/\5R]

By applying the [31, Eq. 3.462.15] with n=2:

) px _ pepb/” pb
JO (ail+b)2 x==5T (—1, 7) to (35), we have

L+m)(0-1)ARp A
(O-1)Arp (L+m)(0-1)ARpASR

11:

e o s r (_1 (1 +m)(0 -1)AgpAsr

(1 +n)*(Agp)? (1+n) Aspw,
(36)

2 EA

Similarly, we obtain the results for I, and I3 as follows

(6-1)ARp (1+k)w3/\RP ]
)2

1
ooe[ ) X

I, =
2 0 [(1+m)Agp+(1+m)Asgx]®
6-1)Agp . (1+k)w3Agp | (1+m)Agg
[(9*1MRD+(1+I‘)“’3ARP ]e[ wy T @ ](l+r!))\sp
) %)
(1+n)*(Asp)?
1 [(9—1)/\RD n (1+k)w3/\RP] (1+m)/\5R)
! w W (1+m)Agp
(37)
0-1)1 .
) [(1+k)"RP+ ( )3 RD ] 13)23)(
Iz = [g0

o [(1+n)/\5P+(1+m JAsgx]®
[(I+k)ARP+7(67}U);RD ]E%(Hm)ASR

[(1+k)/\RP+ (e—i)ARD ]2;736, (T+mAgp
_ 3 2
B (1+1)’ (Asp)?
[(1+k)/\Rp+%] 93 (1+m)Agr
-t (I+n)Asp

(38)
We can see that when Q/Nj is high, I, I, and

b/a
I3 increase because the term pe; F(—l, %b) is larger
b b
[T -1, 2 (—l,pu+%)] due

to F( 1pu+p )>O lead to the secrecy outage
probability decreases.

than the term

6. Numerical results

This section presents secrecy outage probability anal-
yses of the three relay selection schemes considered
for use in the underlay cognitive cooperative network
under physical layer security, including both the analyt-
ical results and the results of Monte Carlo experiments
each including 10° independent trials. The analyses
considered a network in a two-dimensional plane, with
the following coordinates for the source S, the destina-
tion D, the relay cluster, the primary user cluster, and
the eavesdropper cluster: (0,0), (1,0), (xg,0), (xp,¥p),
and (xg, yg), respectively. Hence, we have the dis-

tances dsp = 1, dsg = xg, dsp = /(xp)* + (vp)*, drp =

V(L= xe)%, and dgg = /(xg - x6)” + (). In all simu-

lations, we assumed the path loss = 3, noise Ny =1,
and the parameter y =1 [21].

Figure 2 shows secrecy outage probabilities of the
three relay selection schemes studied versus the power
splitting ratio p € (0.01,0.99), including both Monte
Carlo simulation results and theoretical curves for each
of three values for the number of relay nodes: M =1,
3, and 5. The exact expressions for the secrecy outage
probabilities of the MaSR, MiRP, and MiRE schemes
are given as Egs. (24), (29), and (34), respectively. The
simulated and theoretical results matched very closely,
demonstrating the accuracy of our analysis. The three
protocols all achieved the same performance in the
case of M =1 because no relay selection process is
used when there is only one relay node in the system.
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Figure 2. Secrecy outage probability versus the power splitting ratio p for the three protocols studied and for M of 1, 3,

and 5, with

xg = 0.5, (xp,yp) = (0.5,1), (xg, vg) = (0.8,-1), Q =10 dB, = 0.9, ¢, = 0.5 bits/s/Hz, and N = L = 2.

The performance of all three protocols improved with
increasing M; that is to say, the performance of each
protocol was greater for M =5 than for M = 3, and
least for M = 1. These improvements can be explained
as follows. As the number of relays is increased,
the decoding quality and harvested energy at R, is
increased under MaSR, the effect upon R, of power
constraints from primary users is lessened under MiRP,
and the impact of eavesdroppers is decreased under
MiRE. However, the performance of the MiRP scheme
improved very little with increasing M, and MiRP
thus yielded the worst performance among the schemes
for M greater than one. This occurred because in the
presently considered scenario, the need for reducing
the impact of power constraints from primary users is
less than the needs for improving the decoding quality
of the first hop (the S — R link) and for diminishing
the impact of eavesdroppers. In addition, the best

2 EA

performance was obtained for the case of MaSR with
p ~0.95, and for the case of MiRP and MiRE with
p =~ 0.75, demonstrating that these values of p are
the optimal values for each protocol in this scenario.
Finally, the MiRE scheme yielded the best performance
among the three schemes when p € (0.4, 0.9).

Figure 3 illustrates the secrecy outage probability for
the three relay selection schemes as a function of xg,
for various numbers of primary users N (N =1, 3,5).
The outage performances of all three schemes worsened
with increasing due to the increasing impact of power
constraints imposed by the primary users upon the
secondary network. The outage performance of the
MaSR scheme was better than both the MiRP and MiRE
schemes when the relay cluster is near the destination,
i.e., xg €(0.6,0.9). The MIiRE scheme attained better
performance than the other two schemes when the
relays were near the source (xg € (0.1,0.6)). MiRP
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Figure 3. Secrecy outage probability versus xg for the three protocols and for N of 1, 3, and 5, with (xp,yp) = (0.5,1),
(xg, vg) = (0.8,-1), Q =10 dB, = 0.9, p = 0.5, P = 0.5 bits/s/Hz, and M = L = 2.

performed the worst among the three schemes in this
scenario.

Figure 4 shows the effect of the primary user cluster
positions (xp = 0.5, yp € (0.1,1)) and the number of
eavesdroppers L = 1, 3,5 upon the outage performance
of the three relay selection schemes. As expected, it
can be seen that the outage probabilities of all three
schemes increased with increasing L owing to the
increasing impact of eavesdroppers upon the second
hop. The outage performances of all three schemes
were enhanced as the distance of primary users from
the secondary network increased, thereby reducing the
power constraints; that is to say, as yp approached 1. The
MaSR scheme performed better than both the MiRP and
MiRE schemes in this scenario.

Figure 5 shows the effect of the eavesdropper
position (xg = 0.8, yg € (-1, 0)) upon the secrecy outage
performance for three values of the secrecy target
threshold. The outage performances of the three
schemes worsened considerably as yg approached 0,
reaching a state of nearly full outage at yr = 0. This
phenomenon occurs because eavesdroppers closer to

2 EA

R, and D can more easily overhear the information of
the R, — D link. Furthermore, the outage probability
is also increased as the required target rate grows; that
is to say, for i, = 0.7, the outage probabilities of all
three schemes are higher than those for ; = 0.5 and for
1y = 0.3. In this scenario, the MiRE scheme performed
better than both the MaSR and MiRP schemes.

Figure 6 shows the outage performances of the
three schemes versus the interference threshold Q.
The outage performance improved with increasing Q
because of the greater allowed transmit power at the
source and R,. As expected, the outage performance
also improves as the harvesting efficiency coefficient
n increases, because the corresponds to increased
harvested power at R,. In this scenario, the MaSR
yielded the best outage performance except for the case
of n = 0.9 with Q over 8 dB.

7. Conclusions

We have proposed and analyzed an underlay cognitive
cooperative energy harvesting relaying network under
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Figure 4. Secrecy outage probability versus yp for the three protocols and for L of 1, 3, and 5, with xg = 0.5, xp = 0.5,
(xg, vg) = (0.8,-1), Q =10 dB, = 0.9, p = 0.5, ; = 0.5 bits/s/Hz, and M = N = 2.

physical layer security. For comparison purposes, we
presented three relay selection schemes for this model:
MaSR, MiRP, and MiRE. Monte Carlo simulations were
used to verify the theoretical expressions. The exact
secrecy outage probability expressions agreed very well
with the simulated curves in all scenarios. Through the
simulation and theoretical results, it was discovered
that 1) when either the number of relay nodes M
is increased, the number of primary user nodes N
is decreased, or the number of eavesdroppers L is
decreased, the outage performances of all protocols are
improved; 2) the outage performance of the system is
enhanced when either the relays are located close to the
destination, the primary users and the eavesdroppers
are located far from the source, the required secrecy rate
Y, is low, the energy harvesting efficiency 7 is high, or
the interference threshold Q is high; 3) at the optimal
power splitting ratio p, the secrecy outage probability of
all three schemes are their lowest; 4) the MiRP scheme
yields worse performance than the MaSR and MiRE
schemes in all scenarios; and 5) the outage performance

2 EA

of the MaSR scheme is better than that of the MiRE
scheme in almost all scenarios.

Appendix A: Finding the PDF of g = # =&
n:l,z,m,NgSP" &

A A .
where g4 = g5, and gs = max  gsp, in three cases

=1,2,...,

(three relay selections schemes)

Case 1. The MaSR relay selection scheme is applied:
Ry, = arg max = gsg,, The CDF of RV is given by
.

=1,z,...,

max <x
m=1,2,...M 8SRu 4]

Pg4 (X4) =Pr [gSRb < X4] = Pr[

B <nl oo

(A1)
The PDF for RV can be obtained by differentiating (A1)
as
M-1
fg4 (x4) = M/\SR(l - e—/\SRX4)

M-1 (A2)
= MIAgr Zo cﬁfl(_l)me—(lm))\sw
m=
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Figure 5. Outage probability of the PSX protocol with p = 0.7 (a) and TSX protocol with & = 0.9 (b) versus # when 1 = 10 dB,

N=3xx=08 1, =1.

Similarly, we also obtained
N-1
fgs (x5) = NAgp C;\l]_l(—l)”e*(pr")?\spxs
n=0

(A3)

The CDF of g can be expressed as follows, including
using of Egs. (A2) and (A3) and subsequent manipu-
lations.
— &
Fo(x) = Pz([g—i < .
= IO fg5 (x5) fo fg4 (x4)dx4dx5

M-1 ~m m N-1 n n
_ Cym-1(-1) Cno1(=1)
=M = BT [1 ~Nasp ngo (1+n)/\;\;9-+1—(1+m)/\51gx
(Ad)

By differentiating (A4), we obtain the PDF of g as
follows

fe (x) = MN AgpAsg

M-=1 N-1 n _1\" AS)
cmo (-1 Gy 1 (
mgo m-1(-1) ngo [(1+n)Asp+(1+m)Asgx]”

2 EA

Case 2. The MiRP relay selection scheme is applied:

max ngp” )

R, = ar min
b & n=1,2,..,.N

m=1,2,..,.M
Case 3. The MiRE relay selection scheme is applied:

) The PDFs of g4 and
m=1,2,.,M \I=1,2,...,L

g5 in cases 2 and 3 are the same and given as follows
fau (x4) = Agpe sk,

N-1
fgs (x5) =NAgp ). Cﬁjfl(—l)"e‘(“”)/\spxs‘
n=0

Ry =arg min (max SR,.E|

After some ma_nipulations as same as that in case 1,
we can obtain the PDF for g in both cases 2 and 3 as
follows

CN1 (1)
1+ 11) /\SP + ASRx]Z

N-1
fe (x) = NAspAsg Z [( (A6)
n=0
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Figure 6. Throughput performance of PSX protocol with p = 0.7 and TSX protocol with @ = 0.9 versus the target SNR 1; when
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Appendix B: Proof of Lemma

By setting v = }—C,

integral I; can be rewritten as

1

© 7(9:‘1))11@
I = (o e 2
! Jéal [(1+m)Asp+(L+m)Asgx]?
(0-1)ARp
S R S
o [(1+m)Aspv+(14m)Asg]?
[ _(0=-DApp v
_ [e-1 e w2 dv
0 [(1+n)Agpv+(1+m)Agg]>

we obtain dx = —x2, dv = —vl—zdv. The

(B1)

By using the [31, Eq. 3.462.17] with n = 2, we have

[T

(ax+b)? a

2®(u,abp)

2 EA

pb

a

)—F(—l,pu+

P

a

l

By using (B2) into (B1), we obtain

[ 7(9_1);RD "
— -1 e [
Iy = 0 [(1+n)/\5pu+(1+m)/\SR]z du
:CD(wl (1+n)A5p,(1+m),\SR,M)

0-1’ wr

(B3)

Appendix C: Finding the PDF of

A .
= max = min max
R VT MY (n:l,z,...,N gR’"P")

for the MiRP scheme and gzélmzangRbEl =
=1,2,.

=145,

min max gr p, | for the MiRE scheme
m=1,2,..,.M \1=1,2,..,.L ="

First, we derive the expression for the CDF of g, for the
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MiRP scheme as

Fo (x1) = Pr[

min
m=1,2,...M

max <X
n=1,2,..,N gR'"P”) !

M N
=1-17] {1 — ] Pr [ngp” < xl] (C1)
m=1 n=1

=1- [l - (1 — e~ rPX1 )N]M

Next, by differentiating (C1), we obtain the PDF of g
for the MiRP scheme as follows

N-1
fgl (xl) = MN/\RPE_/\RPX(I — e~ ArPX1 )
M-1
[l - (l — g ARPXI )N]

N-1 " anl m m (Cz)
:MNARP Z CN_l(_l) Z CM_1(_1)
N n=0 m=0
m
Z C%m(_l)ue—(l+n+k)/\}gpx1
k=
Similarly, we can obtain g, for the MiRE scheme:
=t 1 lM_1 m m
ng (x2) = MLAgg ). CL_1(_1) b CM_l( 1)
1=0 m= (C3)

Lm
Z sz(_l)ue—(1+l+u)/\RExz
u=0
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