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Abstract

The term “Smart Grid” has been coined and used for several years to describe the efforts of the current power grid
modernization effort. This effort plans to introduce self-healing, energy efficiency, reliability, and security using two-way
digital communications and control technology, along with a host of other valuable attributes. As a bi-product of this
modernization and newly gained systems interoperability, new communications and management interfaces are produced in
both the cyber realm and physical domains. The increase of the public physical presence and cyber footprint opens up

avenues for compromise to hackers and individuals with malicious intent. This survey paper will categorize and summarize
vulnerabilities in the framework of the current power grid and the software and hardware which is currently being used to
upgrade the grid. The paper will also detail known countermeasures which can be used to mitigate or eliminate attacks

which exploit such vulnerabilities.
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1. Introduction

The smart grid can be described as a physical and cyber
upgrade of the current power grid which will allow it to
diagnose and heal itself, to dynamically integrate
renewable energy from various sources to relieve
dependency on centralized generation, and to provide the
customer more control over electricity demand and cost
[1]. The National Institute of Technology and Standards
(NIST) defines six key areas which make up the grid
below: bulk generation domain, transmission domain,
distribution domain, operations domain, service provider
domain, and customer domain [2]. Each domain houses
several major components in the energy field and likely
will have a unique distributed computing environment,
sub-domains, and equipment to suit its mission-specific
needs. It is also important to note that the domains of the
grid are interconnected with adjacent domains which
provide coordinated functionality. This also creates
opportunity for advancement in resources and technology
optimization, while also creating new areas of concern
that have not been evaluated in the grid.

We can visualize the modernized grid as having two
separate layers which will make up a complex cyber-
physical system. This manner of description combines the
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current power grid which is composed of generation,
transmission, and distribution [3], and a cyber-
communication layer for each of the power grid’s
domains which will then be connected and integrated with
measures for useful interoperability. Each of these
domains must have physical and cyber interfaces to allow
for proper communication between devices connected to
the grid which depend on mass aggregation of customer
and equipment operational data.

These changes to the power grid infrastructure not only
add intelligence and new communication technology, but
will also create interfaces to select power systems and
devices from open networks which may be facing the
internet [1, 4, 5]. As this new technology will drastically
increase efficiency and reliability, it also substantially
increases the potential for vulnerabilities in the power grid
[6-10]. Designers of many legacy devices in the grid with
networking capabilities neglected the need for cyber
security, and failed to consider these devices being widely
connected [11-12]. Some of the devices employ
embedded Web services and mobile interfaces which are
becoming increasingly popular among vendors to service
customers in providing them with energy information, and
this makes target environments more vulnerable.

More efficient management of active grid devices can
result in sizeable financial savings for the customers and
utilities. Also, this management of energy will allow for
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more efficient energy generation and distribution. The
widely connected grid is integral to modern society, and
generation and consumption must remain mostly balanced
as it is produced and consumed. Potential cascading
failures and power outages are possibilities if this
condition is not met. The integration of previously
separate portions of the grid incidentally interconnects
legacy devices and software in the grid and implements
current technology and smart devices alongside these
devices. Some of the more modern equipment employs
current software such as Windows operating system
components as well as vendor created solutions which
allow for advanced operations necessary for smart grid
operation, but also creates vulnerabilities unique to those
systems or, in other cases, widely known to the public and
which may be exploited in the grid environment [13-14].

With the level of scalability and interoperability that a
smart grid maintains, it is important to understand the
physical and cyber ramifications that are a possibility with
lacking standards and security implementations. Without
these, as one study points out, attacks and other
misfortunes on the grid will likely lead to cascading
failures and power outages [15]. To convey a context for
understanding this necessity, this paper will give a review
of past attacks and vulnerabilities of the smart grid and
also inspect and highlight some areas for additional
research which may reveal other weaknesses.

Recent work in this area includes [3], which utilized a
custom cyber-security testbed architecture in order to
detail attack and mitigation scenarios within that
simulated microgrid environment. These scenarios utilize
common hacking tools to exploit vulnerabilities while
mitigation is attributed to anomaly-based Intrusion
Detection Systems (IDS) and firewalls. The authors in [6]
give an overview of the relevant cyber security and
privacy issues along with some recommendations
proposed by NIST and other recent works. The authors in
[16] summarize some of the requirements and
vulnerabilities of the current grid including many of the
protocols and common practices as well as vulnerabilities
and challenges are detailed well. The authors in [17]
present a review of the work related to guaranteeing
availability in smart grid communications, and a common
communication topology is detailed in which privacy
compromising attributes are discussed. The authors in
[18] supply the reader with some attack categories, and
some security fundamentals in the areas of access control,
authentication, and privacy along with intrusion detection
are also discussed.

Recent work in this area has failed to give detailed
accounts of techniques which exploit these issues and
vulnerabilities in the smart grid and its technologies.
Therefore this paper will cover these malicious actions
and their impact on the grid and its components.
Countermeasures will also be discussed.

Although the paper is about smart grid, the similar
issues also happen in industrial applications. Many of the
problems and solutions discussed in this paper can be
used in industrial applications.
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The remainder of this paper is as follows. First a
description of the physical and cyber layer infrastructure
will be given along with its components in Section 2.
Section 3 will discuss some of the major security concerns
plaguing the smart grid. Sections 4 and 5 contain attacks
and countermeasures, respectively. Section 6 details
attacks that have been reported in the public domain,
while Section 7 discusses future plans and the conclusion
of this work.

2. Background

In order to more efficiently handle the large amounts of
data produced by the smart grid scheme, new hardware
and software are designed to extract and manage this data.
Also, smart devices are developed in a manner conducive
to smart grid purposes. While discussion of the these
intelligent devices are necessary due to the grids advanced
functions, equipment for generation and transporting
energy will be included below.

2.1. Power Grid Physical Infrastructure

In order for the basic operations of a smart grid to be
completed in a power grid, specific equipment must be
strategically placed in or nearby the regions being
serviced. The physical infrastructure of the smart grid can
be described as the hardware that will support the
functionality of the energy generation, transmission, and
distribution mechanisms. The physical entities present on
the smart grid are a combination of advanced hardware
designed for frequent monitoring of the grid systems and
interconnected devices including their load and resources
in real-time. In addition to management and measurement
devices, the grid must maintain hardware to carry out its
known functions of generating energy and transporting it.

Bulk generation is the first of the responsibilities of the
grid. In this domain, power generation plants play a major
role as they generate the energy and are overseen by
control systems. The interconnection here with the
transmission networks is necessary to move power from
its initial location to remote distributors across the entire
service area.

Centralized generation stations typically rely on coal,
nuclear, natural gas, or hydroelectric methods to achieve
mass energy levels for transmission [17]. Also, solar and
wind energy may be used for specific purposes. Large
turbines are used and propelled by combustion to produce
energy used, along with fuel burning engines,
photovoltaic panels, and various other generation
technologies. Other integral portions of the generation
stage include the cooling systems and furnaces/boilers.
Energy produced in this sector is moved along
transmission lines across transmission domains.

The U.S. power grid is made up of roughly 200,000
miles of transmission lines [11]. These lines act as a
vehicle for providing distribution networks with power.
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Table 1 includes some of the major hardware located in
the transmission domain works together to achieve its
goal. This will help us understand this mechanisms’
operation.

Table 1: Common Grid Hardware [2,12]

Transmission Hardware Description

Transmission Lines/Towers | Serves as transmission level
energy vehicle

Substations Transforms, Regulates Voltage

Control Hardware
(Switches, Breakers, Loads)

Controls Flow of Electricity

Transformers “Transforms” energy between
voltages
Capacitors Energy storage

Monitors and controls
industrial process

Supervisory Data and
Command Acquisition
(SCADA)

Phasor Measurement Unit Measure electrical waves

(PMU)

Data Collector Collects data

Normally, voltage must be regulated while moving into
the lines for more efficient transmission. The transmission
networks, like all other smart grid networks, have
interconnections and divisions which can each be
categorized as servicing their respective grids. This
division allows for increased efficiency and more
reliability in individual grids. Microgrids may be included
here, which include localized efforts which encompass the
generation, transmission, and distribution domains on a
smaller scale. Electricity travels over the transmission
lines as alternating current (AC) with transformers
adjusting the current, stepping it up or down as the current
moves into separate portions of the transmission network
as necessary.

A typical power grid is composed of power stations on
both the generation stage and between the transmission
and distribution stages, power lines which serve as a
vehicle for the either distribution or transmission class
power, and transformers to step the power voltage up or
down as necessary.

The smart grid will upgrade this infrastructure to
support two way communication and flow of power. Also,
equipment is upgraded for advanced sensing and
measurement. These items include PMU, SCADA, and
Advanced Metering Infrastructure (AMI) [5].

This equipment has the task of providing the key
functionality which is established by Federal Energy
Regulatory Commission (FERC) in its policy statement
including: efficiency and demand response (DR),
situational awareness spanning wide areas, storage of
energy, PHEV (Plug-in Hybrid Electric Vehicles),
communication networks, AMI, and distribution grid
management [2].

The distribution network is composed of distribution
class power lines which are used to supply consumers
with power of a lower voltage. This power is delivered
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once it is stepped down by distribution transformers
which transform the voltage down to a level for use in
homes and businesses. In this domain, the AMI resides.
The AMI affords the grid and power consumer DR, load
management, real-time pricing, and distribution
automation through the network topology visualized in
Figure 1 [13].
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Figure 1. Simple AMI Communication Architecture [13]

The endpoints of the AMI normally reside in the
customer domain providing for many advanced
capabilities due to their accessibility to the customer.
Intelligent Electrical Devices (IEDs) located in the
residential or commercial areas which are connected to
the AMI, allow the customers to modulate energy load
based on the necessary DR signals or their economic
ability or pre-established requirements or preferences.
AMI portals are widespread and utilized on a by vendor
basis and allow customers access to their energy usage
and pricing information. These interfaces also introduce
vulnerability to the smart grid infrastructure.

Other entities important to the grid that spans across
domains include transportation infrastructure such as
roads and bridges. While a great amount of automation is
possible in the smart grid, it is still important in some
situations to deliver physical service to outlying hardware
in the field. Methods to effectively travel to these points
in sufficient time to repair equipment are important to grid
operation. Buildings and intermediary housing units also
play a role in the grid.

2.2. Power Grid Cyber Infrastructure

The cyber layer of the grid is integral as it is where
gathering and analysis of real-time data occurs.
Consumers, power system operators, I1SOs, and producers
all utilize this layer of the grid to accomplish various
tasks. This data normally contains sensitive information
whose availability, integrity, and confidentiality must be
retained in order for the proper operation of the grid and
its resources. The major parts of the cyber layer of the
grid extend from the transmission level down to the
distribution level. Figure 2 demonstrates this:
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Figure 2. Simple Smart Grid Communication Architecture

This layer is composed of several interconnected
networks and must communicate across boundaries. As
the paper [19] states, many of the connected networks are
of a hybrid nature. This means that networks may be
composed of differing methods of connectivity such as
Wi-Fi communications and satellite. Also, in these
integrated networks, there will exist an endless variety of
differing requirements, legacy systems, and cutting-edge
technologies which direct the future trends in the smart
grid systems. This has led to difficulty in establishing a
universally adopted set of standards [6, 20-21].

Integration of Internet Protocol (IP) into grid networks
is a major property of the smart grid. IP has become the
protocol of choice based on its mature performance,
security potential, and reliability [22]. IP will be the
medium which smart grid devices use to communicate
with each other [5]. Successful legacy system activity on
the smart grid networks can be accomplished with the
implementation of IP [23]. In other words, this protocol
allows for encapsulation and many methods which can be
used to allow two systems to communicate which
normally utilize non-routable communications on a
network or with a particular type of connection.

Currently there are many legacy devices still being
utilized in grid networks which must communicate and
may create vulnerabilities and other difficulties such as
bottlenecks. As cost is always a factor, it is very likely
that these technologies will continue to exist through the
near future.

2.2.1 Monitoring and Visualization
As per the definition of a smart grid, the entity must have
monitoring and sensing capabilities spread throughout.
These modules acts as the “eyes and ears” of the grid
which provide frequent diagnostic data from specific
devices which can yield grid state information. Enhanced
capabilities in sensing and monitoring allow for detection
of anomalies in the grid, which then can be resolved by
automation controls in the monitoring device software.
Problems that require a more intensive solution by
sending crews to physically manage affected devices or
strategically re-route power and services.

Sensor technology is also important in the estimation of
customer load [24, 25]. AMI technology on the utility side
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can be used to predict the times during the day that
electricity prices will be at their peak. This gives
customers the decision to curb their energy usage during
those peak times. Less demand equates to lower peak
prices and less energy waste for the whole energy sector.

Functionality provided by SCADA and Remote
Telemetry Units (RTUs) allow for controlling and
management of the transmission layer devices [8]. Many
different types of sensors are currently in use on the smart
grid architecture. A list of some of the technologies is
located below: regulators, smart voltage sensors, smart
capacitors, dissolved gas sensors (transformers),
temperature sensors, line condition sensors, and weather
sensors [26].

Once measurements are sent to the appropriate entities
and verified, the results can be viewed on an Energy
Management System (EMS) which may provide an
interface to the control capabilities in order to make
appropriate modifications to grid operations.

Devices such as the PMU sense and relay
measurements to control centers where they are
aggregated and compared to policy guidelines to
determine whether or not action is necessary to ensure
proper operation of the grid. This is one portion of the
demand-response regulation procedure which keeps
utilities from wasting money by having excess power
wasted, or brown/black-outs from occurring due to too
little power flow.

One method of sensing in the smart grid is to establish
policy for state in the grid, and the specific bounds which
encompass a “good” state, where measurements outside
of these ranges signify a fault or intrusion on the grid.
These system stability or state recognition readings may
be the magnitude or phase angle recorded from a remote
PMU which is relayed to a control center or substation for
analysis and monitoring

2.2.2 Analytical Capability

The cyber layer in the transmission and distribution
domain is responsibility for monitoring and analyzing
state variables and preventing or correcting faults or
predicted conditions in the grid. Stability analysis is the
key in the grid as automation is one of the attributes
expected in the architecture. As long as actions are
defined in the policy which is specified in the grid, there
should be no difficulty creating automatic response
functions due to the state sensing and measurements in the
grid.

The North American Electric Reliability Corporation
(NERC) maintains a public list of reliability standards
which helps to regulate and standardize cyber
requirements in the US electric grid [27].

3. Security Concerns

The elements of the “CIA Triad” (Confidentiality,
Integrity, and Availability) normally provide a good
baseline for security in major operational systems. These
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same requirements exist in the smart grid, even more so
than in the past. These automated systems which are also
in control of human and equipment safety, help drive the
grid to its main objectives.

In order to understand security differences in cyber-
physical systems as opposed to traditional Information
Technology (IT) systems, both cyber domain attacks,
physical domain attacks, and crossing domain attacks
should be accessed [28]. Methods from cyber domain,
physical domain, and crossing domain should be used
mitigate interactions among domains.

As one of the benefits and most integral attributes of
the grid is its two-way communication which allow
utilities and customers to relay data between each other on
a real-time basis, it is imperative for these data
transactions to be secured at all costs. This level of
communication also creates wvulnerabilities in grid
communication with a broadened surface for cyber-attack
and data tampering [29, 30].

Initially these protocols and the devices interfacing it
were proprietary and detached from aces to outside
networks. This basically suggests that grid networks
employed “security by obscurity” instead of “defense-in-
depth”. Normally the design of these networks and
mechanisms implemented in them were not initially
assembled or created with security in mind. As time has
progressed, vendors have incorporated security into the
device designs, and the protocols in use on smart grid
networks have adapted to the malicious threats and
individuals threatening critical infrastructure. A list of
popular protocols in use on smart grid networks is
included in Table 2.

Table 2: Common Grid Communication Protocols

[2,19, 31]
Communication | Description
Protocol
Zigbee 2.0 For use in HAN for device communication

IEC 61107/62056 | Smart meter communication protocol

ANSI C12.

Smart meter and HAN device communication

protocols

HomePlug Suite of specifications for communication
over home electrical wiring

M-Bus Protocol for remote metering

Modbus Standard for communication in industrial

devices

OPC Protocols Open standard specification for

publish/subscribe procedure

DNP3 Substation device automation

IEC 60870 Outlines control messages

IEC 61850 Outlines communications between
transmission and distribution domains in

automation and security
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In North America, Distributed Network Protocol 3
(DNP3) is used frequently in process automation for
electric utilities. This protocol is built on top of IP and
along with IEC 61850 and DNP3, which are currently the
most widely used protocols [32, 33]. Open Connectivity
(OPC) standard is an abstraction layer between separate
components of which may implement different and
incompatible protocols. Each of these protocols,
regardless of popularity have been or will be used in
operational settings and should be secured as so.

There are some obvious and interesting differences in
the priority of security objectives in the smart grid and
contemporary IT networks. The security requirements rely
heavily on the domain under consideration in the grid. We
first look at the CIA Triad and understand that the order
of objectives here are different from those in the
traditional IT network.

This is partially due to the personally identifiable
information that is aggregated and communicated back
and forth from consumer to utility over public internet
channels, and the publically available resources in the
field. Utility companies collect and store information
belonging to the customer including name, address,
consumption data, and social security number. Each of the
attributes should be kept confidential and away from
hackers attempting to affect them or the grid maliciously.
While IT security techniques are valid and will be
implemented in the smart grid in an effort that likely will
satisfy security requirements, we must understand the
tradeoff between security cost and performance to
validate specific implementations.

3.1. Confidentiality

Confidentiality in the smart grid deals with restricting
unauthorized  explicit and  implicit  information
dissemination. This may result from unauthorized access
to a system or the network that it interfaces with, or an
insider acquiring data with either malicious or
unauthorized benign intent.

Data moving across smart grid networks contains
power usage data and other private and sensitive
information that can be detrimental to a consumer [14,
29]. Malicious attackers can infer specific details from
power usage patterns and fashion an attack according to
the details acquired from eavesdropping on the smart grid
information network. This sensitive information may be
sought after by many entities for instance, law
enforcement could utilize this information to support
investigations, not unlike the way that cell phone and
Global Positioning System (GPS) data is currently used
[32].

The paper [34] details and expands on work in [35, 36]
which describes information flow in environments with
multiple security domains. This complicates both the
automation processes of devices in a smart grid network
and security in these environments.
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IEC 62351defines several mechanisms which are to be
used to protect the exchange of information in automation
applications used in the smart grid. IEC 62351-3 and
62351-5 provide provisions for confidentiality using
Transport Layer Security (TLS) for encryption between
devices in the network [35, 37]. Also these protocols
adopt a keyed hashing message authentication (HMAC)
as specified in IEC 9798-4.

3.2. Integrity

Integrity in the smart grid alludes to modification of
devices or data on the grid infrastructure. Normally
attacks of this nature are more difficult to accomplish, and
require more sophisticated methods to implement. All
attacks from network data injection, message replay, or
masquerading violate integrity on a network. A less
exploited vulnerability would be modifying the functions
of hardware or software on devices before it is shipped
from the producer, or modifying images that will be on
machines in an operational environment. Malware can be
pre-loaded and designed to propagate to other devices on
a network. Also, hardware can intentionally be made to
falsely read data, and/or malfunction under certain
circumstances.

On the consumer’s end, where the hardware is much
more easily available, a wider range of vulnerabilities
exist that can attack integrity. From data injection on a
large scale, to AMI cyber-physical tampering, it is
important to secure devices and networks on several
levels in the cyber and physical layer to ensure integrity
on.

Normally, due to the operation of the grid, attacks
affecting integrity are hard to detect, and in the case of
compromising meters and their load information in a
coordinated fashion, these are the most prevalent [38-40].
These types of attacks involve stealthy modification of
reports intended to inform utilities of resources usages.
Changes can be made to deceive the utility into believing
that the resident generated an untruthful amount of energy
in order to reduce costs of their energy consumption.
Whether theft or fraud, these acts can have devastating
effect on the load estimation mechanism in the grid
causing too much or too little energy to be produced and
eventually failure of select nodes or blackouts.

3.3. Availability

Availability can be ensured if the smart grid services are
protected and accessible to all entities requesting them.
This attribute is centered on reliability and security of the
features providing services. In the smart grid
environment, availability itself is the most important of
the immediate security objectives that should be
completed in the grid. The critical nature of the grid and
its services, along with the necessity of its real-time
operation help explain the significance of the requirement
of the grids constant availability. The paper [41]
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categorizes past research in availability as follows:
defence against attacks, guarantee of real-time systems,
and communication availability extension.

An important part of ensuring availability is to
understand the threats posed to an environment. This way,
it becomes an easier task to ensure the security of the
systems that it is composed of. Once security is ensured,
the reliability of the grid is placed solely on the internal
function of the grid hardware and software barring acts of
God.

The current grid provides a 99% uptime [42], and the
near negligible amount of down time is caused by storms
electromechanical arching, and other perturbances that are
normally unavoidable. Most of these are physical
concerns, but the smart grid upgrade creates
vulnerabilities on the cyber side. Malicious control from
the cyber side can easily disable systems in the grid and
cause widespread downtime and blackouts.

3.4. Hacker’s Motives

The heightened level of communications between
customers and utilities creates more opportunity for
eavesdropping. The paper [42] gives us motivation for
individuals whether malicious or not, to attempt to hack
the grid: intellectual stimulation, recognition of peers,
power acquisition, terrorism, revenge, penetration testing,
curiosity, and monetary gain.

The smart grid is not a target of attack for only terrorist
and there will also be individuals with non-malicious
aspirations attempting to access and perform acts that may
have negative affect on the grid. These efforts can be
carried out with a simple demonstration of power in mind,
and end up causing millions of dollars in damage.

3.5. Known Vulnerabilities

While security controls continuously have been making
exploitation of obvious and available vulnerabilities more
difficult, the devices behind perimeter defences remained
un-hardened up to acceptable specifications. Some of the
challenges of upgrading the current grid are listed below
[43]:

a) difficulty of creating security solutions in
complex environment due to propriety nature
based on performance and not security,

b) networking technologies including ModBus,
ProfiBus, ICCP, ModBus Plus, and DNP being
designed for connectivity and not security,

€) automation systems bring composed of legacy
systems for the near future,

d) and fast addition of new protocols, applications,
and requirements being more difficult to make
and keep complex systems secure.

SCADA systems are an excellent example of this
premise [8]. Previously utilized proprietary protocols and
software were implemented on these devices rendering
them vulnerable to common and easily executable attacks.
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Therefore, it was believed that these obscure devices did
not have any threats of note due to its unknown nature and
unreachable state.

In the past, these SCADA systems hosted
vulnerabilities such as programmed default password
implementations, missing software patches, and network
protocol-based vulnerabilities [44]. These types of
vulnerabilities are normally of a vendor-specific nature,
and have specially crafted exploit techniques.

Accidental and inadvertent threats are always of
concern in any operational environment. These types of
breakdowns may even cause more problems than actual
vulnerability exploitation by a hacker. Insufficient safety
procedures, equipment failures, and natural disasters are
all of concern.

It is important to consider the fact that legacy systems
will initially play a large role in the smart grid. While
observing this fact more often than before, we understand
that the smart grid must be defined not by all new
hardware and software, but by the integration of legacy
devices, protocols, and their two-way communication on
as much of the current framework as possible while
adding new equipment as necessary and financially
permissible. This threat can stem from inadequate

resources or configuration to implement sufficient
security mechanisms in the devices. Several solutions are
currently in use, including utilizing secure Virtual Private
Networks (VPNs) for remote access, encapsulating the
legacy devices, or creating and abstracted layer between
the legacy device and the requesting service as an
interface to reduce the complexity of actions necessary by
the legacy device [44].

4. Attack Types

Any infrastructure is vulnerable to attack. Whether the
vulnerability is great or small is determined by the
mitigation and security techniques implemented around
and within it. In the smart grid, specific elements and
security requirements are necessary for operation.

Vulnerabilities can be described and categorized in
many different ways. We can view the weaknesses of the
smart grid on a device or entity basis or as a combination
of those entities. A list of devices that have specific
vulnerabilities and important purposes on the grid is listed
below in Table 3:

Table 3: Vulnerable Grid Entities [2, 31, 42, 45]

Operational Systems | IT Systems Communication Protocols | Endpoints Human Factors
Generators PCs Wifi (IP) Electric Vehicles Human Training
Transformers Servers Zighee Smart Meters Social Engineering
SCADA Apps 4G Mobile Devices Phishing

PMU DBs DNP3 IEDs Data Transfer

PLC Web Services IEC 60870

Smart Meters IEC 61850

Most of the effective attacks affecting the smart grid
are a combination of several of the vulnerable entities
attached to it. Whether the goal is malicious or for testing
purposes, normally the exploitation of highly valuable
resources employing security mechanisms requires
complicated procedure to complete. This could consist of
a coordinated attack carried out in a distributed fashion
and utilizing several different types technology and attack
vectors.

4.1. Physical Attacks

The smart grids footprint is greatly extended to due to the
interconnection of consumers’ home and business
networks to other information networks that link them
with the control centers and substations. This requires
equipment to be installed on consumer property which
will likely be part of the AMI, which communicates
power usage information and several other important
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pieces of data between dedicated data aggregation points
or control centers and customers. Also, sensors and other
advanced and costly hardware will be placed in publicly
accessible areas which are vulnerable to attack.

Physical security is fairly mature and well understood,
and while the list of types of physical attacks is relatively
short, the possibilities are greatly expanded due to
availability. Destruction of equipment and disturbance of
availability is the prime objective here and requires a
much less skilled individual to achieve when compared to
a cyber-attack. This is a type of denial of service attack
(DoS), and multiple DoS attacks create a distributed DoS
(DDoS) attack. When implemented in this manner, the
attack may cause incorrect data or false sensing and state
readings, and ultimately malfunctioning equipment.

Transformers are normally located inside substations
and also out in the customer domain while being easily
recognizable and reachable. These are large and relatively
stationary devices that are normally difficult to relocate
and normally constructed outside of the United States.
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Also, many smart grid components have a high monetary
value which makes these publicly available components
of the grid easy and expensive attack targets. The cost
resulting from attacks of replacement of the equipment,
and the service costs incurred by individuals completing
the system repairs or replacement will normally lead to ill
effects for the utility.

Attacks on physical infrastructure in the public domain
can have significant effect on the smart grid as a whole.
Black-outs and surge related damage of equipment can
result from physical compromise of current managing or
directing components of the grid.

4.2. Cyber Attacks

When determining specifications for cyber security in the
smart grid, we must understand that legacy techniques are
not sufficient in this environment [16]. Compared with
networks in the regular cyber domain, smart grid
networks and their devices have more complex objectives
and assumptions on what needs to be protected [46].
Taking this into account, it is important to use current
cyber security techniques only where they are sufficient,
while discovering and implementing new methods
elsewhere.

4.2.1 Attacks on Access Control

Access control is no new issue in environments composed
of many systems and networks [47-49]. This field, like
any other computing field, requires and allows multiple
users to access information stored in databases or device
storage. Access should be controlled for much more than
just stored data, devices and networking environments
should be included. The stored data may include
calculating costs, predicting future load, and special case
monitoring. Each of these sets of data must be sent to
specific users while restricting access from un-
authenticated users.

In the smart grid setting, there are several types of users
which require access to data involved with the grid. These
roles include operators, engineers, technicians, and
managers [50]. The policy implemented in the systems
must manage multiple domain and network architectures.
The interconnection of domains and grids presents
difficulties in current access control policies. The policies
in question should exemplify good management attributes
as explained in [51], including well protected credentials
and policies. Neglect in the form of hard-coded
credentials is vulnerability whether publicized or not.

Some of the mainstream methods used to protect this
information fall under the category of attribute-based
encryption (ABE) [52] or role-based access control
(RBAC). These schemes can have their user revocation
abilities bypassed if one gains the ability to masquerade or
tamper with a legitimate wuser’s attributes or
communication stream. These basic schemes have been
found insufficient as they cannot satisfy the requirements
of secure authentication across multiple domains and the
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real-time necessity for communication in the grid [53].
Several vulnerabilities have been found implemented in
IT networks that allow for exploiting access control in
some capacity, including broken authentication, broken
access controls, and information leakage [50,54]. These
types of lapses are normally errors in policy implemented
in a network. These schemes normally implement key
distribution centers (KDC) in their architectures [55]. In
the instance that the scheme utilizes a single KDC, this
also presents a single point of failure. An attacker has the
opportunity to carry out a DoS attack and stop legitimate
users from accessing important data stored and accessed
on the grid.

The paper [54] introduces HMAC combined with
challenge-response method which follows the RBAC
scheme. This is another situation which is susceptible to
multiple vulnerabilities in the grid. An information and
credential stealing session can provide a hacker with the
data to masquerade and gain access to secret of sensitive
data. In many instances, proper encryption is not in place
in networks vulnerable to man-in-the-middle attacks.

Several vulnerabilities have been discovered in
equipment from specific vendors which allow for access
to backdoors in SCADA systems. These backdoors have
included valid credentials being hardcoded into an
operational system’s software which allows for trivial
means of access by a hacker [56, 57].

4.2.2 Attacks on Cryptography

According to [58, 59], the cryptography flavor of choice
for the smart grid is that of a public key infrastructure
(PKI). This means that each of these networks have well-
known vulnerabilities. This method creates a vulnerability
in which a single point of failure exists between a key
distribution agent or certificate authority (CA) when
utilizing a certificate-based system. A successful DoS
attack would render all or most encrypted communication
invalid or foreign as the receiver does not have the ability
to verify the sender’s identity. In addition to a single point
of failure, vulnerability exists in a hacker’s ability to
acquire the root key in a PKI which would allow for
unfettered malicious communication [60] as modern
masquerading techniques are advanced and sufficient [61,
62]. The network administrator is responsible for creating
policy which will require a new root key in a sufficient
time cycle and have adequate detection systems to
mitigate or alert monitoring installations of intrusions or
key stealing.

Legacy equipment’s lack of compatibility with newer
standards is also an issue. Smart grid networks such as
SCADA networks must interface with many devices new
and old. When an un-hardened legacy device is reachable
via outside network, it presents liability not only to itself,
but to the entire network behind it.

In a smart grid system, where the real time nature is
critical, all traffic with sensitive data should be encrypted.
Even though this is so, traffic can still be analyzed in
order to infer specific attributes of the systems. With the
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use of any high level encryption techniques, it becomes
infeasible to retrieve the actual sensitive data from the raw
data packets, but it is possible to intercept timing and
frequency information of the messages in order to deduce
information from the network which the malicious
individual would like to attack. Then the analyzed
metadata contained in the message information belonging
to the sender can be used to exploit specific inferred
vulnerabilities [42].

4.2.3 Attacks on Firmware/Software Policy

A method used with many devices hosting modern
software is automatic online updating. This process is
normally utilized to upgrade a device’s firmware or
version of software to the latest version. While this
functionality is crucial in AMI and in devices in other
sub-networks, its implementation may ultimately be the
source of malicious acts. Some devices in the smart grid
may have a prescheduled “window” of opportunity for
upgrade which the device is hard-coded to adhere to [63].
This can allow a hacker the opportunity to load a
malicious version of firmware or software onto the
devices and allow for more devious acts from the inside.

Field devices with remote firmware/software
capabilities may also allow for unrestricted operations
during update [64]. In the instance of insufficient
authentication measures implemented in the update
process, an attacker uploading malicious software to a
device may be able to modify functionality of the device
or create methods to upload other malicious software at a
later date.

In addition to malicious software/firmware uploading,
meter cloning and meter migration are also threats [44].
Meter software can be stolen and uploaded into other
hardware which would replace an actual meter and be
manipulated however the hacker pleases. Malicious data
or processes may also be injected into the software before
it is installed on the meters in the manufacturing phase.
Also, meters may be swapped with neighboring units
which previously have recorded lower energy usage than
the meter designated for the property designated to use the
meter being replaced. This will cause an incorrect reading
and pass this false data to other smart grid mechanisms.

4.2.4 Attacks on Network Design

Network architectures that future systems will be modeled
after will most likely resemble a mesh-like topology [51,
65,66]. This type of system will of course be placed on
top of the existing power grid infrastructure. The end-
users, such as households and businesses, will
communicate their power usage and pricing data with
local area utilities which collect and process data from
smart meters and PMUs, pass that data on to aggregation
points, and finally deliver the data to a substation or back-
end network. The design of the network must support the
key smart grid services explained earlier whose benefits
are targeted for both utilities and customers.
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DoS attacks are of great concern here. In the case of
natural disaster or malicious physical attack in area which
there is lacking redundancy and fault detection. These
DoS attacks can be of a distributed nature in which
Internet Protocol (IP) addresses are spoofed, flood the
victim network, or be a single attacker that attacks a
specific service or grid component. This may result in
blackouts or rolling brownouts and network overloads
[67]. The mesh network topology allows for redundancy
and reduces repair costs as the grid is to be resilient in
failure and the recovery for most situations should be
automated.

The designs must support distributed generation and bi-
directional energy flow which are both integral attributes
of the smart grid.

4.2.5 Software Input Validation

We can describe vulnerabilities in software input
validation as those dealing with the underlying software-
related architectural concepts of the systems
interconnected on the smart grid network. These types of
vulnerabilities are not always caused by implementation
design flaws, but many times by a protocol or standard
which prioritizes other elements over security, and are
affected on multiple levels. These vulnerabilities in the
past have also been the product of web applications with
automated functionality providing remote or internal
access into the smart grid network. Some types of attacks
include buffer overflows and java/web interface exploits
[23].

A buffer overflow occurs when a program writing to a
buffer in memory and writes more data than the size of
the buffer and completes its writing in adjacent memory.
In an environment in which this is allowed policy does
not require for all input to be checked, such as customer
data, grid component data, etc. An attacker can create
false data and send this data to the substations as if it were
a valid and authenticated entity. With a specially crafted
message that takes advantage of a lack of standardization
for instance, is larger than the typical message size and
writes pass the buffer end on the receiving machine. At
this point the attacker can execute arbitrary commands.

In a smart grid system, as in any system, input will
request processing from various sources constantly. This
input must be handled properly to avoid catastrophic
consequences. Invalid operations or arbitrary execution of
malicious code can be devastating. Even improper
handling of valid and safe input or code can cause
unexpected results. Many of these vulnerabilities
including most Structured Query Language (SQL)
injection and a significant number of cross-site scripting
vulnerabilities can be prevented with sufficient input
validation [68]. The objective of most of these attacks is
to create malformed or specially crafted messages to a
specific node or server which contains the targeted
vulnerability. From this point, the attacker can make use
of a buffer overflow or an unprotected operation which
can help them in escalating privileges of their own
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malicious process. The failure in this situation would be
assuming that the data received will be of the expected
message format, while instead, once the malformed
messages are parsed, exceptions may be caused including
arbitrary code execution.

SQL injections are a type of attack that is easy to avoid
in most environments, but are vulnerability exceedingly
more common now that utilities choose to utilize web-
based interfaces. They are still prevalent in today’s
computing society due to the many avenues of usefulness
of the attack in which system administrators leave
unsecured, and the type of data stored on targeted servers.
These attacks normally exploit web applications or
service interfaces by inputting specially crafted SQL
queries into available forms belonging to these websites.
Vulnerabilities such as incorrectly filtered data or
inadequate typing can cause these maliciously crafted
statements to be executed [69, 70].

Cross-site scripting (XSS) and cross-site request
forgery (XSRF) are also a vulnerability inhabited by
many web applications. These vulnerabilities allow the
attacker to inject their own malicious scripts into a web
site and simply wait for the victim system to visit.
JavaScript has been the most prevalent of the scripting
used, but it also extends to ActiveX, HTML, Java,
VBScript, and Flash scripting [71, 72]. Vulnerable
systems normally do not sanitize the results of the HTTP
query parameters and process or execute the commands in
their malicious state. Also, the permissions granted the
sites that the malicious scripts are downloaded from grant
these scripts the same elevated rights.

XSRF allows for arbitrary requests to be sent on the
victim’s behalf. These requests can be maliciously
executed by scripting or simply web browsing [73].
These scripts or actions like XSS are granted the
permissions of the site from which they are accessed or
downloaded from. A simple example would be for a user
to browse the web while he/she has a valid online energy
services session open. Upon browsing to a specific
website which has a XSRF vulnerability and a malicious
image posted which references the action of withdrawing
money from the victim’s banking website. Therefore,
these attacks basically use cookies or the authentication
previously established to forward requests via the
unsuspecting victim.

In some instances, devices interconnected in smart grid
networks employ legacy operating systems that are no
longer receiving support which introduces vulnerabilities
unique to that software. Also, cloud/utility computing
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introduced into the grid creates vulnerabilities which must
be of concern.

False data injections as described in [74] are used to
input manipulated measurements of specific state
variables from demand-side or supply-side devices on the
smart grid network.

Attacks such as these provide state estimation systems
with data which will create abnormalities in a power
system and may result in the compromise of supervisory
or power controlling devices on the grid. Also, these types
of load altering attacks modify actual loads at specific
locations in order to disturb the balance between supply
and demand or to allow the customer to relieve himself of
a portion of his power bill. This can be achieved by
maliciously modifying one of the following: energy that
demand-nodes demand, energy that supply nodes can
supply, and states of the energy links.

Manipulation of data sources in communication with
systems in the grid, especially SCADA systems, can
cause them to change state in accordance with the data
relayed. In an environment which automation is prevalent
and necessary, automatic operation based on data input
should be assured. This type of action can lead to special
case vulnerability for an attacker.

4.2.6 Other Attacks

One such attack which exploits availability is network
barge-in [72]. This type of threat can be executed by
masquerading or piggybacking open connections such as
Wi-Fi in these networks. In the Home Area Network
(HAN) or Neighborhood Area Network (NAN), specific
devices communicate with each other to relay energy
usage information. A malicious attacker can gain access
to the network and piggyback on the connection which is
established between a smart appliance and a smart meter
or aggregation point. With input of malicious or
misleading data, the smart appliance may falsify data or
be taken over completely, not only risking secure
authentication data of the user, but giving the attacker a
valid entry point into the grid networks.

A man-in-the-middle attack is also an option for an
attacker in this environment. With access to a HAN or
NAN in the smart grid, the attacker can intercept
communications and relay with or without modifying its
contents.

As has been analyzed, there are many vulnerabilities
present in the grid. With this in mind, a list of possible
attacks to mechanisms that may be vulnerable is listed
below in Table 4.
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Table 4: methods to exploit software vulnerability. Hardware employing software with specific vulnerability may
include: SCADA, HMI, PMU, AMI, Protective Relays, PLC, IED.

Attack Type

Description

Devices Affected

Defense

Buffer Overflow [23]

An operation which writes data and
overwrites adjacent memory.

Devices employing software
vulnerable to write exploitation
(Networked Devices)*

Bound checking, safe coding
procedures, ASLR

Race Cond [63]

Programming flaw in which the result of
the output is dependent on sequence of
events.

Devices employing software
with improper input validation
and Quality of Service (QoS)*

Increase integrity checks,
strategic checkpoints

SQL Injection[63,75]

Submitting malicious SQL statements in
a web form to a SQL database.

Databases

Query sanitization (based on
DB)

Cross-site Scripting
[72, 76]

Injection of client-side script into web
pages exploiting web browsers or web
applications.

Servers using scripting
languages

Disallowing untrusted data in
HTML pages, Sanitization,

Cross-site Request
Forgery [71, 73]

A session hijacking technique in which
a hacker masquerades as a trusted user.

Servers using scripting
languages

Cookie Security, Authenticate
per request, “NoScript”
declaration

OS Injection

Executing commands via a web
interface on a remote server.

Devices employing software
vulnerable to injection

Proper coding practices

DosS [77, 78, 79, 80, 81]

Utilizing machine resources or making
resources unavailable for other users

Devices Providing resources:
SCADA, EMS, AMI, PLC

QoS, Distributed Servers, ACLs

Phishing [82,83,84]

Using methods to masquerade as a
trusted party to gain information from a
user.

Devices operated by users

Web Browser Extensions,
Training Programs

Malicious Rem Media

Devices containing malicious software

Devices operated by users

Employee Training Programs

[2]
Backdoor Admin Unauthorized user using admin Mainly SCADA Vendor selection, Access
Cred[42] credentials to gain access to hardware. controls

Fuzzing [82]

Inputting data to a remote networked
entity which is monitored for undefined
results.

Networked devices serving as
servers: HMI

Address Randomization, Stack
protection, buffer length
checking

Crypto Key Flash Accessing device hardware directly with | AMI Physical Protection, Data
Extraction [36, 85, 86] | specific tools to extract data Encryption

Flash Image Modifying software images before AMI Physical Protection, Data
Manipulation [36, 85, installment Encryption

86]

Meter Bypass [36, 85, Masquerading or hijacking a AMI Physical Protection, Data
86] communication session stream Encryption, Authentication
Meter Measurement Modifying AMI to report incorrect AMI Physical Protection
Modification [36, 85, measurements

86]

Extract RAM [36, 85, Accessing the device hardware directly | AMI Physical Protection, Data
86] with specific tools to extract RAM. Encryption

Extract Firmware [63] | Accessing the device hardware directly | AMI Physical Protection, Data

with specific tools to extract firmware in
memory.

Encryption, Update Signing

Watering Hole [87]

Injecting malicious code into a web
page which a target victim is likely to
visit

Devices operated by users

Web Browser Extensions,
Training Programs

False Data Injection
[40, 88]

Manipulating power systems states or
readings by injecting false load data via
AMl/sensors

SCADA, PMU, Transformers,
AMI, EMS

Temporal/Spatial-based
anomaly detection, Sensor
Protection

Spoofing [61]

Adding an end system to the grid
network and falsely using a legitimate
identity

AMI

Integrity Checking, Physical
deterrent,

Worms/Malware

Executing malicious or self-propagating
software on the grid network

Potentially all devices*

IDS, IPS, AV
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5. Countermeasures

Countermeasures are imperative in today’s integrated
infrastructure as IP is commonly used to simplify
integration of the many parts of the grid and makes
communication more standardized. Any successful set of
countermeasures or complete security system needs to
have multiple defensive mechanisms and multiple
detection points. Current security mechanisms such as
firewall, anti-virus, and intrusion detection systems
should be employed in smart grid systems, as they have
defined and useful purposes. Also, new security
mechanisms, such as PMUs should be implemented here.
The paper [89] presents three key services that need to be
in place to have a secure smart grid system: prevention,
detection, and response.

Prevention in a secured infrastructure should be
composed of access control authentication in order to
prevent unauthorized access. Detection should serve the
purpose of flagging specified actions or signatures and
monitoring the system as a whole. Response should
include signature forensics, decision analysis, and
contingency procedures [89].

Physical security should include several measures
which include considerations in these areas [90]:
electronic access control, response to emergency
situations,  video  surveillance and  monitoring,
geographical location, and tamper detection and reporting.

Access control in a smart grid environment serves the
same purpose of strict and specific authorization as in any
other cyber network or physical premises. Access control
in this setting should build upon currently available
technologies and also define relationships between
entities and authorized domains in a manner which they
can be identified across multiple domains, while assuring
real-time access [50].

Well-rehearsed policy should be in place in order to
avoid incidents from escalating from small to detrimental.
Employee training and sensing devices can assure this.
Monitoring and logging equipment should be
implemented in any secure infrastructure, with routine
evaluation and response actions.

In addition to these, more sophisticated and likely
expensive measure can be taken, such as burying
distribution equipment underground, enhancing security
technology to create a more robust physical infrastructure,
or a physical location which is less vulnerable to attack or
incident. Hiring personnel to guard the premises of critical
infrastructure is instrumental in fortifying physical
defense. Tamper proofing field devices and implementing
protocols such as invalidating keys when evidence of
tampering on is detected should also be implemented on
these smart grid systems [91].

The papers [77, 78, 79] detail DoS and DDoS attacks.
DoS security mechanisms include preventive methods
which will allow a victim to endure the attack or remove
the attack vector altogether. This can involve a type of
QoS identification or a access control which only lets
specific users access to necessary resources [40, 77]. The
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difficulty of finding a solution to DDoS attacks is that a
most effective method is distributed. This means that
there must be a coordinated response in place which will
be deployed from many different points on the internet
[67]. The first and least likely of solutions would be to
make arbitrary systems secure from outward attack. This
would reduce the ability of an attacker to create a botnet
[92], and effectively remove the distributed attack surface
of the malicious individual. Another method of prevention
is to avoid protocol functions that are expensive for server
entities and cheap for the client which are frequently used
for DoS attacks [67]. This can be handled by assuring that
resources are committed to a client only after proper
authentication [93], utilization of proxy servers with
sufficient resources [77], protocol scrubbing (to remove
protocol uncertainties which can be misused for attacks)
[94], and methods to detect spoofing downstream which
utilized outside sources such as ISPs of governmental
services.

An approach in which resources are served from a
distributed architecture may also mitigate DoS attacks
[95]. This allows service to be re-routed in the case of
failure at a specific location on a network instead of
incurring a loss of connectivity. The paper [94] proposes a
solution based on data fusion. Where local detection
techniques are employed and data is relayed to
aggregation points where it is analyzed and action is
designated. The number of nodes involved in the data
fusion is determined by the detection sensitivity of an
attack or a more traditional method of detection which
incorporates all nodes on the network in the data fusion
and analysis procedure.

Sufficient network resiliency provided by protocols,
standards, and architecture may improve mitigation of
such DoS attacks. The various network topology
possibilities available all have their shortcomings, and
there is no universal solution which removes all threats.
Geography and utility preference and capability play a
large role in the selection of a service topology. For AMI
specifications, a meshed network topology, which is the
topology of choice for the smart grid, provides quality
resilience, and several other requirements [96]. The paper
[97] proposes several requirements which help ensure
resiliency in smart grids: AMI functionality, flexibility in
DR, management of grid incidents, and asset security
(cyber and physical).

The advent of remote metering allows for the utilities
or other control entities to read and control electricity
delivery and usage at the consumer endpoint. This allows
for automatic route modification in case of line disruption
to allow for continued delivery in the case of an
emergency in a specific location, and even isolation of
portions of the network in the instant of malicious
intrusion. DR allows for generation to better match the
consumption. In better regulating the generation as
closely to demand as possible overloading and
underproduction can be avoided. This will reduce
brownouts and blackouts.
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The expected resiliency, when considering its real-time
operation, of grid operations can be described as having a
certain threshold relative to the latency requirements of
the data, and operational requirements of the devices.
Therefore, specific measures must be taken to deliver data
expected above a lower bound that would disrupt the
operation of the grid due to insufficient or incorrect data.
These control mechanisms help ensure this attribute.

Race conditions in the smart grid may be deterred by
utilizing one or more of several methods. These include
multiple checks which distinguish the validity and
integrity of the data, while moving the checkpoints closer
to the source of origination. Also, immutable binding will
provide for exclusive use of resources [51]. There is the
possibility of race conditions outside of specific smart
grid operational data. Example of this can be seen in race
conditions found in widely used universal protocols such
as Dynamic Host Configuration Protocol (DHCP). Many
race conditions may occur on the software side which is a
result of poor programming. Any implementation of
protocol or procedure on any network hosted on the smart
grid should be secured in such a way that resolves these
race conditions appropriately. This may require removing
or securing common protocols, or ample testing for
software which may contain these types of errors.

SQL injections have been used maliciously in web
applications to extract data in an unauthorized manner.
Attackers can take advantage of attacking through many
potential vulnerabilities (user input, cookies, server
variables, etc. [70]), with possibility of revealing or
compromising a network in several ways. This type of
attack becomes easier as utilities become more reliant on
web interfaces to provide consumers with services. These
services and interfaces which the utility may host or
utilize through an external cloud can create more
vulnerabilities. Mitigation techniques include
appropriately stripping away characters or strings used in
SQL queries that can be used maliciously. This would be
a process specific to the DB, allowing only strings
relevant to the search [69]. The paper [70] presents
several other mitigation techniques: black box testing,
penetration testing and monitoring based on known
patterns (including static code checking), methods for
type correctness checking (including query development
paradigms), replacing unregulated query binding to a
type-checked API (including IDS and instruction set
randomizing), and replaces normal SQL keywords with a
randomized set.

Static code checking is very valuable in that the form of
SQL queries is known, and limiting queries to a specific
standard is essential. For example, strictly limiting a
query to a single command, while checking the type of
command and the authorization level of the user, can help
prevent ambiguous requests. Query development
paradigms and instruction set randomizing require the
programmer to develop a subset of commands in which
the DB engine will qualify as valid. These commands
should be limited to the set of valid commands relative to
the user’s privilege level and remove the ability of
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unauthorized users to modify records or access data
outside of their authorization. An IDS implementation can
be used to detect SQL injection via an anomaly-based or
signature-based method [98]. An ideal location for this
IDS would be in front of the DB in the network in
question and would specifically evaluate SQL statements
being forwarded to the server. A signature for an IDS in
this context can be as simple as a specific query or a
sequence of SQL keywords, while an anomaly is anything
that creates or is equivalent to abnormal system function
[98].

Cross-site scripting can be mitigated in the design of a
web page by disallowing untrusted data in specific
elements of an HTML document and escaping vulnerable
and untrusted texts before allowing them in the body of
the document [69, 76]. An HTML policy engine should be
used to validate or clean user created HTML in an
outbound way [76]. Valid cookie security is imperative as
well as script disabling. While these mitigation techniques
are executed on the web page side, Cross-site request
forgery can be mitigated from the user side by carefully
implementing a privacy/security plan which includes
avoiding malicious links and cached data presented at
login pages. According to [71, 73], the main method of
mitigating this attack is to constrain input and encode
output. Some areas of concern that can help prevent or
eliminate request forgeries are listed below: cookie
session life, user specific authentication in order to submit
a form, and mechanism to verify request headers on web
page redirects.

The paper [71] details the synchronizer token pattern
usage which should be implemented in the sensitive
operation request process of the user. This process is a
mechanism which requires the user to input a token into
the HTML form in order for that specific step in the
process to be valid. This process is initiated at several
different stages in the operation completion process [71].
This token requirement process may utilize any client
identification attributes including a type of Personal
Identification Number (PIN) and is normally referred to
as a challenge token.

A privacy/security plan which trains workstation users
on the smart grid network, or corporate networks
connected to it to identify phishing attempts helps
mitigate multiple types of these attacks, along with
browser extensions which disallow phishing efforts [82].

File fuzzing is normally conducted to search for buffer
overflow, DoS, SQL injection, Format String bugs etc.
This simple method of inputting large amounts of
possibly random data into a system or network can greatly
benefit programmers and administrators in finding errors
that may be overlooked. Stack protection and buffer
length checking are also novel tools [82].

Bad data is detected and identified after the estimation
process by the analyzing measurement residuals. False
injection attacks can be detected through either spatial or
temporal-based methods. Unobservable attacks cannot be
expected to always originate from physical locations in
close proximity. Therefore, methods should be designed
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to detect large unobservable attacks which occur and
modify loads in a much faster or abnormal rate [70]. Also,
protective measures should be taken in order to secure the
sensing mechanisms to mitigate these attacks [74, 88].

In protecting against false data, is important to consider
preventative and reactive approaches. Firstly, pricing and
command signals should be protected using authorized
encryption techniques. A sufficient public or private key
encryption algorithm together with an authentication
mechanism should protect integrity and confidentiality.
Also, protection of AMI devices such as the smart meter
is integral. Once a malicious individual gains access to a
single smart meter, they have the platform to legitimately
introduce false values into the grid.

Unobservable coordinated injection attacks can be
detected by placing PMUs in strategic positions along a
specific bus which will calculate voltage and phase details
along that bus [70]. This PMU measurement data can be
submitted over the NaspiNet which implements more
techniques for secure transmission of data than standard
networks, therefore less subject to attacks [67]. Analyzing
PMU data as a security technique uses an anomaly-based
algorithm which learns the normal load of a specific
portion of the network and alerts the correct authority
upon deviation. This also alerts command of the exact
perpetrator whose load is compromised.

Confidentiality in the grid is a very important matter as
privacy must be ensured for all sensitive data. Traffic
analysis takes advantage of the availability of data and
infers specific details which will allow the attacker to
generalize and develop attacks which may exploit
vulnerabilities which are assumed from analyzing this
data. NIST announced in 2001 FIPS 197 which is the
Advanced Encryption Standard (AES). The paper [35]
suggests this standard for use in the smart grid for
encryption. Triple DES has also been approved, but
unlike AES, the computational strength and method of
encryption are estimated to only be secure until around
2030. NIST, along with FERC, also recommends the IEC
family of protocols for establishing smart grid
interoperability [35, 99]. Several of these protocols are
listed below in Table 5.

Table 5: IEC Standards Recommended for the
Smart Grid [100]

IEC 61970 & IEC 61968: present a Common Information
Model (CIM) for data exchanges between devices and networks,
while IEC 61970 is for transmission and IEC 61968 is for
distribution

IEC 61850: provides help for substation automation,
communication, and interoperability using a often-used data
format.

IEC 60870-6: provides help for information exchanges between
control centers.

IEC 62351: is for the cyber security of the communication
protocols in the above IEC standards.

E AI European Alliance
for Innovation

14

Meter security is one of the foremost areas of security
research in the smart grid [6-10]. Software/firmware
attacks require reliable authentication methods to ensure
secure data transfer. Secure boot loaders and
cryptographic validation is integral when upgrading
software [91]. Security in these devices is more or less a
tricky matter as resources are limited in these fairly
mobile devices. This means that conventional IDS
implementations and computation heavy encryption
algorithms should not be utilized on these devices.
Physical security measures or tamper-proofing should be
enabled on a per device basis to remove the ability of an
attacker to physically access the meters memory which
may contain consumption data or encryption keys. Serial
ports and optical ports must be secured physically and
required to have authenticated measures.

To truly evaluate the integrity of a system, evaluating
entities must be aware of the recentness of measurements
and be able to analyze their results while understanding
the context in which they were extracted. In a system of
systems as diverse and widely interconnected as a smart
grid, measurements and characteristics must be analyzed
at a very large scale for various software and devices [95,
101].

6. Publicized Attacks

The most infamous of the malware which targets
industrial operating or control equipment is Stuxnet [102].
This worm’s attack vector includes the Windows
operating system which was employed on Seimens
industrial equipment and software. Several variants of
Stuxnet targeted five Iranian organizations [102]. Seimens
SCADA systems and PLCs were targeted in these
organizations with speculation that the US and Israel
played a part in the engineering and distribution of the
worm [102, 103].

Very recently, Telvent’s network and accessed project
files of a control systems used in the electrical grid were
breached by hackers. Attackers installed malicious
software in order to access the files via a system which
was interconnected with a utility’s corporate network.
This system was as an intermediary between legacy
devices used on either side of the device [104].

Another type of event which deserves consideration is
acts of nature. In recent events, Hurricane Irene blacked
out over 4 million customers in the eastern US. Also, in
June, 2011, 5 million customer in six states lost power for
up to a week. Also, in the summer of 2012, hurricane
Sandy caused more than 70 billion dollars in damage
[105].

In 2008, Tom Donahue, of the CIA, with no knowledge
of the perpetrators, explained that there were several
distributed attacks on power equipment in several regions
outside of the U.S. These attacks were followed by
extortion demands and caused disruptions in services
[104].
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On a lighter note, On Dec. 29, 2008, an individual
hacked into the Ozarks Electric Cooperative Corporation's
reporting and outage management system in order to
upload a custom voice message stating [112], "All of
Ozarks Electric's employees have gone home. Call
someone who cares."

2003 hosted the Slammer worm. This malware made its
way into a private computer network at Ohio's Davis-
Besse nuclear power plant in January and removed
monitoring equipment for an estimated five hours [106].

In 2005, the National Nuclear Security Administration
computers were hacked in order to steal sensitive
information on over 1500 contractors and employees, and
went unreported upon initial observation of observation
[107].

In Baxley Georgia in 2008, a cyber-threat caused a 48
hour emergency shutdown due to a malware injection
attack. An unsigned firmware update was attempted and
an attacker uploaded a malicious version of firmware
which modified data and caused safety systems to be
triggered [108]. Several reports of “watering hole” sites
which attempt to infect traffic visiting the site which will
allow for an attack from inside the network.

Vendor MacAfee reported that a series of relatively
unsophisticated attacks, such as SQL injection, over a
term of likely four years by Chinese hacker which stole
intellectual property from U.S. energy companies [109].
Several companies were attacked through public facing
web sites via cyber methods mixed in with social
engineering. Once compromising web servers in the
Netherlands for attacks several other countries, malicious
software with remote administration tools was uploaded
to browse areas such as Active Directory. This operation
was labeled Night Dragon [109].

Duqu, discovered in 2011 is a worm with a likeness to
Stuxnet, while serving a completely different purpose.
This worm recorded keystrokes on remote systems which
allowed the hackers to create attacks based on information
inferred from the data gathered [109].

7. Conclusion and Future Work

Since the natures of the systems in a smart grid
environment are complex and critical to the current state
of technology and human well-being, they require quality
and sufficient security mechanisms and solutions. This
must equate to a holistic approach where all threats and
vulnerabilities are considered, including future hazards. In
the coming years, standards should be enforced in a
manner which will alleviate the responsibility of choosing
from the numerous security options on the market that the
utilities and device manufacturers. The bulk of the current
attacks on the smart grid infrastructure are composed of
DoS, traffic analysis, AMI compromise, and higher level
application attacks. In this paper some of the past attacks
on the grid infrastructure were given along with an
overview of current smart grid attacks, which will afford
us some insight into securing the grid.
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Securing the smart grid will require utilities and all
other participating parties to take both short-term and
long-term views. Also, utilities and vendors are to begin
preparing for a much more standards-based future [72].
These industry standards and protocols should address the
necessity for a requirements-based level of consistent and
interoperable performance. A report detailed in [110]
features a MIT report which explains how a single
operational entity is needed manage and regulate grid
cybersecurity and response and recovery. This should
include all domains and not just the bulk portion of the
grid as the FERC and NERC regulate. Finally, a near-
future look into smart grid progress will likely yield more
functionality in processing and beneficial action on the
data accumulated by smart grid AMI and sensing
processes.

Future research on grid security will encompass IEDs
and processes in the customer domain and their
vulnerabilities. This domain is the most vulnerable to
attack due to customer defined specifications and
unregulated operations. HAN’s are normally more easily
compromised due to the lack of cybersecurity knowledge
of most customers and the interfaces with other devices
and networks in the grid. While most devices in this
domain should have security mechanisms in place, they
are often not enough to mitigate many attacks from
prototypical hackers, as vendors have to weigh financial
responsibilities against a standards-based evaluation of
their product. This effort will also cover security
mechanisms for resource lacking devices such as
customer IEDs and AMI. With security currently in place,
it is difficult to detect malware and certain malicious
actions. The paper [111] mentions Trusted Platform
Module (TPM) use in devices such as smart meters for
authentication purposes, and discusses its cost will likely
keep it from being implemented in widespread practical
applications.

Furthermore, since the smart grid is not there yet,
understanding  the  attacks and  corresponding
countermeasures still quite preliminary. Therefore, in our
future work, we plan to propose novel attacks to smart
grid and to propose corresponding countermeasures.
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