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Abstract

This article proposes a hybrid satellite-terrestrial relaying network (HSTRN) that integrates physical-layer
security (PLS), Fountain codes (FCs), non-orthogonal multiple access (NOMA), and partial relay selection
(PRS) to enhance system performance in terms of reliability, data rate, and security. In the proposed system,
a satellite uses NOMA to simultaneously transmit Fountain packets to two clusters of terrestrial users. Data

transmission is assisted by one of the terrestrial relay stations, selected by the PRS algorithm. We derive exact
expressions for outage probability (OP) and system outage probability (SOP) at the legitimate users, as well
as intercept probability (IP) and system intercept probability (SIP) at eavesdroppers. Monte Carlo simulations
are realized to validate the accuracy of the analytical results, illustrate performance trends, and analyse the
impact of key parameters on the considered performance.

Received on 04 February 2025; accepted on 30 March 2025; published on 11 April 2025

Keywords: Hybrid satellite-terrestrial relaying networks, Fountain codes, non-orthogonal multiple access, physical-layer
security, multicast transmission, Fountain codes

Copyright © 2025 T. V. Toan et al., licensed to EAI This is an open access article distributed under the terms of the CC
BY-NC-SA 4.0, which permits copying, redistributing, remixing, transformation, and building upon the material in any
medium so long as the original work is properly cited.

d0i:10.4108/eetinis.v12i3.8604

1. Introduction

This paper studies Hybrid Satellite-Terrestrial Relay
Networks (HSTRNs) [1-3], where ground relay stations
are deployed to assist the data communication between
satellites and terrestrial users. As a result, HSTRNs
enhance signal quality, expand network coverage,
and ensure stable and reliable connections in fading
environments. HSTRNs are expected to serve as a
foundation for 5G/B5G networks, meeting the demands
of fast connectivity and low latency.

*Corresponding author. Email: trantrungduy@ptithcm.edu.vn

Recently, Non-Orthogonal Multiple Access (NOMA)
[4-7] has been applied into HSTRNs to enhance the
system’s data rate. In [8], a satellite employs NOMA
to serve multiple multi-antenna ground users via help
of a terrestrial station using amplify-and-forward (AF)
technique. In addition, a power allocation strategy is
applied to the signals transmitted by the satellite, while
a successive interference cancellation (SIC) technique
is implemented at the users. The authors in [8] also
derived exact and asymptotic expressions of outage
probability (OP) for the proposed scheme to evaluate
the system diversity and coding gain. In [9], the
authors studied performance of the NOMA — HSTRN
scheme, where the AF or Decode-and-Forward (DF)
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technique was used by a terrestrial station. In [9], the
OP performance and fairness among users, under the
condition of imperfect channel state information, was
also analyzed. In [10], the authors considered the case
where some ground users can directly connect to the
satellite, while others can only receive data via multi-
antenna DF terrestrial stations. Published works [11,
12] proposed the models, respectively operating in
underlay and overlay cognitive radio environments.
In [11, 12], the satellites and terrestrial stations function
as secondary devices that must adaptively adjust their
operations to ensure the quality of service for primary
networks.

Recently, physical-layer security (PLS) [13-16] has
been incorporated into HSTRNSs to enhance information
security. In PLS secure communication can be achieved
by leveraging the characteristics of wireless channels,
such as the distances and channel conditions between
nodes. In [17], the authors introduced a threshold-
based scheduling method to improve security by
analyzing secrecy outage probability in HSTRNs
with multiple ground users and eavesdroppers. In
addition, both colluding and non-colluding passive
eavesdropping schemes are studied in [17]. The authors
of [18] proposed a joint relay selection and user
scheduling strategy to enhance the OP performance
of PLS —HSTRNs with presence of the colluding
and non-colluding eavesdroppers. Published work [19]
proposed a reconfigurable intelligent surface (RIS)-
aided HSTRNSs scenario. Unlike conventional relaying
techniques that use cooperative relays, the RIS-
aided relaying schemes employ intelligent surfaces to
optimally reflect incoming signals to the intended
users [20-22]. In [23], the authors analyzed secrecy
performance of PLS — HSTRNs for both single-relay
and multi-relay selection scenarios. In particular, the
single-relay scheme selects the successful relay with
the highest channel capacity of the relay-destination
links, while the multi-relay scheme allows all successful
relays to participate in data transmission at the
cooperative phase. A security-reliability tradeoff (SRT)
in PLS—-HSTRNs was investigated in [24], where
the secrecy performance was evaluated via intercept
probability (IP) at the eavesdroppers and OP at the
legitimate users. In addition, the authors in [24]
proposed a relay selection model to enhance the
performance under impact of co-channel interference.

Fountain codes (FCs) [25-27] have proven to be
an effective technique in wireless communication
networks due to their simple implementation and
adaptability to environmental changes. Moreover, FCs
also enable secure communication if the legitimate
users can obtain enough encoded packets while the
eavesdroppers cannot. In the context of HSTRNs
utilizing FCs, until now, there have been only several
reports such as [28-31]. In [28], the authors evaluated
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outage performance of utilizing FCs in co-channel
interference environment. The authors of [29] studied
the SRT performance for PLS — HSTRNs using FCs and
cooperative jamming technique, where a jammer node
was employed to send noises to a passive eavesdropper.
In [30], both NOMA and RIS techniques were applied
into FCs - aided PLS — HSTRNs to enhance the SRT
performance, in presence of multiple eavesdroppers.
Published work [31] studied the OP performance of
HSTRNs with two groups of ground users and using
FCs and NOMA.

This paper proposes the PLS—-HSTRNs scheme
that combines FC and NOMA to improve system
performance in reliability, data rate, and security.
In particular, a satellite uses NOMA to deliver
two Fountain packets to two clusters of terrestrial
users simultaneously. Each data transmission from the
satellite to the users occurs in two time slots, and is
assisted by one of terrestrial relay stations. In addition,
partial relay selection (PRS) algorithm [32, 33] is
applied to select the terrestrial relay station.

Different from the previous works related to
performance evaluation of HSTRNs using PLS and/or
NOMA [1-3], [8-12], [17-24], in this paper, we apply
FCs into the proposed system model. Unlike [28-
31], the PRS algorithm is employed to enhance the
reliable communication between the satellite-terrestrial
links. Moreover, we also consider a generalized system
model with multi-cast transmission scheme under the
presence of multiple eavesdroppers.

The main contribution of this paper can be outlined
as follows. We first derive exact closed-form expressions
of OP and system outage probability (SOP) at the
legitimate users, as well as IP and system intercept
probability (IP) at the eavesdroppers. Next, we realize
computer simulations to verify the derived expressions
of OP, IP, SOP and SIP. Finally, we investigate the impact
of key system parameters on the OP, IP, SOP and SIP
performance, and the SRT performance is evaluated.

The rest of the paper is organized as follows. Section
2 describes the proposed system model. Section 3
presents performance analysis. Simulation results are
given in Section 4. Finally, Section 5 concludes the

paper.

2. System Model

Fig. 1 presents the proposed PLS-HSTRN, where the
satellite (S) wants to transmit data to two clusters
of ground users. Let m; and m, denote the desired
data of the users in clusters 1 and 2, respectively.
Due to severe obstruction and shadowing effects, the
signals transmitted from S cannot directly reach the
clusters, which is a widely accepted assumption in
HSTRN studies [34, 35]. To assist the satellite-ground
user transmission, K terrestrial stations are deployed,
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Figure 1. The proposed HSTRN scheme using PLS, FCs and
NOMA.

and they are denoted by Ry, R,, ..., Rg. In addition, one
of these stations (denoted by Ry) is selected using the
PRS technique. Let N and M denote the number of
members in clusters 1 and 2. Then, the ground users
in clusters 1 and 2 are denoted by {U;,U,,..., Uy}
and {Vy,V,,...,Vy}, respectively. We consider the
multi-eavesdropper scheme, where Q eavesdroppers
(E1,Ey,...,Eg) attempt to illegally decode m; and
m,. We assume that these eavesdroppers can directly
receive the data from the satellite and are located
close to each other. It is also assumed that all the
nodes (S, Ry, U, V,,, Eq) are single-antenna, half-duplex
devices, where k=1,...,K;n=1,...,N;m=1,..., M,
andg=1,...,Q.

Using FCs, S can create Fountain packets from m;
and m,, denoted by p; and p,, respectively. Then, S
uses NOMA to transmit both p; and p, to R, in the
first time slot. If R, successfully decodes both p; and
p2, it also employs NOMA to send both p; and p,
to the users in the clusters 1 and 2 at the second
time slot. If R only decodes p, correctly, it will only
send p, to the cluster 2 at the second time slot. All
the eavesdroppers can receive p; and p, from S and
Ry in two time slots. Due to the delay constraint, the
maximum number of data transmissions by S is limited
by Hpax. In addition, the minimum number of packets
required for the successful recovery of m; and m, is
Gmin! where Gmin < Hmax-

Let gxy denote the channel gain of the X-Y link,
where X,Y €{S,Ry, Uy, V,;, Eg}. Considering the S-Z
links, the channel gain gs; has the following Probability

Density Function (PDF) as (see [30, 31]):

_ 1 2a5TbST Ast X
Josz () = 2bst (2aSTbST + Qg P 2bgt

1- QSTx )
" 2bgr(2agrbst + Qst) )’

X 1F1 (aST; (1)
where Z € (R, E;}, T €({R,E}, 2bsy and Qgr are
powers of multi-path and line of sight components,
respectively, agy is the channel parameter, and { F;(.;.;.)
is the confluent hypergeometric function of the first
kind [30, 31].

It is worth noting from (1) that this paper considers a
block fading channel, and the gxy values are identically
and independently distributed (i.i.d.) random variables
(RVs), ie., wsg, = wsg and WSE, = WSE, for Vk,q, and
Yw e Q ={a, b, Q).

From (1), Cumulative Distribution Function (CDF) of
gsz can be expressed as (see[29, 36]):

aST—l
Fyo, (x) = 1-agy thst Z Est(nst)
nsT:O

nst

y Z ngr! x9sT g~ (¥sT—Pst)x )
qst!(¥st — Psr)sTIsTH

gst=0

where l;bST = 1/2175"[',

(_1 )nST(l - aST)HSTﬂg%T

Est(nst) = ol
ast = (—2a5TbST )aST
2agrbst + Qg
Q
Bst o1 (3)

~ 2bst(2asTbst + Qst)’

and (.),, is the Pochhammer symbol [36].

For the terrestrial links, the channel gain gg w has
the following probability density function (PDF) and
cumulative distribution function (CDEF), respectively, as
given in [37-39]:

Jorow (%) = AR eXp(=AR,wX),

Fgp w(x) =1 - exp(=Ag,wx), (4)

where W € {U,, V,,,, Ey}.

It is worth noting that the assumption that nodes
within a cluster receive the same data is made for
ease of presentation and analysis. In addition, it is
also assumed that the users within the same cluster
have approximately equal distances (see [40]), we have
ARw = Ar.s, where B €{U,V,E}. Here, U, V, and E
are denoted as the nodes in Cluster 1, Cluster 2, and
the group of eavesdroppers, respectively. In (4), Ag, 3
denotes a parameter of gg, g [37].
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Next, the PRS algorithm can be given, similar to
[32, 33], as

Ry @ gsr, = max (gSRk)- (5)

k=1,2
Equation (5) implies that the station is selected to
provide the highest instantaneous channel for the
satellite-terrestrial station links. Due to the assumption
of i.i.d. random variables (RVs), CDF of gsg, can be
given as

K

k_rlr};ngs.Rk<x)=[FgSRk(X)] . (6)

FgSRh (x) = Pr(

Now, we consider the data transmission at two time

slots. At the first one, S first combines the modulated
signals of symbols in p; and p; as (see [4-7]):

ss[l] = Ve Pssp, [1] + vJazPs sp, [1], (7)

where ! =1,2,...,L, and L is the number of symbols in
p1 and p,. Here, s, [I] and s, [I] are the Ith modulated
signals correspond to the /th symbols in p; and p,,
respectively. Ps is the transmit power of S, and a; and
a, are power allocation factors, i.e., a; +a, =1 and
0< a1,0) < 1.

To clearly illustrate the operation at the selected relay
station and the eavesdroppers, we provide Table 1,
which summarizes all possible cases of the decoding
status at these nodes (see the top of the next page).

In this paper, we assume that the power allocation
factors @y and a, are the same in two time slots [30,
31]. Then, S sends sg to R;, while Eq also attempts
to overhear ss. Then, the node Y € {Ry, E,;} performs
successive interference cancellation (SIC) to decode p,
and p; in turn. Similar to [30, 31], the Signal-to-Noise
Ratios (SNRs) obtained at Y for decoding p, and p; can
be expressed, respectively, as

oy Psgsy a1 Psgsy
o = oSy, < MBS
a1 lsgsy + 0y 0y

where og is the variance of Gaussian noise.

At the second time slot, if R, can decode both p,
and p, correctly from S (CASE 1), R;, also combines the
modulated signals of symbols in p; and p; as

srI] = Va1 Prsp, [1] + Vas Psg sp, [ 1], 9)

where Pg is the transmit power of R,. Next, R,
broadcasts sg to two clusters.

Considering the user V,, of cluster 2, it directly
decodes p,, with the obtained SNR as

a2 PRER, v,

_ T2RERV (10)
a1 Prgr,v,, + 04

beVm'Pz =

For the user U, of cluster 1, it must decode p, and
then use SIC to decode p;. The obtained SNRs, with
respect to p, and p;, can be given, respectively, as

_ mPgr,u, _a1Brgryu, .
yRIJUnIPZ - P 27 beUanl - 2 : ( )
a1IR&R,U, T 0§ 90

Similarly, E, also performs SIC to decode p, and p;
in the second time slot. Then, the obtained SNRs, with
respect to p, and py, can be formulated, respectively, as

s PRgR,E, a1 PRgR,E, 12)
VRyE,py = 57 VRyBypy = 2 :
1 alPRgRqu + 0 1 0,

Here, if E; correctly decodes both p; and p; in the
first time slot, it will do nothing in the second time slot.
Next, considering the case where Ry, correctly decodes
p2 and incorrectly decodes p; (CASE 2); then, R, only
sends p, to cluster 2 with the transmit power Fj.

Therefore, the SNR at V,, is pg,v, p, = @. For E,,
0

if it cannot correctly decode p, from S, it will decode

pa, with the SNR is ggp, , = —ntfd.

9

3. Performance Analysis

We first assume that the receiver Y can correctly decode
one Fountain packet from the transmitter X if the
SNR yxy is higher than a threshold (denoted by ).
Conversely, if yxy <y, then the decoding at Y fails.
From (2), (6), and (8), we calculate the probability that
Ry correctly decodes both p, and p; from S as

OR, pop = Pr (VSRb,pz > Vth VSRy.py = Vth)

=1 _FgSRb(pmax) (13)
a aSR—l K
1 —agsr ) Esrlnsr)
— 1 _ HSRIO

"SR Rl piSR o~(¥sR—BSR)Pmax
—asRH
o 9sr!(¥sr—Psr)"SRTISRT

qsrR=

In (13), a, and a; satisfy the condition a, > a; ¥
[30,31], A = 3%, and

0

Phlz—%h thz—yth
T Ay —arym) T Ay
Pmax = max(pth,l: pth,2)~ (14)

Next, we calculate the probability that R; correctly
decodes p; and incorrectly decodes p; as
OR,prp7 = Pr (VSRb,m > Vthr VSRypy < Vth)

= FgSRb (Pth,2) _FgSRb (pth,1) (15)

where pw 2 > P or @y > aq(1 + ). Substituting (2)
and (6) into (15), we obtain an exact expression of

QRb»PerT'
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Table 1. Decoding status at R;, and E; in two time slots

Receiver First time slot

Second time slot

from S

Ry Case 1: Ry, successfully decodes both p, and p;

Ry re-encodes and forwards p, and p; to two
clusters

decode p; from S

Case 2: Ry, successfully decodes p; but fails to

Ry, re-encodes and forwards p; to cluster 2

p1 from S

q Case 3.1: E; successfully decodes both p; and

Not decode p; and p; any more

to decode p; from S

Case 3.2: E; successfully decodes p; but fails

E, applies SIC, removes p;, and decodes p;
from Ry,

considering the decoding of p1)

Case 3.3: E; correctly decodes p; from S (not

Not decode p; any more

Similarly, based on Table 1, the probabilities that
Eq follows Case 3.1, Case 3.2, and Case 3.3 are,
respectively, given by:

HEpopy = PT (7/513‘,,,72 > Vth VSEgp > )/th)

=1 _FgSEq(pmax)r (16)
ME popT = Pr (VSEq,pz > YVth VSE.p S Vth)
= FgSEq (pth,z) gSE (pth 1) (17)
HEgp, = Pr (7/55‘,,,02 > )/th) = SEq (Pth,1) - (18)

Now, we consider the data transmission at the second
time slot. In CASE 1, Rj, uses NOMA to send both p, and
p1 to two clusters; from (4) and (10), the probability that
V,, correctly decodes p, is calculated as

X = Pr(VRme,pz > Vth) =exp (-Arywim), (19)
_ Uz%h
where wy ¢, = (az—aom'

For U,, the probability that it correctly decodes p; (it
must correctly decode p, first) is given as

XUp; = Pr(mun,pz > Yths VR, U,py = Vth)

= exp (=ARV@max) » (20)

where wy, i = ;2712:, Wmax = MaxX (@1, th, W,¢h) -

Assume that E; cannot obtain both p, and p; at the
first time slot. Then, the probability of successfully
decoding p; at E; in CASE 1 is calculated as

XEp, = Pr(VRqu,pz > )/th) =exp (-Argwi,m),  (21)

and the probability of successfully decoding p; at E; in
CASE 1 (it must correctly decode p; first) is given as
XEpypr =PI (beEquZ > Vi VRyEgpy > Vth)

= exp (_/\REwmax) . (22)

In CASE 3.1 and CASE 3.2, Eq does not need to decode
p> from R;, anymore. Instead, it uses SIC to remove p,
from the received signal and then decodes p;. Hence,
the probability of successfully decoding p; at E; in these
cases is computed as

XEp, = PT(VRqu,pl > Vth) = exp (-ARgwa,m)-  (23)

For CASE 2, the probability of correctly decoding p,
at V,, is computed as
(24)

Wp, = Pr((prerpz > Yth) = exp(=Arv @3 th),

2
[oF
where wj g, = “02%.

If Eq cannot obtain p, at the first time slot, then, the
probability of correctly decoding p; at E, is given as

TEp, = Pr(?’Rqu,pz > Vth) =exp (~Argw3m).  (25)

3.1. OP and SOP

The decoding of m; and m; at V,, (U,) is successful
if V,, (U,) can collect at least G,;; Fountain packets.
Otherwise, the decoding at V,,, (U,,) is in outage.

For Cluster 1, the probability that all the nodes in this
cluster correctly recover m is calculated as

HmaX
OP, = Z Chipae (ORp,py,py ) (1 = eRb’PZ'PI)HmaX_r
r=Gpin
N
-1
Z CrXUp] XU,pl)r , (26)
l Gmln

where C; (b >a) denotes a binomial coefficient, i.e.,
C“ = m, r denotes the number of times that R,
correctly decodes both p, and p;, and [ is the number
of times that U, correctly decodes p; at the second time
slot. It is worth noting from (26) that there are Cﬁmx
cases where the selected relay station correctly receives
both p, and p;, r times. Moreover, for all the nodes in
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the Cluster 1 to correctly obtain at least G,,;, packets
p1, we must have r > Gy, and r > > Gp,j,. Finally,
(1 = Or,,p,p,) is the probability that R, cannot decode
p1 correctly at the first time slot, and (1 — xy,,) is the
probability that U, (Vn =1,2,...,N) cannot decode p;
correctly at the second time slot.

Equation (26) shows that OP; is impacted by the FCs
parameters H,,,, and G,,;,. Moreover, OP; is directly
proportional to the number of users in cluster 1. These
observations will be verified in Section 4.

Substituting (13) and (20) into (26), we obtain an
exact closed-form expression of OP;.

Considering Cluster 2, we first denote f,, as the
number of times that R; correctly decodes p, at the
first time slot, where Gpin < tior < Hmax- Let 7 as the
number of times that Ry, correctly receives both p, and
p1 (CASE 1). Then, t, =ty — t1 is the number of times
that R, only correctly receives p, (not p;) (CASE 2).
Next, let r; and r, denote the number of times of the
successful decoding of p, at V,,, in CASE 1 and CASE 2,
respectively, where ry <ty and rp < t,. If r{ + 1, > Gin,
then V,, can correctly recover the desired data m,. Next,
we can calculate the probability that all the nodes of
Cluster 2 can correctly recover m, as follows:

Hmax ttot tH

ray tot—t1 t _ \ot—t
OP,= L Chpnax Chinaet, (ORyp2.p1 ) (ORy o o)

tt0t=Gmin 11=0
X(1 = Orypp; = OR, s 1)

t he—h M
YT e Gt (1= vyt l
(27)

Hmax_ttot

X 1 =0 72:0,
r1+72>Gpin

] _ tt t—tl—rz
xrv‘pz(l TV p,)

Substituting (13), (15), (19), and (24) into (27), we
obtain an exact closed-form expression of OP,.

In (27), (1 = Ory p,,p, — Or,,p,,p7) is the probability that
Ry, cannot decode p, and p; correctly at the first
time slot, (1 — xv,,) and (1 — 7y ,,) are the probabilities
that V,, (Ym=1,2,..., M) cannot correctly decode p,
in CASE 1 and CASE 2, respectively. The factors
affecting OP, include FC parameters, the probability
of successfully decoding a single packet p,, and the
number of users in cluster 2.

Next, we define the OP of Cluster i as the probability
that at least one of the users in this cluster is outage,
where i € {1, 2}. Using (26) and (27), we obtain exact
closed-form expressions of OP for Clusters 1 and 2,
respectively, as follows:

OP1:1—0P1,0P2:1—OP2. (28)

Finally, the SOP is defined as the probability that
Cluster 1 or Cluster 2 is outage, and it is computed as:

SOPl =1- OPI X OP2 (29)

3.2. IP and SIP

For E,, it attempts to collect at least Gyin packets ps
and Gp,i, packets p; to recover the data m, and m;,
respectively. At first, the probability that E; correctly
decodes one packet p, can be formulated as:

Ag,p, = PI(VS}zq,p2 > Vth) + Pr()/SEq,pz < )

Pr (VSRb,pz > Ythr VSRypy > )/th)Pf (VRth,pz > Vth)
+PT(7/5Rb,p2 > Vths VSRpp; < Vth)Pl’ PRyE py > )/th)

= FE,p2 + (1 ~ HEgp2 ) (eRbrPZrPIXE’Pz + eRb’szPTTErpz)'
(30)

In (30), if E; can correctly obtain p; at the first time
slot (i.e., VSEgps > V), it does not need to decode p,
at the second time slot. Otherwise (i.e., VSEgpy < Yth)r
E, correctly obtains p; in CASE 1 if YR,E,p; > Vih OF in
CASE 2 if PRyE,p; > Vih- Then, substituting (13), (15),
(18), (21), and (25) into (30), we obtain an exact closed-
form expression of AEq,pz‘ Next, the probability that E,
correctly decodes one packet p; can be formulated as:

Aljlq,m =Pr (VSEq,pz > Vths VSE,p1 > yth)
Pr (VSEq,pz > Vihr VSEgpy < Vth
x Pr (VSRb,pz > Vths VSRypy > )/th)

) | XPr(yRyE,p > Vih) (31)

Pr(VSEq,pz < Ve VSEgpy < Vth)
+] % Pr(VSRb,pz > Yth VSRy.py > Vth)
L x Pr (VRqu,pz > Vth VRqu,pl > 7th)

In (31), if B, correctly obtains p; from S (i.e., VSE,py >
Yihr VSEgp; > Vi), it does not need to decode p; any
more. Next, if E, correctly obtains p, and incorrectly

P1 (CASE 32) (i.e., VSEq,pz > Vth, VSEq,pl < )/th), then, in
CASE 1, E, uses SIC to remove p, and correctly decodes
p1 if VR,E,p; > Vih- If E; cannot correctly obtain both

p» and pp in the first time slot (i.e., VSE,ps S Vih and
VSE,py < 7in), then, in CASE 1, E; correctly decodes p;
if Yr,E,p, > Vth and YR,E,p) > Vih-

n (31), the probability Pr(ysg,, < ¥, VsEp: < Vih)

can be calculated as
HE,papr = PT (VSEq,pz < Vthr VSE,py < Vi)
= FgSEq (min(pth,D Pth,Z))' (32)
Substituting (13), (16), (17), (22), (23) and (32) into

(31), we obtain an exact closed-form formula of Agp,
as

AEqul = HEgpopr T ”EqrpzrlTlQRberrPlXE:Pl

+ ME, 52,51 ORy,p2,p1 XEpo,pi (33)
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Next, the IP of m; (i = 1,2) at Eq can be calculated as

Hmax
Chrpn (Ab,p) (1= Ax,p)

Hmax_r

Py, p, = (34)

r=Gmin
In (34), (1 - AEqui) is the probability that E; cannot
decode one Fountain packet p; correctly.

Then, m; is intercepted if one of the eavesdroppers
can intercept it. Therefore, the IP of m; can be given as

Q

P, =1- I_[ (1-1Pg, ) =1-(1- IPEq,pi)Q.
q=1

(35)

Q
In (35), [T(1 - IPEq,p,-) is the probability that the data
q=1
m; is not intercepted by all the eavesdroppers.
Finally, the system IP is given as follows:

SIP =1 — (1 —1P;) (1 —1IP,).

4. Simulation Results

Table 2. The system parameters

10%¢ 2 "\\J‘\'
107!

3
a2 102 ]
o

R * OP; Sim, H,0e = 8
10 OP; Sim, Hype =8
o OP; Sim, Hypez =9
OP; Sim, Hype =9
——OPy, Theo
104k OP5, Theo
2 4 6 8 10 12 14 16 18

Figure 2. OP as a func

A [dB]

tion of A [dB] when G = 8, and
oy = 0.25.

Parameter Value Description

ast 5 Fading severity parameter

bsr 0.251 Multipath components

Qgr 0.279 Average power of LOS

ARU 0.01 Parameter of R-U,, channel

ARy 0.1  Parameter of R-V,, channel

ARE 50 Parameter of R-E, channel

Ps=P=P - Transmit power of satellite
and terrestrial relays

A=P / o? - Transmit SNR

Vth 1 Outage threshold

N 2 Number of users in Cluster 1

M 3 Number of users in Cluster 2

K 3 Number of relay stations

Q 2 Number of eavesdroppers

This section provides simulation results (Sim) to
verify the theoretical analysis (Theory), and to illustrate
the impact of parameters on the performance of the
proposed scheme. Assume that the satellite links are
subject to average shadowing. The main parameters
used in the simulations are presented in Table 2.

Figs. 2-3 present OP and IP as a function of A
[dB], respectively, when G, =8 and «a; = 0.25. Fig.
2 presents that OP of both the cluster 1 (OP;) and
the cluster 2 (OP,) decreases as A increases (since the
transmit power of S and R increases). Next, OP; and
OP, decrease with the increasing of Hy,,. It is due
to the fact that the users in two clusters have more

O EAI

T B e
o7 -«”& % i
h > 2 T
’0 /*‘ - .
, R a2
10 . i ’
# /* /'
¥ P ,
4. ’ ’
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’ ’
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;o 0 1Py, Sim, Hypee=9
| l,' ----IPq, Theory
104 o ----IPy, Theory
P v ‘ ‘ ‘ ‘ ‘ ‘
4 6 8 10 12 14 16 18 20

A[dB]

Figure 3. IP as a function of A [dB] when Gp;, = 8, and
ay = 0.25.

opportunity to collect enough Fountain packets for the
data recovery. Fig. 2 also shows that OP; is lower than
OP, at high A values, and vice versa. In Fig. 3, it is
observed that IP of both the data #1; (IP;) and the data
my (IP,) increases as A and Hp,, increase. It is also
seen from Fig. 3 that IP, is almost higher than IP;. The
results in Figs. 2-3 indicate that there exists a trade-
off between OP and IP, with respect to A and Hy,y. It
is seen that the Sim and Theory results are in a good
agreement, which validates the exactness of equations
(28) and (35) in Section 3.

Figs. 4-5 present OP and IP as a function of the
power allocation factor ay, respectively, when A =10
[dB], Gmin =8 and Hp,y = 9. In Fig. 4, the number
of terrestrial stations is set by K =1,3,5. As we can
see, OP; (OP,) decreases (increases) as a; increases.
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It is due to the fact that as a; increases, more (less)
transmit power is allocated to the signals of the users
in Cluster 1 (Cluster 2). Furthermore, both OP; and
OP, decrease as increasing K. It is seen from Fig. 4
that there exists a gap between OP; and OP, that also
changes with the increasing of a;. For example, with
K =5, the gap between OP; and OP, is high when «a;
is very small or very high. In addition, the values of
OP; and OP, are almost the same when a; is about
0.2. Therefore, the power allocation factor a; should
be designed appropriately to obtain the performance
fairness between two clusters (or the OP gap is as
small as possible). In Fig. 5, we can see that IP; (IP;)
increases (decreases) as a; increases. As expected, both
IP; and IP; increase as the number of the eavesdroppers
increases.

OpP
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OPy,
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1073 L OPs,

v ox*o

Sim, K =1
Sim, K =1
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Theory
Theory

0.05 0.1 0.15

Figure 4. OP as a function of @; when A =10 dB, Gy, = 8

0.

A4

2

and Hy i = 9.
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Figure 6. SOP as a function of A [dB] when G, = 8,
Hpax = 9.

Figs. 6-7 present SOP and SIP as a function of A [dB],
respectively, when Gp;, =8, Hpax =9, K =8, and Q =
2. In Fig. 6, we see that SOP increases when A increases
(or the transmit power P increases). It is also seen from
Fig. 6 that the value of «; significantly impacts on
SOP. As we observe, at very low A values, SOP is the
lowest with a; = 0.3, and at high A values, SOP is the
highest with @; = 0.1. On the contrary to SOP, Fig. 7
presents that SIP increases with the increasing of A and
the decreasing of ;. Therefore, from Figs. 6-7, we can
see that there also exists a trade-off between SOP and
SIP. As expected, the Sim and Theory results in Figs.
6-7 match very well, which verifies the correctness of
equations (29) and (36) in Section 3.

10° —
107t .
o,
0
O SIP Sim, a;=0.1
O SIP Sim, a;=0.2
¢ SIP Sim, a;=0.3
107 |- ———SIP Theory .
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Figure 7. SOP as a function of A [dB] when G;, = 8 and

Hpax = 9.

Figure 5. IP as a function of &y when A =10 dB, Gpjn = 8,
Hpmax = 9.

O EAI

Figs. 8-9 present SOP and SIP as a function of

ay, respectively, as A = 7.5 [dB], Gpin = 8 and Hp,y =
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10. Similar to Figs. 4 and 6, a; significantly impacts
on the SOP performance. Additionally, we can design
the value of a; to obtain the best SOP performance.
For example, with K =5, the SOP performance is
lowest with a; = 0.275. Fig. 8 also shows that the
SOP performance improves as the number of terrestrial
stations (K) increases. In Fig. 9, we can observe that SIP
decreases with the increasing of a;. Moreover, the SIP
performance degrades as the number of eavesdroppers
increases. From Figs. 8-9, we can see that the security-
reliability trade-off performance can be enhanced
by increasing the number of terrestrial stations and
appropriately designing the power allocation factors.

——SOP, Theory
O SOP,Sim,K =3
o SOP,Sim,K=5
v SOP,Sim,K =38
¢ SOP,Sim,K =10

102 ‘ ‘
0.05 0.1 0.15 0.2 0.25 0.3

(€51

Figure 8. SOP as a function of &y when A = 7.5 [dB],
Gmin = 8, and Hp, = 10.

SIP

0.4 F

0 SIP,Sim,Q=1
O SIP,Sim,Q =2
¢{ SIP,Sim,Q =3

——— SIP, Theory

0.3 F

. . . . . . I .
0.05 0.075 0.1 0.125 0.15 0.175 0.2 0.225 0.25
[¢51

t |
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Figure 9. SIP as a function of @; when A = 7.5 [dB],
Gunin = 8 Hynay = 10, and K = 5.

5. Conclusion

This paper proposed and evaluated the performance
of the proposed PLS-HSTRN scheme using FCs and
NOMA via simulations and analysis. The results
showed that there was a trade-off between reliability
and security, following the transmit power of the
transmitters and the number of transmission times
of the satellite. To further enhance the OP, IP, SOP,
and SIP performance as well as the SRT performance,
the power allocation factors should be designed
appropriately.
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