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Abstract 

INTRODUCTION: Data is increasing exponentially. Data processing is an essential component in all industries, including 
health care. Even though a lot of progress has been made, it has been noted that in the recent decade, the health industry is 
capable of efficiently utilizing data and providing perfect Advancements in therapies. 
OBJECTIVES: the main objectives include of finding the right problems in the security systems and to review the methods 
of present data processing methods. 
METHODS: Methods involved are Quantitive analysis, Descriptive analysis, Data cleaning and Extraction. 
RESULTS: The outputs of the reduce function are combined across all reducer nodes to produce the final output. 
CONCLUSION: Big data analytics has enormous potential to accelerate the health care industry and that can only be done 
with some innovative methods and security plays a crucial role and can be a good catalyst in the user experience Elements. 
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1. Introduction

As we are moving forward with technological advancements, 
Data is increasing exponentially. Data processing is an 
essential component in all industries, including health care. 
Even though a lot of progress has been made, it has been 
noted that in the recent decade, the health industry is capable 
of efficiently utilizing data and providing perfect 
Advancements in therapies. Our study describes how the 
health industry is improving its services through the 
significant application of data analytics. It covers the 
methodologies for using data analytics in the health business 
as well as the instrument utilized for analysis. Despite the 
latest technology tools, there are still numerous concerns and 
challenges in using data. This paper also discusses the 
difficulties encountered in the implementation of analytics, as 
well as the privacy and security problems that pose a 

significant danger to data, and techniques for maintaining 
data security and privacy. 

2. Methods

In the current era, there has been a rapid increase in viral and 
chronic diseases with an increase in population 1. This is 
leading to the generating of various huge data sets from the 
health sector as Electronic Health Records and Data a key 
element in the healthcare industry since it enables healthcare 
professionals to make better decisions and enhance patient 
outcomes for ideal medical treatment.  

Big Data Analytics now has an essential role in the health 
sector as it is helping to draw deeper insights from several 
health records through various methods and in providing 
conclusions drawn from the records for giving ideal treatment 
to patients with the same kind of diseases. It also can identify 
people who have a high chance of being effect by illnesses 
for a particular disease and symptoms based on previous 
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records, and this enables doctors to take quick action and 
prevent the occurrence.in various ways. Figure 1 describes 
the applications of data analytics in the health sector in 
various ways. 

 

 
 
Figure 1. These are the health care Big-data 
applications. 

2.1. Data Analysis on Health Records 

Now, let us see how we apply phases of Data analytics in the 
health sector to provide conclusions2,3, 
 

2.1.1 Data Collection 
Initially, diverse and huge data sets are collected from 
different health centers and stored in data warehouses or 
databases. Data is obtained from different sources and in 
different forms, it may include graphs, images, x-rays, and 
samples. 

2.1.2 Data Cleaning, Extraction 
We Extract the required and relevant records from the huge 
health records and eliminate inaccurate patient records. We 
segregate data into images, text, and graphs as it is essential 
to categorize data in a well-structured way for efficient 
analysis. 
 

2.1.3 Data Analysis 
Now we start analyzing the patient’s data by finding out 
meaningful insights from the organized health records by 
finding out the similarities in any symptoms, analyzing its 
effect on different age groups, the severity of the disease, etc. 
We use different types of data analysis4,5 which includes 
following: 
 
Descriptive Analysis: Elaborate on the patient details, health 
conditions of patient and medical history using digital tools 
for a brief analysis. 
Diagnostics Analysis: It draws the reasons for the occurrence 
of a particular disease based on other patient records and 
factors triggering the disease. 
Predictive Analysis: It predicts the future threats to the 
patients and the further impact of disease in various age 

groups. Mainly focus on predicting the future states by using 
conclusions from records. 
Prescriptive Analysis: It provides a brief prescription 
including optimal treatment for patients, furthermore new 
inventions required to tackle the diseases. 

3. Tools Used in Analysis of Health 
Records 

Analyzing health records is very crucial and challenging as it 
contains sensitive data of the patients. So, we use very 
promising technologies for analyzing the data. There are 
several tools utilized in the health industry for efficient usage 
of data and data analysis, but the following few1,7, 8 stand out.  
 

3.1 Hadoop 

Hadoop is an open-source big data processing technology that 
can store and manage massive amounts of both organized and 
unstructured data. It stores data in a parallel and distributed 
manner. In healthcare, it is often used to process and analyze 
claims data, clinical trial data, electronic health records 
(EHRs), and other types of healthcare data. It consists of 
many data nodes and one Master Node. All the records 
obtained from different sources are stored in Data nodes and 
the locations of each record are stored in Mater Node. A key 
feature of this technique which makes it used more often is, 
Replicates of a record present in one data node will be 
available in all other data nodes to avoid data loss if there is 
any failure in that particular node. 
 

3.2 MapReduce Framework 

 

 
 
Figure 2: MapReduce Framework 

MapReduce framework works by performing a sequence of 
tasks across several nodes in a distributed system. An 
overview of the MapReduce framework's functionality is 
provided below: 
 

EAI Endorsed Transactions on 
Pervasive Health and Technology 

2023 | Volume 9



 
Big data-analysis, map reduced framework, security & privacy challenges and techniques in health sector 

 
 

3 

Data splitting: The input data is split up into smaller units. 
The processing of each block is subsequently allocated to a 
mapper node. 
Map: A collection of intermediate key-value pairs is 
generated by the mapper nodes after they individually analyze 
the input data chunks. Each data point is processed by the map 
function simultaneously. 
Shuffle: The intermediate key-value pairs generated by the 
mappers are shuffled by first grouping them according to their 
keys, then collecting the values connected to each key 
individually. The data is redistributed during this step, which 
is referred to as the shuffle phase, so that each reduction node 
may work with a small and easy data set. 
Reducing: The reducer nodes compute the intermediate key-
value pairs that were created during the shuffle phase. The 
corresponding values for each key are processed concurrently 
by the reduce function. 
Output: The outputs of the reducer function are combined 
across all reducer nodes to produce the final output. 

Conclusion 

Big data analytics has enormous potential to speed up the 
healthcare business. As we progress towards the modern 
world powered by AI, the possibilities are endless. Proper 
infrastructure, as well as clean and ethical practices, permit a 
proper system that can yield benefits for society. With the 
availability of the most recent trends and Frameworks, we 
may utilize current developments and tackle current 
problems. Healthcare practitioners can make intelligent 
choices, which has a significant influence on the broader 
healthcare system. 
However, the advancement comes at a cost. The innovations 
that assist us have negative side effects. Users' concerns about 
privacy and security remain unanswered. Even the most 
advanced approaches fall short of ensuring security and 
privacy. The cost element also plays a part, which opens the 
possibility of working on resources and developing betting 
systems that can balance the cost factor. Even though we are 
currently dealing with challenges, organizations, and the 
government are working tirelessly to resolve them and 
advance the healthcare system. Technology is undoubtedly a  
 
Future Scope 
 
There is a lot of scope to research and develop in the Sector of 
Health care. Every method or practice comes with some 
limitations. There are a lot of challenges to be addressed and 
these are the main challenges that create opportunities to work 
in the future. 
Cost Reduction- The storage systems and Software are 
demanding a high level of financial investment. With the 
modern technological ways, we have scope to Redesign Nd 
modify them for better efficiency and with a better cost. 
 
Prescriptive Analysis- Prescriptive analysis is not so strong 
enough to recommend and prescribe accurate output. The AI 
Algorithms and datasets need to be more efficient along with 

the frameworks that all these are operating with. This creates 
a scope to make it better and to research more efficient ways 
to make the systems and analysis much more reliable.  
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