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Abstract 
 
This paper proposes a model to address the challenges faced by medical cyber-physical systems (MCPS) by implementing 
a permissioned blockchain platform. The platform incorporates the unique properties of blockchain into the network of 
affected systems, including decentralization, transparency, and immutability. The platform also includes a novel technique 
to secure MCPS through an automated access-control manager. This manager allows users to control who has access to their 
data, and can be configured to trust a third party if desired. The paper also extends into networked medical device systems, 
and discusses how the platform can be used to address critical is-sues specific to this field, such as network design. Finally, 
the paper discusses how various security features can be integrated into ultra-small devices, enhancing the protection of 
embedded systems. The overall objective of this research is to develop a secure and efficient data transfer mechanism for 
MCPS. The proposed platform addresses the challenges faced by MCPS by incorporating the unique properties of 
blockchain. 
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1. Introduction 

Cyber-physical systems (CPS) are an architectural 
paradigm that provides several benefits to the economy and 
society by combining pervasive sensing and 
communication technologies. The term "cyber-physical 
system" (or "cyber-sys") refers to a system that has been 
specifically built to include cyber components, such as 
computers and networks, within a traditional physical 
system or process [1]. These parts are remarkably 
intertwined, suggesting that the proper operation of one 
part is crucial to that of the other. Both of these parts are 
essential to each other's operation. Its fast growth is seen in 
several fields, such as the energy market, the healthcare 
industry, the transportation industry, and the IoT (Industrial 
Internet of Things) [2]. An in-depth study of stability, 
dependability, robustness, security, and privacy is required 

before such systems may be designed to be intelligent, 
efficient, and adaptable. The rapid advancement of 
enabling technology has, however, made such systems 
extremely susceptible to serious and far-reaching 
consequences. Without proper risk management, we risk 
losing out on the tremendous advantages that come with 
these developments. Establishing trust among nodes in a 
distributed system can be a time-consuming and inefficient 
process; however, blockchain technology has the potential 
to streamline this process. Being a key component in the 
CPS landscape, this technology is essential for facilitating 
decentralization [3]. Figure 1 shows the cyber physical 
system architecture. 
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Figure 1. Overview of health care cyber physical 
system architecture 

The medical field generates a massive amount of data, 
including information about patients' diagnoses, 

treatments, insurance coverage, personal details, etc. It 
also contains X-ray, CAT scan, MRI, and other imaging 

data. There is a significant opportunity for data tampering 
when information is kept in a cloud service or other 

centralized repository that is accessed by several parties 
for diverse purposes. 

Table 1. 

Paper and Year Auth
or 

Methodol
ogy 

Challenges 

Improvements to 
the healthcare 
industry's e-
health 
infrastructure for 
patient privacy 
and safety in 
2017 

Shrest
ha et 
al. 
[11] 

This is a 
mixed 
method 
that 
provides 
both 
qualitative 
with a 
quantitativ
e 
approach. 
This 
Method 
provides a 
means to 
discover 
the 
impacts by 
high 
reliability 
as well as 
validity. 
Conductin
g this 
method 
gives 
quality and 
the 
authenticit
y of the 
study 

Rely on a 
single point 
of failure; 
have 
inadequate 
data 
privacy and 
security 
due to poor 
access 
controls. 

A Blockchain 
future for internet 
of things security 
2018 

Benar
jee et 
al. 
[12] 

This 
methodolo
gy used to 
apply to 
enhance 
IOT 
Security. It 
provides 

Scalability; 
Low 
Performanc
e and 
Speed; 
High 
Energy and 
resources 

data 
Integrity, 
transparen
cy, and 
decentraliz
ed control. 

are 
required 
for 
blockchain. 

Facilitating the 
Shift to Patient-
Driven 
Interoperability 
with Blockchain 
Technology in 
Healthcare 
(2018) 

Willia
n 
Gorda
n et 
al. 
[13] 

Offer a 
hand of 
assistance 
in the 
blockchain
’s journey 
to patient-
driven 
Interopera
bility 

Data and 
Privacy; 
Data 
Standardiza
tion; 
Patient 
Identity 
Manageme
nt; 
Consume 
More 
power and 
computatio
nal 
overhead. 

Design and 
Analysis and 
Implementation 
of a security 
assessment/enhan
cement platform 
for cyber physical 
system  
2021 

X 
Ning, 
et al. 
[14] 

For cyber 
physical 
system 
security, a 
hardware 
module is 
developed 
to aid in 
attack 
detection 
and 
mitigation, 
resulting 
in reduced 
or 
eliminated 
cps loss. 

There is a 
scarcity of 
attack 
prevention 
and 
detection 
strategies. 

Other possible solutions are investigated, including fog 
computing [4, 5], and mobile edge computing [6]. Another 
difficulty is dealing with the massive amounts of data 
generated by medical sensors [7]. The crypto-graphic 
algorithm [8], the Kalman filter [9], and the chaotic 
cryptosystem [10] are only a few of the proposed solutions 
to the security problems. There are some suggestions for 
managing and storing data [11, 12]. Although 
cryptographic methods like encryption might help prevent 
this kind of leak, there is always a danger that sensitive 
information could get into the wrong hands. 
Solutions based on the blockchain are a good fit for this 
kind of problem. In the healthcare industry, permissioned 
blockchains, which are accessible exclusively to authorized 
users rather than the general public, can be used to manage 
authentication and data transmission with other 
characteristics [13].  Interplanetary File System (IPFS) is 
used by blockchain networks; it encrypts files and stores 

EAI Endorsed Transactions on 
Pervasive Health and Technology 

2023 | Volume 9



Blockchain-Enabled Hyperledger Fabric to Secure Data Transfer Mechanism for Medical Cyber-Physical System: Overview, Issues, and 
Challenges 

 

3 

the hash on the distributed ledger. The internet allows for 
easy access to the medical records that have been saved 
utilizing these methods [14]. Cloud data access increases 
latency and network capacity requirements, and 
researchers have discovered challenges with scalability, 
throughput, data volume, and patient privacy [15]. 

1.1 Motivation 

Data exchange is crucial in cancer care, as 
multidisciplinary committees are formed to diagnose and 
categories malignancies. On a regular basis, these boards 
gather together to discuss cancer cases, compare notes, and 
formulate a plan for the most effective therapy possible. 
Trusting relationships between entities are essential in such 
a cooperative setting. Medical professionals aren't the only 
ones who can join such a group; pharmaceutical companies 
and research and development labs are often welcomed as 
well. This may increase the potential for financial and legal 
repercussions from clinical data breaches such as data 
leaking, tampering, and fabrication. Sensitive health data 
obtained by body sensors can be compromised by 
sophisticated assaults such as ransomware and denial of 
ser-vice. Therefore, it is essential that an intelligent 
healthcare system be built upon a foundation that protects 
the privacy and confidentiality of patient information. 
In particular, this paper contributes in the following ways: 
•  Provide a comprehensive report on the ways in which 
blockchain technology is being implemented in CPS 
settings. 
•   Explain real-world uses for systems that combine cyber 
and non-cyber components such as communications, 
sensing, and computing. 
•  In order to determine if and when distributed ledger 
technologies like blockchain are appropriate for a given use 
case, a mathematical model is needed. 
The remaining sections of the paper are structured as 
follows: In Part 2, we will discuss the relevant prior 
literature and the ways in which it has contributed to the 
field. In Section 3, we lay out the suggested system 
architecture and its proto-type model. Section 4 details the 
system's essential features. In Section 6 we offer the 
experimental analysis along with some outcomes. We have 
finished our work and outlined some suggestions for the 
future in Section 7. 

2. Background 

A blockchain is a distributed, persistent ledger to which 
new transactions with timestamps can be added and the 
results of these transactions are sorted into blocks. Several 
identical blocks can be built and kept in a decentralized 
manner, as specified by the blockchain's underlying 
protocol. One of the most important parts of this protocol 
is determining how a group of users (called miners) may 
reach an agreement on the state of the blockchain at any 
one time [16]. This algorithm makes the conservative 

assumption that only a small percentage of miners will 
become malicious or malfunctioning at any particular 
epoch. Blockchains can have a variety of structures (i.e., 
public, private, permissioned, and permission-less). The 
ability to join a blockchain ledger is a key feature of a 
public blockchain [17]. Typically, they are permission-less 
systems in which all participants have official status. 
Access to a private blockchain is restricted to a small set of 
authorized users. Each node in this instance has been hand-
picked after extensive testing. They require special access 
credentials to join and do not pro-vide all users with the 
same privileges. Bitcoin is a pioneering permissionless 
blockchain protocol that continues to gain traction [18]. 
Every 10 minutes, a random miner is selected to have the 
privilege of adding a new block to the block-chain. Finding 
out who and how the next round of transactions will be 
introduced is the most pressing matter. Two common 
solutions to this issue are "proof of work" (PoW) and 
"proof of stake" (PoS). Let's examine the simplest possible 
scenario, where P1 makes a payment offer to P2. P1 first 
makes its intent clear, and then uses a cryptographic 
signature to ensure the integrity of the transaction. The 
network's miners verify the authenticity of all transactions 
and digital signatures. Following these procedures, the 
latest transactions are included in the distributed ledger. A 
hash, a unique code that incorporates the hash of the prior 
item in the chain, is used to link each block in the chain to 
the one before it. Miners are re-quired to do a number of 
computations to demonstrate their leadership abilities [19]. 
These computations resolve a problem by fitting a variable-
size data set into a fixed-size one. Any given network may 
use one of these procedures to choose a leader. Many 
miners race to be the first to solve the challenge and 
broadcast their answer to the network in Proof of Work 
(PoW). Further miners check to ensure the accuracy of the 
completed work. When this is established, the miner 
automatically becomes the group's leader. This method is 
computation-ally intensive due to the large number of 
miners attempting to answer the puzzle concurrently (see 
figure 2) [20]. 

2.1. Blockchain Limitations and Future 
Directions 

This study extensive literature coverage is indicative of 
the widespread interest in blockchain technology that has 
developed in recent years. It has the ability to completely 
transform the way people collaborate and share 
information since it sets the way for apps that will 
leverage linked devices in the future. However, it does 
have a few drawbacks, such as the following: 

• The block size and computation time required are 
too large a fixed point to allow it to scale with the 
number of linked devices. 

• It may necessitate transaction fees or another form 
of miner incentive in some implementations. 
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• It is dependent on a small number of powerful 
actors, such as miners, but is less centralized than 
the idea of a central bank. 

Blockchain participants have high computational and 
storage demands since they are responsible for keeping 
the whole ledger and serving as endorsers or miners in the 
transaction verification process. Because to these 
restrictions, blockchain technology is not suitable for a 
very big IoT system with many interconnected devices. 
To address these concerns, in 2019 the tangle protocol 
was proposed as a method of ensuring the integrity of 
IoT-related transactions [23]. It's more suited to solving 
the needs of the Internet of Things (IoT), including low 
resource consumption, broad interoperability, billions of 
nano-transactions, and data integrity, since it's quicker, 
uses less energy and resources, and is quantum-proof. 
 

3. Hyperledger Fabric 
Fabric is a decentralized operating system that 
permissioned blockchains may use to execute compiled 
code written in general purpose programming languages 
(like Go, Java, and Node.js). It skips cryptocurrency in 
favor of an append-only replicated ledger data structure, 
allowing for the secure preservation of execution history. 
In contrast to the standard order execute design used by 
other blockchain systems such as HLF's preview version 
[25], Fabric provides an execute-order-validate 
architecture [24]. The plan is to split off the process of 
placing an order and having a smart contract (SC) carry it 
out. When compared to the conventional state machine 
replication approach [26], this architecture has several 
advantages: it is more scalable, it makes more generous 
trust assumptions when validating transactions, it allows 
for non-deterministic SC to be used, and it allows for 
modular consensus implementations [28, 29]. The peers in 
Fabric are responsible for processing transactions and 
updating the distributed ledger. All network transactions 
are ordered by the orderers, who also propose new blocks 
and try to reach consensus. The accumulation of orders 
received from the ordering service. 

 

     Figure 2. Fabric high level transaction flow 

Each node in the network is a committer by default, 
meaning it receives a batch of transactions from the 

ordering service in the form of state updates in an ordered 
fashion and updates the distributed ledger. Each node in the 
network is responsible for validating new blocks, making 
any necessary adjustments to its own copy of the ledger, 
and adding the completed block to the chain. Peers who 
endorse a transaction are able to attest to its authenticity on 
behalf of the buyer or seller. An endorser provides the 
simulated transaction to the client after completing a mock 
transaction by executing the smart contract (SC; "chain 
code" in HLF) and appending the results with its crypto 
signature (known endorsement). Keep in mind that one 
peer node can play the roles of both endorser and 
committer. 

4. Security and privacy challenges with 
Cyber-Physical System 

The advent of IoT and wearable technologies in recent 
years has enhanced the quality of patient care by allowing 
for greater remote patient control. It also helps doctors treat 
more patients. The term "Remote Patient Management" 
(RPM) [30] refers to a system that monitors and treats 
patients outside of the typical hospital or clinic setting (at 
home, for instance). To begin, we can relax into the natural 
convenience of patient care. As necessary, patients should 
be connected with medical professionals. It improves 
service while decreasing expenses for hospitals. This is the 
primary motivation for healthcare professionals' pursuit of 
RPM delivery mechanisms. Health data from wearable 
devices is transmitted to hospitals or other medical 
facilities for use in patient monitoring and diagnosis. 
Wearable healthcare devices are microcontroller-based 
smart electronics that can be worn as clothing accessories. 
They don't get in the way, and users may access advanced 
capabilities like wire-free data transfer, real-time feedback, 
and alert systems from their computers. These gadgets will 
offer doctors with critical data, such as patient vitals, blood 
sugar levels, respiration patterns, etc. 
In order to ensure that the data's authenticity is maintained, 
it is essential that the data not be altered, lost, or corrupted 
in any way. Patients should have the power to control who 
has access to their data but should not have the ability to 
make any changes themselves. Information that is both 
trustworthy and publicly accessible in the medical field 
should be easily accessible regardless of specialization [31, 
32]. Hence, Medical CPS includes cutting-edge medical 
technologies and problems, such as complicated embedded 
systems enabled with communication services that can 
monitor a patient's body's control and physical features. 
Such examples are implantable biocompatible devices, 
robotic prosthetics, and proton therapy machines for 
treatment. In the event that one of these devices fails or 
breaks, it can have a serious impact on the health of the 
patients. Therefore, validating and certifying their proper 
operation is crucial, while being an arduous undertaking. 
Several critical infrastructures (CPSs) are currently under 
investigation after a variety of security flaws were found in 
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systems. Our research shows that while the services are 
forthright, they also have an insatiable appetite for 
knowledge. It is important to note that the same method can 
be used to address diverse privacy concerns, such as those 
involving the disclosure of patients' medical records for 
research purposes, etc. In a word, our solution can protect 
sensitive information from the following threats to privacy: 
Ownership of the Data: The users retain full control over 
their own data and are the sole proprietors of the 
information they generate. Assuming all goes well, the 
system will correctly identify the users as the genuine and 
authorized data and service controllers. 
Data Transparency and Auditability: Every user has the 
ability to adjust and regulate the information that are 
gathered about him or her, in addition to the manner in 
which those details are made visible to other users. 
Distributed ledgers are kept of all activity related to the 
data. 
Fine-grained Access Control: The need for several 
permissions to be provided after registration is a major 
issue for mobile applications.  

4.1 Applications of Blockchain in Healthcare 

Blockchain is being used to keep track of records in fields 
like public health and medical research which uses patient 
data. The criteria of feasibility, planned capabilities, and 
compliance [34] may be used to the evaluation of 
blockchain-based decentralized applications in the 
healthcare field. Vital for medical records, blockchain's 
primary advantage is that it leaves no digital footprint when 
a document is altered or deleted. Blockchain is being used 
by many countries, including Estonia, to protect health and 
clinical trial records by tying user access to predetermined 
levels of permission The final link in the supply chain 
should be the only one with access to the real-time records, 
thus bolstering the security of the process. Blockchain has 
various applications, including data sharing, access control, 
health records, audit trail management, and the supply 
chain [35]. 

4.2 Privacy and security concerns in a 
cyber-physical system 

Since cyber-physical systems are now widely employed in 
a variety of applications, it is imperative that security 
concerns associated with these systems be given a very 
high level of priority. Serious repercussions will result 
from the compromise of these systems (through numerous 
security vulnerabilities, assaults) in critical infrastructure 
[13]. Security countermeasures that integrate well into 
cyber-physical systems are necessary in the face of such 
threats. In addition to being challenging, the deployment 
and maintenance of patches and many other regular 
upgrades in cyber physical systems and control systems are 
also problematic. New research issues in MCPS [14] 
include high assurance software, interoperability, 

knowledge of context, security and privacy, and 
certifiability. In conclusion, MCPS allow various 
researchers, sectors, etc. to move forward by addressing 
privacy and security issues. Have in mind that it is a major 
challenge to create a CPS architecture that is both effective 
and visually appealing. A multi-view, multi-stakeholder, 
extensible framework is required for early design choices 
in CPS architecture. There are a number of potential 
problems that might develop with CPS, including those 
related to its adaptability, performance, dependability, 
portability, flexibility, heterogeneity, reliability, 
maintainability, verification, and compatibility. Thus, 
some major concerns and difficulties in CPS and MCPS are 
discussed here. 

Flaws in Biometric Capture Systems: CPSs offer a 
wide range of services to a large user base, making them 
susceptible to a variety of attacks. Contractors are hired to 
handle the system's most important functions. As a result, 
these companies may compromise or get access to 
customers' biometric and private data. 

Stored or collected data: Presents a significant chance 
for data leakage by private entities. Through the CPS 
network, a large number of private individuals are 
participating in the full sequence of registration and data 
generation procedures. As a result, it's crucial to assess the 
integrity and accountability of the participants/users. 

Cryptographic techniques: Public network security 
and commercially available cryptographic products 
provide security for CPS infrastructures. Using these 
approaches dramatically increases the likelihood of 
confidential data being lost, disrupted, observed on, 
monitored, or hacked. 

5. Proposed Solutions to the MCPS for 
Building Affordable, Accurate, reliable 
and innovative approach 

The affordable, accurate, reliable, and innovative 
permissioned Blockchain Technology has been proposed 
for secure healthcare cyber physical system. The proposed 
framework involves obtaining the patient data from the 
medical sensors through IoT gateway. The collected data 
from the patients are secured using permissioned 
blockchain and stored in the cloud. The data accessor 
(doctors) requests the miner to access the patient data, 
which is stored in the cloud, the miner check the 
authentication of the doctors if authenticated miner 
provides the access to the data. 
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Figure 3. Proposed block diagram 
 

The permissioned blockchain's high-level architecture is 
depicted in Figure 3. Here, when a transaction is requested, 
a data structure is broadcast to all nodes in the network so 
that they can keep track of the collection of transactions. 
Before any new blocks are added to the blockchain, all the 
nodes verify the previous ones. Verifying blocks results in 
a financial incentive for participating nodes. 

In a similar vein, when a new node is added to the 
blockchain network, it is provided with a full copy of the 
blockchain. Whenever a new block has been added to the 
blockchain, the information is shared around all of the 
nodes that are currently active in the network. After that, 
every node verifies the block to ensure the information 
contained within it is accurate. If everything checks out, the 
block will be added to the local blockchain on each node. 

 

 
      

Figure 4. Fabric high level transaction flow 
 
• Affordable: Light weight digital signature was 

utilized for low-powered devices, and light weight 
ring signature was used in addition to digital 
signature to protect user anonymity at a low cost. 

• Accurate: employs a pair of symmetric encryption 
algorithms, one for the data and one for the key, to 
foil any attempts at tampering or hacking. 

• Trustworthy: Information is received without 
corruption, loss, or deletion. 

• Innovative: In order to simplify things, we created 
an MCPS-based overlay network, which involves 
splitting networks up into multiple clusters (instead 
than using a proof of work mechanism or a single 
chain of blocks). 

• Innovation: Our method is more efficient than 
existing models and frameworks in establishing 
appropriate security requirements and protecting 
user privacy in medical cyber physical systems. 

 

6. Conclusion 

MCPS is becoming more important and will be an 
important part of the connected digital eco-system in the 
near future. Despite its many benefits, MCPS is 
increasingly at risk due to rising worries about electronic 
health records (EHR). Since more and more people are 
coming to rely on MCPS to supply EHR data sets, privacy 
and security concerns are anticipated to increase as a result 
of this trend. The study proposes enabling MCPS with 
blockchain technology so as to take use of the 
characteristics of a blockchain. In contrast to bitcoin's 
public and unchangeable ecosystem, the MCPS would 
prefer a permissions-based blockchain with encrypted data 
transfers. This study suggests using multichain enterprise 
[19] blockchain as a way to reach this goal, since it offers 
both safe storage and permission control at the bare thread 
level. In a secure environment, patients would be able to 
control who has access to their electronic health records. 
While in this work we suggest a blockchain-enabled MCPS 
model and provide a proof of concept using a simplified 
example, there are still many other avenues to explore. In 
the present paper, blockchain and cloud services have been 
used to store data sets. In any case, blockchain technologies 
like IPFS [20, 21] can make this storage even more 
decentralized. The actual potential of blockchain will be 
realized if decentralization is extended to storage in a 
variety of blockchain-enabled applications. Furthermore, 
blockchain capabilities can be scaled to much larger levels 
with the use of artificial intelligence [22]. Hence, while our 
study has established a proof of concept on a limited scale 
model, there are certain to be obstacles in a particular real 
time situation, as mentioned in Sect. 4, that must be 
handled before the full potential of decentralized via 
blockchain can be achieved. 
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