EAl Endorsed Transactions

on Smart Cities Research Article EALLEU

An Efficient Substitution Box design with a chaotic
logistic map and Linear Congruential Generator for
secure communication in Smart cities

1,2,* . .3
Muhammad Asim Hashmi , Noshina Tariq

1
Department of Electronics, Quaid-i-Azam University, Islamabad, Pakistan (E-mail: mahashmi@ele.gau.edu.pk)
2Department of Electrical and Computer Engineering, Air University, Islamabad, Pakistan

3
Department of Avionics Engineering, Air University, Islamabad, Pakistan (E-mail: noshina.tarig@mail.au.edu.pk)

Abstract

The study provides a unique method for creating an efficient substitution box (S-box) for advanced encryption
standards using a Chaotic Logistic Map (CLM) and a Linear Congruential Generator (LCG) (AES) for secure
communications in a smart city. The Pseudo-Random Number Generator (PRNG), which is further examined,
is constructed using an extensive search of reasonable possibilities for the initial seed and set parameters. Using

statistical testing, the performance analysis of the new S-box is assessed. Additionally, the resilience of
differential, as well as linear cryptanalysis, is shown. It is derived using other features, including nonlinearity,
the Bit Independence Criterion (BIC), and the Strict Avalanche Criterion (SAC). The suggested S-box has good
potential and is usable for symmetric key cryptography, according to the features of the new S-cryptographic
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1. Introduction

Irrevocable protection of both a transmitter and a receiver
is essential for a secure communication network in smart
cities. For all modern techno-driven smart automation, the
security of the communication between the application
and the controlling network is one of the major concerns.
For this considerable problem both encryption and
decryption are practical answers to this significant issue.
Encryption makes communication unintelligible for any
unauthorized user or intruder. To make communication
networks in smart cities, modern encryption schemes
provide a solution for secure information flow. Some
markedly essential applications for which security and

2 EAI

privacy are topmost concerns include (but are not limited
to) Raspberry Pi-based automation systems for smart
homes and SMEs that primarily need secure
communications [1]. Communications in smart cities meal
preparation [2], and waste management [3] needs end-to-
end security. All protocols and architecture presented in
[4] require secure communications.

The modern standards for data encryption, which are
known as Advanced Encryption Standards (AES), were
first released by NIST in the year 2000 and comprised
four primary operations, which are Substitution Byte,
Shift Rows, Add Round Key, and Mix Columns [5] [6].
This algorithm's replacement step, essential to encryption,
is carried out via a 256-element array known as the
Substitution box (S-box). The design of this S-box in AES
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is crucial since it makes the algorithm difficult to break
and causes confusion and dissemination [7]. Plain and
encrypted text in a cryptogram that uses a simple
substitution approach is identical. Substitution and
permutation are the two fundamental conditions for a
nonlinear encryption method that must be met for a
system to be impermeable to frequency analysis [8].

For this reason, the S-box is tested for additional
cryptographic  features and intended to  resist
cryptanalysis. Bit Independence Criterion (BIC),
nonlinearity, Strict  Avalanche Criterion (SAC),
Bijectivity, Linear and Differential Approximated
Probabilities, and SAC-BIC analysis all contribute to the
S-box robustness. Most researchers employed chaotic
maps to create new S-boxes last year to solve this
research problem; some of the most prominent ones are
covered in the literature review.

This paper presents a simple and quick approach to
creating a cryptographically efficient S-box for AES. It
offers a circular shift approach and develops an S-box
with many iterations for a single output at the level of
random number generation. Additionally, the approach
permutes the intended vector to enhance statistical tests
used in cryptography. With the help of this technique, the
suggested S-Box is further statistically assessed for the
cryptographic application by the needed cryptographic
features, demonstrating the method's broad applicability.
The following is a list of the suggested model's key
contributions:

1. A novel and fast method is proposed to design a
cryptographically efficient S-box for AES.

2. More than one iteration is used to generate a
single output at a random number generation
level while designing the proposed S-box.

3. A robust S-box has been presented by
introducing the circular shift technique.

4. A permutation matrix of 256 entries-based maps
is presented based on simple programming.

The next sections of the paper are as follows: Section 2
provides the literature review. Section 3 gives some
insight into the background. Section 4 presents the
proposed model to design an S-box for AES. The
statistical testing and performance of the proposed S-Box
are analyzed, and discussions are presented in Section 5,
while Section 6 is the conclusion section.

2. Literature Review

From classical data security requirements to modern
applications like Energy efficient routing protocols [30],
unmanned aerial vehicles [31], block chain technology
[32], efficient operations in data storage [33], mobile
communication networks [34], the cryptographic
algorithm plays a vital role in data security. By examining
the effects of the Chaos base approach on block ciphers,
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Jakimoski et al. [9] produced a Chaos-based S-box. This
S-box is significantly nonlinear and appropriate for
Cryptography applications where encryption is needed,
and substitution is part of the encryption technique.
Grouping Tang et al. [10] developed a technique for
designing S-boxes that yields dynamically powerful
cryptographic substitution box. It used a two-dimensional
(2D) discretized chaotic Baker map cryptographically
superior to Jakimoskie’s S-box. Gondal et al. [11]
introduced a novel approach for S-box design that was
significantly nonlinear. The approach relied on a chaotic
Bakers map and a scaled-down version of an 8-bit block
cipher. The behavior in a chaotic logistic map renders the
algorithm incomprehensible, adding to  the
unpredictability. Iqtidar et al. [12] applied a chaotic
logistic map's output to a linear functional transformation.
They presented a novel method for creating a
considerably nonlinear S-box with all the cryptographic
features. Zhongyun et al. [13] suggested a unique strategy
equivalent to previous relevant S-boxes using the entire
Latin square method. Qing et al. [14] developed a more
extensive chaotic range and many chaotic features
utilizing the Logistic-Sine System. Akram et al. [15]
suggested a novel approach for designing an S-box based
on a chaotic sine map. The approach utilized to create this
S-box is straightforward to apply. This method secures the
permutations and maps generated values with a
permutation matrix of 256 entries. The map used (in this
method) is based on simple programming and does not
have solid mathematical roots. Using credibility complex
fuzzy sets (CCFS), Yahya et al. [28] proposed a novel
scheme for designing an S-box for the encryption of
images and discussed the results for the suitability of the
proposed S-box for image encryption.

3. Background

The methods, which are chaos-based Pseudo-Random
Number Generators (PRNGs), played a vital role in
designing robust cryptographic algorithms in the previous
two decades. Some markedly on the top are included in
section 1.1. We took two different PRNGs to design a
novel S-box. The structure of the AES algorithm for a
single round of encryption is shown in Figure 1 [29].
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Figure 1. AES encryption process

Except for these four steps, all other steps, such as
adding a round key, mixing columns, and shifting rows,
are linear operations [12] [15]. That is why the S-box is
the only factor that introduces nonlinearity in an
algorithm. The substitution operation is described in
Figure 2.

Figure 2. Substitution in AES

In the substitution process, the entry or plain text gets
changed according to the value of the location in the S-
box. For example, if the value of the plain text is "3F,"
then the value at the 63™ location of the S-box will be
substituted accordingly. The number of rows and columns
is equal (16x16) for AES, whichfulfills all the required
substitution possibilities in the American Standard Code
for Information Interchange (ASCII) [5]. This substitution
is possible only if a randomly permuted unique string of
[0-255] elements exists. An unpredictable random number
generator is required to generate this string unintelligibly
and robustly [13]. A chaotic logistic map is a well-known
chaos-based random number generator for its sensitive
output upon a slight change in initial conditions.

A good PRNG means highly unpredictable output for
miner input values change. For all PRNGs, there are some
fixed parameters and seed values. In our experiment for
both PRNGs, which are chaotic logistic maps and linear
congruential generators, we have some fixed parameters
and a seed value, as described in Tables 1 and 3 of
Section 3.

4. Proposed Architecture

The design scheme is presented by division into two
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subsections. Subsection 4.1 elaborates on the scheme of
random permutations with the help of CLM, while
subsection 4.2 describes the mapping vector. Finally, a
novel S-box is generated using both vectors, as shown in
Fig. 3.

1. Chaotic Logistic Map
2. Linear Congruential Generator
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Figure 3. Proposed Architecture

4.1. Chaotic Logistic Map

A logistic map is highly sensitive to initial conditions and
is an efficient chaotic map [12]. Mathematically CLM is
defined in Equation 1.

Xn+1 = Xn(1 - Xn) (D)

In Equation 1, X1 refers to the output of the seed and
initial conditions for the n" iteration. The Xn defines the
seed value for the first iteration or the output of previous
iterations. In this study, values ranging from 0-255 are
extracted from GF (2%), and a proportional gain F is
applied to make the output suitable for usage with GF
(28). Following a significant amount of trial and error, the
initial values that were established for seed, modulus, and
constant variable are shown in Table 1.

Table 1. Initial values for Chaotic Logistic map

Variable Value
F 19731
Xn 0.167

Create a string using a hundred thousand iterations,
then reformat it into a 100x1000 matrix. Following that, a
circular shift of ten columns and ten rows, respectively, is
applied to the matrix. Now, choose just the tenth or its
multiplier part of this string to generate an S-box, which
will provide us with an array containing 10000 items.
After removing any instances of duplication from this
array, the resultant matrix (G) will consist of the 256
items presented in the following order. Figure 4 presents
the matrix in its entirety, designed using Matlab.
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Algorithm 1 CLM Random Permutations

Required: Permuted unique random values in GF(28)
1: Parameters: PRNG equation, scaling factor, seed
2:Int seed Xn (Xn = seed value)

3: Int scaling factor S (S =19731)

4: Int modulus M (M = 256)

131 174 1e7 229 127 29 178 209
65 22 126 g0 64 15 63 247
188 le4g 105 195 le3 138 74
3 243 114 203 4 & 81 252
6l 7 228 193 45 102 125 115
172 G4 182 210 140 110 122
41 &7 14 121 66 21% 254 124
231 202 251 78 g6 ) 221 230
168 20 16l 162 8 223 108
1le5s 116 256 5e 71 a7 TE 216
186 217 108 107 112 a7 128
224 36 123 207 laa 198 232
153 227 150 g 27 17 212
255 449 24 178 237 19z BB 2
234 it a0 101 le0 225 244
93 233 137 37 240 1l4s T2

5: For iteration 1:1000000

6: X(i+1) = X(i+1)* (l-X(i+1)) mod M

7: Output = Circular shift (output,10,10)
8: Forl =1:100000

9: CLM (i) = Output (i*10)

10: end

a9z 143 241 130 103 246 g9 a8
55 31 ] 62 25 35 215 1lza
236 109 220 23 139 144 1 =17
10 95 175 158 124 204 121 150
58 47 170 B3 48 17& 132 2
136 2086 222 180 =k 91 211 181
43 B 135 245 44 33 54 a
T3 154 196 100 145 184 135 a7
26 142 147 B7 104 117 21 156
T0 T3 111 238 8 42 250 87

& 30 253 157 &0 40
98 173 238 B85 2 213 235 28
34 32 159 113 151 89 51 134
75 242 201 177 16 214 50 226
39 141 1113 205 148 171 12 200
133 152 53 183 120 46 13 13

Figure 4. The Figure presents the Initial 16X16 matrix designed by applying initial conditions to the chaotic logistic
map. The simulations are made using Matlab.

4.2. Linear Congruential Generator

The quickest random number generator is a linear
congruential pseudo-random number generator (LCG)
[17]. Equation 2 mathematically defines the LCG.

Xn+1) = (@Xn+ €) mod M 2

The values of both multiplicative factor a and additive
factor c lie between 0 and the value of modulus M. X1y,
which refers to the output value of the n™ iteration. In
contrast, X refers to the seed value for the n'" iteration.
In our experiment, we employ LCG as a mapping vector.
Table 3 shows the beginning values for LCG in this
experiment.

Table 2. Initial Conditions for Linear Congruential

generator
Variable Value
Multiplicative factor (a) 11
Addition factor (c) 7
Modulus (M) 19731

D EA

Since the values of both the multiplicative and additive
factors are less than 19731 and greater than 0, it fulfills
the primary requirement of LCG. The output vector is
confined to modulus N using these starting values, as
shown in Equation 3.

M@i) =X@) modN  (3)

Using this pseudo-random number generator, this work
creates an initial string after 10000 iterations. It builds a
vector from them by defining them in mod 257 and
generates a vector of (1-256). In this regard, Table 4
shows the permutation matrix (P).

Algorithm 2 LCG Permutations

Required: Permuted unique random values from (1-256)
1: Parameters: PRNG equation, Additive factor, seed
2:Int seed Xn (Xn = seed value)

4: Int multiplicative factor “A” (A =7)

5: Int multiplicative factor “c” (c=11)

6: Int modulus M (M = 256)

7: Int modulus M (N = 257)
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8: For iteration 1:10000

6: Xy = (@Xn+ €) mod M

8: Forl =1:1000

9: LCG (i) = Output (i*10) Mod 257 ; Unique
10: G(i) = LCG (i);

11: end

S(P(i)) = G(i) (4)

18 205 2 64 40 256 62
92 198 81 185 102 155
125 72 6l 255 51 54 8
110 197 93 60 70 213 211
147 128 207 120 17 86 240
226 a7 112 20 202 231 168
223 228 le3 233 41 77 152
3 251 115 161 a5 128 141
150 7 113 222 252 126 43
12 98 13 173 3 63 48
31 148 103 145 208 34 2le
46 45 32 71 183 140 188

] 224 28 15 121 52 127
130 114 250 24 ga T4 134
174 254 55 2 171 170 28
26 35 137 154 100 180 136

175

This vector specifies the permutation positions for the
Matrix G. Figure 4 depicts the planned S-box. This
mapping vector leads to the final design of the
substitution box. The proposed s-box is presented in
Figure 6. Row 1 and column 1 in Figure 5 determine the
locations of entries.

Algorithm 3 Mapping

1:IntP, G

2: For i=1:256

3: S(P(i)) =G (i)

4: End

50 76 8 182 £9 227 108 9
155 4 142 201 185 245 24 22
42 187 215 199 1las 10 133 243
177 45 132 91 237 189 146 67
38 27 116 172 z4g9 234 44 105
106 236 33 121 23 183 138 248
82 229 248 118 169 180 187
47 62 75 203 242 156 14 8
244 144 165 56 119 122 180 158
96 135 8 & 30 151 184 109
217 2 E6 2189 87 153 65 241

15 230 58 253 1886 22 117

230 157 192 101 85 21 39 238
2 57 200 37 139 7o z10 178
235 178 186 88 131 232 z1z2 204
11 247 25 53 107 181 225 111

Figure 5. Figure shows the mapping functions for initial CLM permutations. The matrix is designed using Linear
Congruential Generator with initial conditions

o4 45 222 36 60 80O 94

5 131 1a7 =} 30 43 118
Tl 38 233 163 150 99 208
31 210 231 17 154 74 240
98 lg9 177 183 103 151 113
238 235 59 138 4 102 15
20 252 51 a0 207 B 06
111 215 127 87 le4 205 48
153 53 66 242 247 237 2
144 93 236 B85 192 2le 136
133 47 108 S8 196 158 120
165 244 132 203 143 65 g9
256 lan a5 105 218 114 137
185 9 224 178 57 194 3
173 186 73 a7 214 B6 13
230 123 76 228 241 70 182

161

448
251
170

[
-1

L o T LR & ¢ B o ]

[ S
[a VI SR OV T i

7 107 T8 10 1ag 112 18 40
255 19l 126 226 le6 50 172 145
148 6l 14 141 25 81 246 9
175 138 77 21 52 1z &7 Ze

1 217 147 46 243 63 218 35

88 168 213 130 22 146 39 135
79 42 13 al 23 220 110 152
72 254 122 250 201 128 171 181
137 157 44 64 62 6 121 48
211 37 225 118 140 11 176 24
16 55 le0 104 100 253 39 202
158 154 83 232 200 101 20a g4
221 32 =14 204 174 lza 124 248
119 156 234 1449 T lez2 134 g
115 63 208 2 41 34 185
142 33 82 159 155 227 125 29

Figure 6. The resultant substitution box after mapping locations of CLM with the function of LCG.
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5. Performance Analysis

The suggested S-cryptographic box's features are
subjected to a statistical analysis in which the probability
of nonlinearity, BIC, bijectivity, SABIC, SAC,
differential approximation, and linear are considered.

5.1 Bijectivity

The S-box is bijective [14] if and only if every input has a
unigue mapping on the output and correspondingly unique
values in GF (28).

Bijectivity

Non-linearity

Bit
Independenc
e Criterion

Strict
Avalanche
Criterion

Linear
approximati
on
probability

Figure 7. Proposed steps in Performance analysis

5.2 Nonlinearity

High nonlinearity is the most crucial statistical feature of
an S-box. This feature reveals a shift in the bits between
two successive encrypted sentences [19]. A nonlinear
Boolean function g(x) may be represented by its Walsh
spectrum [20]. Figure 8 depicts the suggested S-box
nonlinearity from a function perspective.

2 EA

Max = 108
120 Avg =104

o) (1) f2) fi3) fid) f(5) f(8) f(7)

Figure 8. Proposed s-box Nonlinearity

5.3 Bit Independence Criterion

For this reason, Webster and Tavares [22] developed the
Bit independence criteria. Analyzing the S-box's strength
using this technique is standard practice. It indicates that
any shift in the bits sent out does not affect any other
pairs. That is to say, during nonlinearity in sequence or
the avalanche effect, if a single bit in the input is altered,
its behaviour at the output is unrelated to any preceding
bits. The BIC-SAC and BIC nonlinearity are calculated,
shown in Figure 9 and Figure 10, and a comparison is
given in Table 4.

BIC-NL
2

ProposedRef (23] Ref [22] Ref [21) Ref [20] Ref [16] Ref [11] Ref [8] Optimal
Proposed scheme

Figure 9. BIC-NL comparison
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BIC- SAC

Proposed Ref [23] Ref [22) Ref[21] Ref [20] Ref[16] Ref [11] Ref[8] Optimal
Proposed scheme

Figure 10. BIC-SAC comparison

5.4 Strict Avalanche Criterion

The Strict Avalanche Criterion (SAC) was developed by
Webster and Tavares [22]. By this definition, if a single
bit of input is complemented, then all bits of the output
will change with probability half. Thus the function
satisfies the SAC. Half of the encryption bits will be
reversed if one bit of plain text is inverted. Table 6
presents the results of the SAC analysis; Figure 11
provides a visual comparison. Whereas Table 4 compares
the value to that of other well-known coded S-boxes.

Table 3. Strict Avalanche Criterion results

Table 4. Comparison table of Results

Scheme NL BIC SAC SéAI(C: LAP DAP
Proposed 104 102 0.498 0.503 0.132 | 0.0390
Anees et

al.[24] 102 103 0.507 0.502 0.141 | 0.0468
Khan et

al.[25] 100 101 0.481 0.496 0.171 | 0.0625
Khan et

al.[26] 102 102 0.517 0.479 0.164 0.210

v;/langO]et 104 | 103 | 0485 | 00476 | 0.141 | 0.0390

Ba'e[zlgﬁt a1 105 | 105 | 0500 | 0500 | 0.125 | 0.0468
Kim et
B 104 | 104 | 0503 | 0503 | 0.09 | 0.0468
Hussain et
o 112 | 112 | 0504 | 0504 | 0.062 | 0.0156

Optimal 120 120 0.500 0.500 0.062 | 0.0156

SAC Maximum 0.59
SAC Minimum 0.41
Average Value 0.498
Variance 0.042
08
- Optimal Value .

04F

0zp

proposed Ref [23] Ref [22] Ref[21] Ref[20] Ref[16] Ref[11] Ref[8] Optimal
Proposed scheme

Figure 11. SAC Comparison
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5.5 Linear approximation probability

Linear Approximation Probability (LAP) is the most
significant value of an event's imbalance. In order to
provide an equal number of output and input bits, the
mask selects the parity of the bits [23]. The proposed S-
box show the LAP values better than Ref [ 20, 24, 25, 26]
and comparable to Ref. [15, 27]. The graphical
comparison of LAPs is in Figure 12, and the comparison
is given in Table 4.

proposed Ref[23] Ref[22] Refl21] Ref[20] Ref(16] Ref[11] Ref[8] Optimal
Proposed scheme

Figure 12. LAP Comparison

5.6 Differential approximation
probability

An S-box's Differential Approximation Probability (DAP)
measures differential uniformity [23]. The DAP method
ensures that each differential at the input is uniquely
mapped at the output. It is ideal for making this
approximation probability as low as possible. The optimal
value of this probability is 0.062. The comparative
analyses of LAP and DAP are provided in Table 4. It
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shows that the proposed method has DAP values better
than Ref. [15, 20, 24, 25, 26, 27]. The graphical
comparison of DAPs is shown in Figure 13, and the
comparison is given in Analysis Table.

0.06

0.05

0.04

0.03

0.02
0

proposed Refl23] Refl21] Refl20] Ref[16] Ref[11] Ref[8] Optimal
Proposed scheme

DAP
a

=1

o

Figure 13. DAP Comparison

The comparison table shows that the nonlinearity of the
proposed s-box is 3.921% better than Khan et al. [25] and
1.942 % better than Anees et al. [24] and Khan et al. [26].
The BIC values are 0.985% better than Khan et al. [25].
The difference in SAC from the optimal value is 4.27%
better than the lowest value [25] in Table 4. LAP values
are lower than Anees et al. [24], Khan et al. [25], Khan et
al. [26], and Wang et al. [20]. Similarly, the DAP values
are better than Anees et al. [24], Khan et al. [25], Khan et
al. [26] and Balezi et al. [15], and Kim et al. [27]. The

Results show that the proposed method for designing
the s-box is prominently applicable to cryptographic
applications.

6. Conclusions

This article presents a basic but effective way of creating
S-boxes. A chaotic logistic map and a linear congruential
pseudo-random number generator create a reliable S-box
architecture. The created S-box is compared to the
codified S-box to assess its resistance to cryptanalysis
assaults. The effectiveness of the created S-box
demonstrates the tremendous potential of this AES S-box
for cryptographic applications. For all applications in
smart cities where encryption is required, this is a vital
part of the algorithm on application level uses. Future
applications of this technique include the encryption of
still images and moving video by breaking a movie down
into individual frames and encrypting each one in turn.
The cryptographic properties of this work show that the
method fulfills all required properties for secure
communication between a transmitter and a receiver.
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