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Abstract

The world’s dynamics is evolving with artificial intelligence (Al) and the results are smart products. A smart city has smart
city is collection of smart innovations powered with Al and internet of things (IoTs). Along with the ease and comfort that
the concept of a smart city pointed at, many security concerns are being raised that hinders the path of its flourishment. An
Intrusion Detection System (IDS) monitors the whole network traffic and alerts in case of any anomaly. A Machine Learning-

based IDS intelligently senses the network threats, takes decisions about data packet legibility and alarm the user.
Researchers have deployed various ML techniques to IDS to improve the detection accuracy. This work presents a
comparative analysis of various ML algorithms trained over UNSW-NB15 dataset. ADA Boost, Linear Support Vector
Machine (LSVM), Auto Encoder Classifier, Quadratic Support Vector Machine (QSVM) and Multi-Layer Perceptron
algorithms are being employed in the stimulation. ADA Boost showed an excellent accuracy of 98.3% in the results.
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1. Introduction

Technological inventions have changed the dynamics of
world. Infrastructure in every industry is automated with the
use of IoT and wireless communication networks. Smart
cities are based on wireless connectivity where infrastructure
less topological scenario allows many cyber-attacks.
Therefore, vulnerabilities in smart cities need to be addressed
with proper solution. The area of smart cities is quite diverse
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with having many applications which include e-government,
smart homes, intelligent transportation, tele-medicines, smart
grid, UAVs monitoring, energy and many more [1-4].

Data network security is the topic for many researchers
around the world due to ever-increasing cyber-attacks.
Intrusion detection is the system which needs to identify fake
data packets easily. Optimal IDS algorithm balance high
accuracy with the metrics of false negative and false positive.
Also, the main goal of IDS is to detect possible cyber-attacks.
However, intrusion detection system is based on normal and

EAI Endorsed Transactions on
Smart Cities
| Volume 7 | Issue 2 |


mailto:https://creativecommons.org/licenses/by/4.0/
mailto:https://creativecommons.org/licenses/by/4.0/
mailto:usmanhaider@ieee.org
mailto:maria.nawaz160@gmail.com
mailto:yaseen.ayub@ieee.org
mailto:fa18-bcs-053@cuiatk.edu.pk
mailto:tarandeepkaur42@gmail.com
mailto:sp19-bcs-011@cuiatk.edu.pk

M. N. Chohan et al.

illegal data packets. Moreover, smart cities need secure
communication channels due to that IDS plays important role
[5-8]. Figure 1, shows the concept of smart cities which
further explains smart house, hospitals, vehicles and how a
smart city is going to be connected. UAVs can be merged
with smart cities which can help in connectivity. Secure
communication links are designed to reduce end-to-end

Centeral Station

Smart Hospital ((;3)))

__________

delay. While, false data injection attacks can be deployed
with help of intruder to unbalance communication in remote
surgery of high official patient. Various technologies like
markov chain, machine learning, deep learning, ant colony
optimization and poisson distribution use to improve
signature, anomaly or hybrid intrusion detection systems [9-
13].

Figure1: Future Connected Smart Cities

2. Literature Study

The concept of smart cities is the need of today but due to
automation there exist many connectivity problems. UAVs
operations are possible in smart cities to collect
information from IoT nodes and send to base station.
Therefore, UAVs actively plays important role in smart
cities. DSDV routing protocol is having the process of
incremental updates which is helpful to improve and secure
communication standards in UAV enabled smart cities
[14]. Moreover, for secure communication protocols need
to be designed to mitigate related problems of the network
[15]. Wireless connected technology like IEEE 802.11
needs more improvements. RSSI controlled machine
learning approach decision tree is introduced which has
shown better results in signal strength indicator [16]. IoT
networks in smart cities connect everything through
wireless technology. Block chain in smart cities can
provide better solutions in many applications [17]. Table 1,
describes the security attacks/violation, related challenges
in smart cities and gives an overview of researches in this
area.
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3. Cyber Threats on Smart Cities

IoT Networks are vulnerable to the cyber-attacks, so in a
smart city such threats are a big challenge to counter. DOS,
DDOS, Sybil attack, SQL injection and Malware attacks
are common types of attacks in IoT environment thus smart
cities are also subjected to these attacks. So, the result of
this insecure sensor node network can be system crashing
or service termination if left solution less and unsecure.
Such technical failures can be a full stop to this
advancement. Fortunately, no one is left helpless over these
threats because many solutions are been available of
various nature can be used accordingly [28-29].
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3.1. Denial of Service Attack (DoS) on Smart
cities

no one is Denial of Service (DoS) attack is most basic type
of attack that can cause the victim system to crash down or
become unavailable even for the legal users due is huge
imbursement of the data packets by the hacker or intruder.
Thus, the purpose of this attack is the hang up victim
services, like an attack on a Smart Grid in Ukraine in 2015.

In smart cities, such system unavailability can cause a
havoc, so the monitoring of all network traffic is certain
[30]. Figure 2, explains DoS attack mechanism in detail,
how a system is being attacked in dos and represent the
service termination as attack result.

Table 1: Cyber Attacks with related challenges

Security Field of . .
Reference Attacks/Violations Study Description
IoT needs to be secure thus an analysis is necessary
[18] DDoS, Access Attack IoT to be done on various kind of attacks and solution to
them.
Man-in-the-middle
(MITM) attack, Ping This paper proposed a deep leaning approach to
[19] DDoS Flood attack, IoT detect the mentioned attacks and applies long short-
Modbus Query term memory (LSTM) module.
Flood attack, and TCP
SYN DDoS Flood attack
[20] DDoS, Malware IoT This work analyzes the real time attacks and suggest
a threefold approach.
In a smart power system, loT managed load could be
[21] DDoS IoT vulnerable to attacks. This paper presents a detailed
report on threat analysis.
The security of smart electric vehicles is subject into
[22] False data injection attack IoT account by this work and proposes semidefinite
programming approach-based algorithm.
Denial of Service (DoS)
23] attacks, injections, Man in [oT This paper proposed management-based solution to
the Middle attacks, buffer cyber-attacks.
overflow
DoS, DDoS, Zero-day Growth. of I.oT i§ the m'arkets has' given rise to
[24] IoT cybercrime in this domain and this work offers
attacks, MITM . . .
detailed analysis of known defense techniques.
This paper tries to cover the destruction of DDoS
[25] DDoS IoT attack with deep learning approach with an excellent
efficiency
[26] Intrusion attacks IoT This paper provides a hybrid approach for intelligent
secure system.
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ATTACKER

Figure 2: Denial-of-Service attack

3.2 Distributed Denial of Service Attack

(DDoS) on Smart Cities

Distributed Denial of service (DDoS) Attack is type of DoS
attacked and it can be on single victim or group of victims
with multiple systems operated via channels using various
compromised Systems or Botnets. A victim compromised
with such an attack in smart, drains out resources of the
server or network infrastructure by entertaining
overwhelming faulty packets in place legitimate packets
thus they remain unpleased over the victim. In this way all
communications can be disrupted with multiple
consequences [31]. Figure 3 shows the concept of DDoS
attacks on smart cities and understanding of attacker,
handler, botnet and victim in this type of attack.
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Figure 3: DDoS attack
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3.3 Sybil Attack on Smart Cities

In Sybil attack, the hacker pretends multiple identities
using them all at the same time thus these pseudoidentities
compromise the system efficiency. So, in a smart city,
aftershocks of this of attacks are privacy loss, fallacious
report generation, spam encounter etc. Moreover, Sybil
attackers incorporate various other types of attacks like
phishing, social engineering, malware etc. and also
encourage Machine Learning (ML) methods in their attack
patters [32].

3.4 SQL Injection Attack on Smart Cities

Whenever the target is sensitive data, SQL injective is
famous way to proceed. This attack can read as well as
delete data and also this intrusion has application to destroy
SQL databases. All the sensitive data from various ends
and sensor nodes of smart appliances in a smart city can be
at risk. So, the databases in a smart city must be highly
protected for the users to have their privacy [33].

3.5 Malware Attack on Smart Cities

Malware is one of the largest group of threats with various
types and classes of intrusion and threats. Famous classes
of malware are ransomwares, trojans, worms etc. They
actually infect the victim with various kind of viruses thus
resulting in victims’ data loss. In a smart city, all the
customer’s data can be at stack of destruction thus leaving
the core cause of easing humanity smart cities [34].

4. Machine Learning Based Intrusion
Detection System

The finest approach in the detection and mitigation of
various threats in smart cities is machine learning. We are
using ML for the detection of Cyber threats in networks of
a smart city. There are three main types of ML approaches:
anomaly-based, signature-based and hybrid. Anomaly-
based detection is through the system intelligence trained
through various techniques [35], signature-based approach
cross compares the network traffic with existing signature
or attack pattern thus results threat detection [36] and
hybrid system is mixture of assets of both thus more
effective and accurate than both of then [37]. Depending on
environment scenarios, various researchers have developed
different types of IDSs using different approaches,
algorithms with different target systems and compare the
precision and accuracy of their proposed algorithm with
other algorithms in their case study [38-39].
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5. Simulation Environment & Results

Python is used to create the simulation environment. The
most popular dataset UNSW-NBI15 is used. However,
machine learning algorithms like ADA Boost, Auto
Encoder Classifier, Linear Support Vector Machine,
Quadratic Support Vector Machine and Multi-Layer
Perceptron are simulated to detect cyber-attacks [39-45].
Table 2 shows accuracies of machine learning algorithms
where ADA Boost shows better results in comparison with
other traditional techniques. Table 2, details are illustrated
in figure 4.

Table 2: Accuracy details of Machine learning

classifiers
S/No. Algorithms Accuracy
1 ADA Boost 98.3431
2 Auto Encoder Classifier 96.1133
3 Llnear Support Vector 97.8503
Machine
4 Quadr.atlc Support Vector 84.7305
Machine
5 Multi-Layer Perceptron 97.9735
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Figure 4: Comparative study of machine learning
algorithms using UNSW-NB15

6. Conclusion

Smart cities are considered a novel concept while, cyber-
attacks can unbalance life of humans. Therefore, most of
the researchers have merged smart cities with UAVs to
provide better connectivity. Machine learning based IDS
approach is used in the concept of smart cities. For

2 EAI

experimentation, UNSW Australia based dataset is used to
check the raw traffic problems and attacks. Machine
learning algorithms are used where ADA Boost has shown
optimal results.

7. Future Direction

In near future, the use of technology is increasing on daily
basis. Security is considered main issue in every field of
study. Therefore, machine learning based intrusion
detection system will easily detect attacks in IoT-
networks. Moreover, deep learning, artificial intelligence,
genetic algorithm-based IDS need to be designed for future
smart cities.
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