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Abstract 
INTRODUCTION: As digital transformation progresses, power communication networks become exposed to increasingly 
complex security threats. Moreover, traditional routing algorithms cannot perceive or respond to dynamic security threats, 
making reliable data transmission difficult to achieve under network attack conditions. OBJECTIVES: Therefore, this study 
proposes a risk-aware secure routing (RASR) mechanism for power communication networks based on graph neural 
networks (GNNs). METHODS: The mechanism first introduces an autoencoder-graph neural network (AGNN) architecture 
for determining critical nodes, thus establishing a scoring prediction model customized to the structure of power 
communication backbone networks. It then integrates the essential scores of the nodes, historical failure rates, and traffic 
load factors to devise a path node risk quantification model. Finally, it incorporates risk quantification results into routing 
policies to enable proactive routing avoidance and thus bypass high-risk nodes. RESULTS: Experimental results show that 
the RASR algorithm effectively meets the differentiated service requirements of heterogeneous traffic—including delay-
sensitive, bandwidth-sensitive, and reliability-sensitive traffic. Compared with traditional routing algorithms, it demonstrates 
greater stability and fault tolerance under high-risk attack scenarios while eliminating the need for redundant backup 
strategies, thereby markedly reducing resource overhead. CONCLUSION: Therefore, the proposed mechanism offers 
important theoretical support and a novel technical approach for establishing secure, reliable power communication 
networks. 
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1. Introduction

As digital transformation advances, powerful 
communication networks increasingly support critical 
finance, industry, health care, and related sector operations. 
However, frequent cyberattacks driven by increasingly 
sophisticated methods have exposed these networks to 
unprecedented security threats [1,2]. Exacerbating this 
situation, traditional network routing mechanisms mainly 
rely on static topology information and performance 
metrics for path selection [3], thus lacking the ability to 
perceive and respond to dynamic security threats. When 
facing network infrastructure attacks such as DDoS attacks 
or node hijacking, such mechanisms have difficulty 
adjusting routing policies rapidly. As such, attacked nodes 
____________________________  
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or links may experience performance degradation, data  
loss, or complete failure [4,5]. As networks continue to  
scale and attack methods evolve, this problem intensifies. 
Thus, an urgent need exists to develop new, risk-aware 
secure routing mechanisms to address complex 
cybersecurity challenges. Existing routing algorithms are 
primarily categorized into traditional routing, heuristic 
routing, and deep reinforcement learning-based routing 
algorithms [6]. Traditional routing algorithms compute 
paths based on predefined metrics such as the hop count, 
bandwidth, and latency. Furthermore, heuristic routing 
algorithms [7,8] incorporate bio-inspired and swarm 
intelligence concepts, enabling some adaptation to network 
changes. Moreover, deep reinforcement learning-based 
routing algorithms [9,10] represent the current 
technological frontier, possessing robust learning and 
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adaptive capabilities. Nonetheless, they perform sub-
optimally in risk identification and security awareness. 
Existing algorithms share a common limitation in that most 
focus on performance metrics [11,12], while neglecting 
adjustments to routing strategies during network attacks. 
Specifically, these algorithms often fail to promptly 
identify risky nodes and adjust routes when faced with 
security threats such as malicious attacks, node failures, or 
link disruptions. Recently, research has started to address 
the security aspects of routing algorithms. For instance, to 
meet the anti-sabotage requirements of power 
communication backbone networks, researchers [13] 
proposed a link-risk-balanced anti-sabotage routing 
optimization method, which optimizes for link risk 
equilibrium and service transmission delay. Moreover, 
researchers [14] designed a network routing optimization 
strategy based on an improved genetic algorithm [15], 
thereby enhancing the network's resilience against typical 
attacks. Addressing the issue of uneven service distribution 
across channel segments caused by a single-dimensional 
routing optimization metric system, researchers [16] 
established a risk assessment model for power 
communication networks. 
Although these studies have made some advances in secure 
routing, two major issues persist in their practical 
applications. First, effective integration mechanisms 
between risk identification and routing decisions are 
lacking. That is, cybersecurity research focuses on 
intrusion detection and risk assessment, while routing 
protocol research mainly addresses performance 
optimization [17,18]. Second, traditional fault-tolerance 
mechanisms produce resource wastage. In resource-
constrained environments, this requirement not only 
increases system costs [19] but may also introduce new 
points of failure owing to greater management complexity. 
Against the aforementioned backdrop, this study proposes 
a communication network risk-aware secure routing 
(RASR) mechanism based on graph neural networks 
(GNNs). The main study contributions are summarized as 
follows. 
(1) Given the unique characteristics of power
communication backbone networks, the study proposes a
key node identification method that combines
autoencoders with GNN architecture, thus enabling
effective identification of critical nodes within these
networks.
(2) By integrating key node scoring, historical failure rates,
and traffic load factors, the study constructs a risk
quantification model for path nodes in power
communication backbone networks, which effectively
evaluates the potential risk values of nodes.
(3) Integrating the path node risk quantification model into
the backbone network routing strategy, the study proposes
an RASR mechanism. The strategy employs intelligent and
secure routing avoidance to proactively bypass high-risk
nodes and reduces resource overhead while maintaining
network reliability.
(4) Experimental results show that the proposed algorithm
effectively meets the differentiated service requirements of

heterogeneous traffic types, including delay-sensitive, 
bandwidth-sensitive, and reliability-sensitive traffic. 

2. Risk-Aware Secure Routing
Mechanism Based on GNNs

2.1. Problem Description 

This study models the power communication backbone 
network as a graph 𝐺𝐺 = (𝑉𝑉,𝐸𝐸), where 𝑉𝑉 = {𝑣𝑣1, 𝑣𝑣2, … , 𝑣𝑣𝑛𝑛} 
signifies the node set, and 𝐸𝐸 = {𝑒𝑒12, 𝑒𝑒23, … , 𝑒𝑒𝑖𝑖𝑖𝑖} is the set 
of all communication links[20]. Here, |𝑉𝑉| = 𝑛𝑛 and |𝐸𝐸| =
𝑚𝑚  are the number of nodes and links, respectively. 
Furthermore, the path from the source node 𝑣𝑣𝑠𝑠  to the 
destination node 𝑣𝑣𝑑𝑑 in the network is represented by 𝑝𝑝𝑠𝑠𝑠𝑠 , 
where 𝑝𝑝𝑠𝑠𝑠𝑠 = {𝑒𝑒𝑠𝑠𝑠𝑠, 𝑒𝑒𝑎𝑎𝑎𝑎 , … , 𝑒𝑒𝑐𝑐𝑐𝑐} . Further, |𝑠𝑠|  and |𝑑𝑑| 
represent the number of source nodes and destination 
nodes, respectively. In graph theory, each node within the 
node set 𝑉𝑉 is denoted as 𝑣𝑣𝑖𝑖, and a directed edge connecting 
the node 𝑣𝑣𝑖𝑖 to node 𝑣𝑣𝑗𝑗 in the edge set 𝐸𝐸 is denoted by 𝑒𝑒𝑖𝑖𝑖𝑖. 
For a graph containing n nodes, its topological structure 
can be characterized using an 𝑛𝑛 × 𝑛𝑛 adjacency matrix 𝐴𝐴. 
The matrix element 𝐴𝐴𝑖𝑖𝑖𝑖 is defined as follows: If the edge 
𝑒𝑒𝑖𝑖𝑖𝑖  exists in the edge set 𝐸𝐸, then 𝐴𝐴𝑖𝑖𝑖𝑖 = 1; when no such 
edge is present, 𝐴𝐴𝑖𝑖𝑖𝑖 = 0. 
Identifying influential nodes remains a key challenge in 
network analysis. For a given graph 𝐺𝐺 = (𝑉𝑉,𝐸𝐸), the aim is 
to compute importance values for each node 𝑣𝑣 ∈ 𝑉𝑉 , 
forming a score vector 𝑆𝑆 = (𝑠𝑠1, 𝑠𝑠2, … , 𝑠𝑠𝑛𝑛−1, 𝑠𝑠𝑛𝑛), where 𝑠𝑠𝑖𝑖 
is the importance value of the node 𝑣𝑣𝑖𝑖 . These computed 
scores enable the creation of a node importance hierarchy, 
expressed as 𝑅𝑅𝑅𝑅 = (𝑟𝑟𝑟𝑟1, 𝑟𝑟𝑟𝑟2, … , 𝑟𝑟𝑟𝑟𝑛𝑛−1, 𝑟𝑟𝑟𝑟𝑛𝑛) , with 𝑟𝑟𝑟𝑟𝑖𝑖  
indicating the hierarchical position of the node 𝑣𝑣𝑖𝑖 . The 
ranking adopts the following principles: Equal scores yield 
identical rankings ( 𝑠𝑠𝑖𝑖 = 𝑠𝑠𝑗𝑗 ⇒ 𝑟𝑟𝑟𝑟𝑖𝑖 = 𝑟𝑟𝑟𝑟𝑗𝑗 ), higher scores 
correspond to superior rankings ( 𝑠𝑠𝑖𝑖 > 𝑠𝑠𝑗𝑗 ⇒ 𝑟𝑟𝑟𝑟𝑖𝑖 < 𝑟𝑟𝑟𝑟𝑗𝑗 ), 
and lower scores result in inferior rankings (𝑠𝑠𝑖𝑖 < 𝑠𝑠𝑗𝑗 ⇒
𝑟𝑟𝑟𝑟𝑖𝑖 > 𝑟𝑟𝑟𝑟𝑗𝑗). Through this importance hierarchy 𝑅𝑅𝑅𝑅, we can 
pinpoint the most influential vertices within graph 𝐺𝐺. As 
such, the essence of influential node detection lies in 
accurately ascertaining the node importance values 𝑆𝑆. 
The proposed RASR mechanism is an intelligent routing 
algorithm that integrates fault prediction mechanisms with 
dynamic risk assessment to improve fault tolerance. This 
mechanism combines criticality scores derived from a 
GNN-based method for identifying key nodes in power 
communication networks to establish a path node risk 
quantification model. Based on this, a node fault prediction 
model is created. Incorporating real-time network status 
information enables proactive identification and avoidance 
of potential fault risks. This approach markedly enhances 
network communication reliability and fault tolerance 
while ensuring transmission efficiency. 
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2.2. GNNs-Based Method for Identifying 
Critical Nodes in Power Communication 
Networks 

In this research, we present the autoencoder-graph neural 
network (AGNN), an innovative approach that combines 
autoencoding techniques with graph neural network 
(GNN) architectures to identify critical nodes in power 
communication backbone infrastructures. The AGNN 
architecture consists of two main parts, as shown in Figure 
1: an autoencoder for extracting features and a predictor for 
ranking importance. The autoencoder part makes 
embedded node representations of the network's structure. 
There are both encoding and decoding mechanisms in this 
module. The input data is transformed into one-hot vectors. 
The encoding phase uses a dual-layer graph convolutional 
network (GCN) structure, and the decoding phase uses a 
multi-layered perceptron (MLP) structure with two fully 
connected (FC) layers. The comprehensive importance 
ranking predictor module then gets the embedded 
representations that were taken out during the encoding 
process. 
The comprehensive importance ranking predictor looks at 
each node in the network topology and gives it a 
significance value. Higher numbers mean that the node is 
more important. There are two GNN layers and one FC 
layer in the model. We use batch normalization after each 
graph convolutional layer to make training more stable and 
speed up convergence. This helps the model generalize 
better and avoid overfitting. Before the FC layer, dropout 
regularization is also used. The ReLU activation function 
is used after every layer to add the ability to change things 
in a nonlinear way. 

Figure 1. AGNN Framework Diagram 

2.2.1 Autoencoder 
We use an autoencoder with a GCN as its encoder in order 
to generate node feature vectors by utilizing network 
information to the fullest extent possible. This method 
guarantees that the node latent representations produced 
fully incorporate the topological structure of the network. 

We achieve semantically enriched node representation 
vectors by effectively integrating the network topology's 
diverse structural features and connectivity patterns 
through the deployment of the GCN. When compared to 
conventional methods, this architectural choice achieves 
better critical node detection accuracy and computing 
efficiency. 
A matrix created by one-hot vectorizing every vertex in 
network topology G is sent to the first layer of the 
autoencoding module. The dual-layer GCN design of the 
encoding component can be described mathematically as 
follows: 

𝐻𝐻𝑖𝑖+1 = 𝜎𝜎 �𝐷𝐷�−
1
2𝐴̃𝐴𝐷𝐷�−

1
2𝐻𝐻𝑖𝑖𝑊𝑊𝐺𝐺𝐺𝐺𝐺𝐺

𝑖𝑖 �  (1) 
where 𝐴̃𝐴 = 𝐴𝐴 + 𝐼𝐼  stands for the modified adjacency 
representation, 𝐴𝐴  signifies the connectivity matrix of 
network 𝐺𝐺, and 𝐼𝐼 denotes the identity matrix. Furthermore, 
𝐷𝐷�  represents the degree matrix derived from 𝐴̃𝐴 , 𝐻𝐻𝑖𝑖  
indicates node embeddings at the 𝑖𝑖-th GCN layer, 𝑊𝑊𝐺𝐺𝐺𝐺𝐺𝐺

𝑖𝑖  
represents the learnable parameter matrix for layer 𝑖𝑖, and 𝜎𝜎 
denotes the nonlinear activation function. 
The comprehensive importance ranking predictor uses the 
embedded feature vectors produced by the encoding 
procedure as input data. The mathematical expression for 
the decoding component, which consists of an MLP 
architecture with two FC layers, is as follows: 

𝑌𝑌𝑖𝑖+1 = 𝑌𝑌𝑖𝑖𝑊𝑊𝑀𝑀𝑀𝑀𝑀𝑀
𝑖𝑖 + 𝑏𝑏𝑖𝑖             (2) 

where 𝑌𝑌𝑖𝑖  stands for the node embeddings in the 𝑖𝑖-th FC 
layer. 𝑊𝑊𝑀𝑀𝑀𝑀𝑀𝑀

𝑖𝑖  represents the learnable parameter matrix, 
while 𝑏𝑏𝑖𝑖  is the learnable bias vector. The autoencoding 
module's reconstructed output from the autoencoding 
module is expressed as 𝑍𝑍 = 𝑌𝑌2 . We adopt the node 
connectivity degree as the module's reconstruction target, 
with the loss function formulated as follows: 

𝐿𝐿1 = �|𝑍𝑍 − 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑|�
2
             (3)

where 𝑍𝑍 denotes the model's reconstructed prediction, and 
degree corresponds to the degree vector associated with 
network topology 𝐺𝐺. 

2.2.2 Overall Ranking Prediction Model 
We developed a thorough importance evaluation 
framework that assigns significance scores to each vertex 
in the network structure in order to take advantage of node 
properties generated by the autoencoding architecture. The 
comprehensive importance assessment framework receives 
embedded representations generated through the encoding 
process as input data. The concealed layers of this 
assessment framework incorporate dual GNN components 
alongside a single FC layer. The GNN formulation is 
expressed as follows: 

𝐸𝐸𝑖𝑖+1 = (𝐴𝐴+𝐼𝐼)𝐸𝐸𝑖𝑖𝑊𝑊𝐺𝐺𝐺𝐺𝐺𝐺
𝑖𝑖 + 𝑏𝑏𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖          (4) 

where 𝐸𝐸𝑖𝑖 is the node embeddings in the 𝑖𝑖-th layer; 𝐴𝐴 stands 
for the adjacency matrix of the network; 𝐼𝐼  is the unit 
matrix; and 𝑊𝑊𝐺𝐺𝐺𝐺𝐺𝐺

𝑖𝑖  and 𝑏𝑏𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖  are the learnable parameter 
matrix and bias vector, respectively. 
We adopt the SIR epidemic framework to build real 
datasets. Here, 𝑆𝑆 characterizes the vulnerable condition, 𝐼𝐼 
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signifies the contagious condition, and 𝑅𝑅 is the recovered 
state. During each temporal iteration, a contagious node 
possesses the probability 𝜃𝜃  of spreading the infection to 
neighboring vulnerable vertices, while a vulnerable node 
maintains the probability 𝛽𝛽  of achieving recovery. 
Recovered vertices become permanently resistant to 
infections in the future. The computational process 
continues until all contagious vertices are eliminated. 
Initialize node 𝑣𝑣 to the contagious condition while setting 
all remaining vertices to the vulnerable condition. Upon 
reaching the equilibrium state, we calculate the count of 
contagious and recovered vertices, denoted as 𝐹𝐹𝑣𝑣. Then, 𝐹𝐹𝑣𝑣 
serves as an indicator of node 𝑣𝑣’s transmission capability. 
We adopt the mean value of 𝐹𝐹𝑣𝑣  over 100 computational 
runs as the ground truth for node 𝑣𝑣, denoted as 𝑦𝑦𝑣𝑣 . The 
transmission probability threshold 𝜃𝜃𝑐𝑐  is derived through 
mean-field theoretical analysis [21], formulated as follows: 

𝜃𝜃𝑐𝑐 = <𝑘𝑘>
<𝑘𝑘2>−<𝑘𝑘>

 (5) 
where 𝑘𝑘  signifies the node degree, and <∙>  represents 
averaging. In our study, we configure the 𝛽𝛽 parameter of 
the SIR framework to unity and establish the 𝜃𝜃 parameter 
at 1.5 times the magnitude of 𝜃𝜃𝑐𝑐. 
We then employ listMLE [22] as the loss function for our 
comprehensive ranking prediction framework. 
Specifically, listMLE is a list-wise ranking loss function. 
Different from frequently used point-wise ranking loss 
functions (including mean squared error, MSE), list-wise 
approaches aim to enhance global ranking performance, 
rather than exclusively focusing on individual score values. 
Thus, these approaches typically deliver better outcomes in 
most scenarios. The mathematical expression for listMLE 
is as follows: 

𝐿𝐿2 = −𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙�𝜋𝜋𝑦𝑦�𝑦𝑦′�            (6) 
where 𝑦𝑦′ denotes the ultimate prediction from the neural 
architecture, and 𝜋𝜋𝑦𝑦  characterizes the ordering outcomes 
derived from the ground truth value 𝑦𝑦 . P denotes the 
Plackett-Luce framework, whose mathematical 
formulation is as follows: 

𝑃𝑃(𝜋𝜋|𝑥𝑥) = ∏ exp�𝑥𝑥𝜋𝜋(𝑖𝑖)�
∑ exp (𝑥𝑥𝜋𝜋(𝑘𝑘)))𝑛𝑛
𝑘𝑘=𝑖𝑖

𝑛𝑛
𝑖𝑖=1         (7) 

2.3 Risk-Aware Routing Policy 

2.3.1 Construction of Node Risk Quantification 
Models 
The aim of constructing a node risk quantification model is 
to convert the node importance score 𝑆𝑆(𝑣𝑣) into a node risk 
value 𝑅𝑅(𝑒𝑒). 𝑆𝑆(𝑣𝑣) represents the criticality rating of a node, 
derived from a neural network–based method for 
determining key nodes in power communication networks. 
The calculation formula for 𝑅𝑅(𝑒𝑒) is as follows: 

𝑅𝑅(𝑒𝑒) = 𝐼𝐼(𝑣𝑣) × deg(𝑣𝑣)
∑ 𝑏𝑏𝑏𝑏(𝑒𝑒′)𝑒𝑒′∈𝐸𝐸𝑣𝑣

× �1 + 𝑃𝑃𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓(𝑣𝑣)�      (8) 

where deg(𝑣𝑣)
∑ 𝑏𝑏𝑏𝑏(𝑒𝑒′)𝑒𝑒′∈𝐸𝐸𝑣𝑣

 represents the traffic load factor, 

deg(𝑣𝑣) denotes the degree of node 𝑣𝑣, 𝑏𝑏𝑏𝑏(𝑒𝑒′) signifies the 
bandwidth of the edge 𝑒𝑒′, and ∑ 𝑏𝑏𝑏𝑏(𝑒𝑒′)𝑒𝑒′∈𝐸𝐸𝑣𝑣  is the sum of 

the bandwidths of links directly connected to node 𝑣𝑣 . 
Moreover, 𝑃𝑃𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓(𝑣𝑣)  is the failure probability of node 𝑣𝑣 
based on historical data, and 𝐼𝐼(𝑣𝑣)  is the failure impact 
radius of node 𝑣𝑣 . The calculation formula for 𝐼𝐼(𝑣𝑣) is as 
follows: 

𝐼𝐼(𝑣𝑣) = ∑ 𝑤𝑤𝑣𝑣𝑣𝑣 × 𝑆𝑆(𝑣𝑣) × 𝑒𝑒−𝜆𝜆𝜆𝜆(𝑢𝑢,𝑣𝑣)
𝑢𝑢∈𝑁𝑁(𝑣𝑣,𝑘𝑘)        (9) 

where 𝑁𝑁(𝑣𝑣, 𝑘𝑘) denotes the set of all nodes within k hops of 
node v, and k represents the hop range. 𝑤𝑤𝑣𝑣𝑣𝑣 is the quality 
weight of the path from node u to node v, calculated using 
bandwidth, with 𝜆𝜆 = 0.8  as the attenuation factor. Last, 
𝑆𝑆(𝑣𝑣) denotes the node importance score. 

2.3.2 Construction of Node Failure Prediction 
Models 
The core innovation of the RASR strategy lies in 
introducing a fault prediction model based on historical 
data and node characteristics. By analyzing the risk value 
features of nodes, this model establishes a simple yet 
effective linear prediction mechanism. Specifically, for 
each node v in the network, the system calculates the 
corresponding failure probability Pfail(v) based on its risk 
value R(v), as follows: 

Pfail(v) =

⎩
⎪
⎨

⎪
⎧ min �0.8, R(v)

10.0
�，R(v) ≥  𝜎𝜎1

min �0.3, R(v)
10.0

�， 𝜎𝜎1 ≥ R(v) ≥  𝜎𝜎2

min �0.1, R(v)
10.0

�，R(v) ≤  𝜎𝜎2

  (10) 

where 𝜎𝜎1  represents the high-risk threshold, and 𝜎𝜎2 
denotes the medium-risk threshold. This hierarchical 
prediction mechanism effectively distinguishes nodes 
across different risk levels. It provides precise failure 
probability assessments for future path selection, thus 
equipping the system to accurately identify high-risk nodes 
with elevated failure tendencies and apply corresponding 
weight adjustments in routing decisions. 

2.3.3 Path Cost Function and Predictive Edge 
Weight Calculation Mechanism 
To fully exploit fault prediction information, the RASR 
strategy features a multidimensional path cost function that 
comprehensively considers traditional routing metrics and 
risk-aware factors. The path cost C is calculated as follows: 

𝐶𝐶 = 𝛼𝛼 × 𝐶𝐶𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 + 𝛽𝛽 × 𝑅𝑅𝑚𝑚𝑚𝑚𝑚𝑚 
         +𝛾𝛾 × 𝑅𝑅𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 + 𝛿𝛿 × 𝑃𝑃𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡            (11) 

where 𝐶𝐶𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜  denotes the original path cost based on 
delay and hop count; 𝑅𝑅𝑚𝑚𝑚𝑚𝑚𝑚  and 𝑅𝑅𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡  represent the 
maximum risk and total risk on the path, respectively; and 
𝑃𝑃𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡  indicates the sum of predicted failure probabilities 
across all nodes on the path. The weight parameters 𝛼𝛼 =
0.3 , 𝛽𝛽 = 0.25 , 𝛾𝛾 = 0.2 , and 𝛿𝛿 = 0.25  reflect the 
strategy’s emphasis on risk perception, thereby ensuring 
that transmission paths with lower risk are prioritized while 
maintaining fundamental transmission performance. 
During the specific path search process, the RASR strategy 
utilizes a dynamic edge weight calculation method based 
on predictive modeling. Specifically, for each edge (u,v) in 
the network, the system not only considers its baseline 
transmission delay but also introduces a penalty 
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mechanism based on the predicted failure probability of the 
destination node. The dynamic edge cost 𝐶𝐶𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒  for edge 
(u,v) is calculated as follows: 

𝐶𝐶𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒 = 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 + 𝑃𝑃𝑝𝑝(𝑣𝑣) × 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 × 3.0 
+𝑅𝑅(𝑣𝑣) × 0.1              (12) 

where 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑  denotes the original transmission delay of 
edge (u, v), 𝑃𝑃𝑝𝑝(𝑣𝑣)  is the failure prediction probability of 
target node v for edge (u, v), and 𝑅𝑅(𝑣𝑣) is the static risk 
assessment value of target node v for edge (u, v). This 
design enables the algorithm to automatically avoid nodes 
and links with high failure risks during the path search. The 
setting of the predictive probability penalty factor at 3.0 
ensures that high-risk nodes are strongly penalized in path 
selection, thus allowing the algorithm to select more 
reliable transmission paths. 

3. Simulation Scenario Setup and
Results Analysis

3.1 Experimental Environment and 
Parameter Settings 

To verify the effectiveness of the proposed risk-aware 
secure routing algorithm, this section provides a detailed 
explanation of the construction of a simulation 
environment. In the experiments, we employed Python 3.9 
as the development language and implemented the 
algorithm model based on the NetworkX network analysis 
library and the PyTorch framework. Moreover, simulations 
were performed on a computer equipped with an AMD 
Ryzen 9 processor featuring Radeon Graphics (2.50 GHz) 
and 16GB of RAM. 
In this experiment, we utilized a municipal-level power 
communication backbone network dataset comprising 300 
nodes. The dataset underwent random degradation, and 
node failure rates were set at 3%, 6%, 9%, 12%, and 15% 
for each of the five testing scenarios. In order to assess 
algorithm performance comprehensively, we randomly 
sampled 5,000 distinct end-to-end paths as test cases. Each 
path included three candidate routing options to simulate 
real-world multipath selection scenarios. 

3.2 Experimental Results and Analysis 

3.2.1 Path Influence Rate Comparison 
To assess the RASR strategy's fault tolerance performance 
under network failure scenarios, we present a test of the 
interference resistance of various routing strategies by 
simulating node failures at different levels of severity. In 
the experiment, we gradually increased the node failure 
rate from 3% to 15%. At each failure rate level, a 
corresponding proportion of network nodes was randomly 
selected for fault simulation. The path impact rate variation 
for each strategy was then statistically analyzed. Here, the 
path impact rate is the percentage of failed paths caused by 

node failures relative to all paths, and this metric intuitively 
reflects a routing strategy’s robustness amid network 
failures. 
In the experiment, we compared four routing strategies: 
shortest path first (SPF), minimum delay path (MDP), 
maximum bandwidth path (MBP), and the proposed RASR 
strategy. Figure 2 shows how the path impact rates of these 
four strategies vary under different node failure rates. The 
experimental results show that the RASR strategy and 
traditional routing strategies perform significantly 
differently in terms of fault-tolerance. 

2 4 6 8 10 12 14 16

Node Failure Rate (%)

Figure 2. Comparison of Path Affected Rates Under 
Various Node Failure Rates for Different Algorithms

The experimental results show that the path impact rates of 
all three traditional strategies show a sharp upward trend as 
the node failure rate rises.  
These traditional approaches often choose nodes that 
appear optimized but carry latent failure risks during initial 
path selection, since they don't have the ability to predict 
network risks. This leads to widespread failure of 
predefined paths when network conditions worsen, thereby 
severely compromising communication stability.  
In contrast, the RASR strategy demonstrates exceptional 
resilience in controlling path impact rates. Throughout 
testing, RASR consistently maintains the lowest path 
impact rate. Under the stringent 15% disruption rate 
condition, the RASR strategy reduces the path impact rate 
by 15.3, 18.7, and 27.9 percentage points compared with 
the shortest path strategy, minimum delay path strategy, 
and maximum bandwidth path strategy, respectively, 
thereby showing significant advantages in performance. 
More importantly, the RASR strategy exhibits a relatively 
flat path impact rate growth curve, indicating robust 
resistance to interference.  

3.2.2 Basic Performance Comparison 
This section describes the construction of a 
multidimensional performance evaluation system for 
validating the effectiveness of the proposed RASR 
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strategy. Three benchmark strategies were selected for 
comparison: shortest path first (SPF), minimum delay path 
(MDP), and mean maximum bandwidth path (MBP). The 
evaluation framework encompassed five core metrics: (1) 
average packet transmission delay, reflecting the timeliness 
of the routing strategy; (2) average throughput, measuring 
the network’s data transmission capacity; (3) packet loss 
rate, assessing network service quality; (4) path risk 
assessment value, quantifying the security level of the path; 
and (5) path reliability, measuring the stability of the path. 
These metrics reflect the balance achieved by the RASR 
strategy between performance optimization and risk 
control from multiple perspectives. 

Definition 1 (Average packet transmission delay) The 
average packet transmission delay is the ratio of the end-
to-end delay to the path length, where the end-to-end delay 
is the sum of delays across all links in the path, acting as an 
additive parameter: 

𝑑𝑑(𝑝𝑝𝑠𝑠𝑠𝑠) = ∑ 𝑑𝑑�𝑒𝑒𝑖𝑖𝑖𝑖�∀𝑒𝑒𝑖𝑖𝑖𝑖∈𝑝𝑝𝑠𝑠𝑠𝑠       (13) 
where 𝑑𝑑(𝑝𝑝𝑠𝑠𝑠𝑠) represents the end-to-end delay of the path, 
and 𝑑𝑑�𝑒𝑒𝑖𝑖𝑖𝑖� denotes the delay of the links on the path. 

Definition 2 (Average Throughput) The end-to-end 
average throughput is the ratio of the total data transmitted 
along the path to the end-to-end delay: 

𝑇𝑇𝑎𝑎𝑎𝑎𝑎𝑎 =
∑ 𝑇𝑇�𝑒𝑒𝑖𝑖𝑖𝑖�𝑒𝑒𝑖𝑖𝑖𝑖∈𝑝𝑝𝑠𝑠𝑠𝑠

𝑑𝑑(𝑝𝑝𝑠𝑠𝑠𝑠)
       (14) 

where 𝑇𝑇𝑎𝑎𝑎𝑎𝑎𝑎 denotes the average throughput of the path, and 
𝑇𝑇�𝑒𝑒𝑖𝑖𝑖𝑖� represents the throughput of the link 𝑒𝑒𝑖𝑖𝑖𝑖 . 

Definition 3 (Packet Loss Rate) The packet loss rate is 
defined as the ratio of the total number of (source, 
destination) node pairs experiencing packet loss during 
routing to the total number of (source, destination) node 
pairs in the routing process. For each (source, destination) 
node pair, three paths were identified for each routing 
strategy. If any of the three paths contained a damaged 
node, packet loss was deemed to have occurred when 
routing this node pair. 

Definition 4 (Path Risk Assessment) The path risk 
assessment formula is as follows: 

𝑅𝑅𝑠𝑠𝑠𝑠 = 𝑟𝑟𝑟𝑟𝑠𝑠𝑠𝑠 × 𝛼𝛼 +
∑ 𝑟𝑟𝑖𝑖𝑣𝑣𝑖𝑖∈𝑝𝑝𝑠𝑠𝑠𝑠,𝑖𝑖≠𝑠𝑠,𝑖𝑖≠𝑑𝑑

𝑙𝑙𝑠𝑠𝑠𝑠
× 𝛽𝛽      (15) 

where 𝑟𝑟𝑟𝑟𝑠𝑠𝑠𝑠 denotes the risk value of the highest-risk node 
in the path 𝑝𝑝𝑠𝑠𝑠𝑠 , where 𝑟𝑟𝑟𝑟𝑠𝑠𝑠𝑠 = max{𝑟𝑟𝑖𝑖|𝑣𝑣𝑖𝑖 ∈ 𝑝𝑝𝑠𝑠𝑠𝑠}, with 𝑟𝑟𝑖𝑖 
representing the risk value of the node 𝑣𝑣𝑖𝑖 in path 𝑝𝑝𝑠𝑠𝑠𝑠 , and 
𝑙𝑙𝑠𝑠𝑠𝑠  being the number of nodes in the path 𝑝𝑝𝑠𝑠𝑠𝑠 , and 𝛼𝛼 =
𝛽𝛽 = 0.5. 

Definition 5 (Path Reliability) The formula for calculating 
the reliability 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑦𝑦𝑠𝑠𝑠𝑠 of path 𝑝𝑝𝑠𝑠𝑠𝑠  is as follows: 

𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑦𝑦𝑠𝑠𝑠𝑠 = 1

1+
∑ 𝑟𝑟𝑖𝑖𝑣𝑣𝑖𝑖∈𝑝𝑝𝑠𝑠𝑠𝑠,𝑖𝑖≠𝑠𝑠,𝑖𝑖≠𝑑𝑑

𝑙𝑙𝑠𝑠𝑠𝑠

 (16) 

Figure 3 shows the packet loss rate performance 
comparison results of each algorithm under standard test 
conditions. As the experimental results in Figure 3 clearly 

illustrate, the RASR strategy consistently exhibits the 
lowest packet loss rate throughout the entire testing 
process. At a network failure rate of 3%, its packet loss rate 
is only 0.1%. At increased node failure rates of 6%, 9%, 
12%, and 15%, the packet loss rates are only 0.2%, 1.0%, 
2.2%, and 3.2%, respectively. Furthermore, compared with 
the other three benchmark routing strategies, it consistently 
exhibits a more gradual linear growth trend.  

2 4 6 8 10 12 14 16

Node Failure Rate (%)

Figure 3. Comparison of packet loss performance 
across algorithms under varying node failure rates

Traditional strategies typically choose paths based on a 
single performance metric, while completely disregarding 
node reliability factors. When networks succumb to attacks 
that result in numerous failed nodes, these strategies fail to 
effectively avoid nodes vulnerable to destruction under 
attack conditions. In contrast, the RASR strategy employs 
a dynamic risk assessment mechanism to continuously 
monitor changes in node health status and dynamically 
adjust path selection accordingly. As such, it maintains 
stable transmission performance even in highly dynamic, 
high-intensity attack environments. Fig. 4 shows the packet 
transmission latency performance comparison results of 
different algorithms under standard test conditions. 
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Figure 4. Comparison of packet transmission delay 
among algorithms under varying node failure rates 

The RASR strategy also demonstrates outstanding 
performance in terms of latency. As observed in the 
experimental results of Figure 4, the RASR strategy 
consistently maintains the lowest transmission delay 
throughout the entire test. Under a 3% network failure rate, 
its average delay is only 7.671 ms. As the node failure rate 
rises to 6%, 9%, 12%, and 15%, the delays are 7.780 ms, 
7.881 ms, 8.011 ms, and 8.113 ms, respectively. The RASR 
strategy reduces these delays by 2.8%, 2.7%, and 3.6%, 
compared with the three benchmark routing strategies. The 
RASR strategy maintains its advantage in latency 
performance primarily owing to its risk-aware mechanism, 
which proactively identifies potentially unstable network 
nodes and chooses reliable paths.  
Figure 5 illustrates how path risk assessments vary across 
four routing strategies under different node failure rates. 
The experimental results show that throughout the testing 
process, the RASR strategy maintains the lowest path risk 
value throughout the entire testing period. Under the 
baseline condition of a 3% node failure rate, its path risk 
assessment value is only 1.617. As the failure rate 
gradually rises to 6%, 9%, 12%, and 15%, the risk values 
are 1.566, 1.555, 1.529, and 1.483, respectively. Under the 
stringent 15% failure rate condition, the RASR strategy 
reduces path risk values by 7.5%, 8.0%, and 8.5% 
compared with the shortest path strategy, minimum delay 
path strategy, and maximum bandwidth path strategy, 
respectively. Moreover, the risk values of all strategies 
exhibit a gradual downward trend. 

Figure 5. Comparison of Link Risk Assessment 
Among Algorithms Under Different Node Failure 

Rates 

Figure 6 illustrates the variation in network throughput 
under various node failure rates for the four routing 
strategies. As shown in the experimental results of Figure 
6, the throughput of all three traditional strategies shows a 
pronounced downward trend as the node failure rate 
increases.  
In contrast, the RASR strategy demonstrates exceptional 
stability and superiority in throughput performance. 
Although it maintains lower throughput levels throughout 
testing, its decline curve remains relatively flat compared 
with the other three benchmark strategies. Throughput 
drops only from 28,158.282 at a 3% disruption rate to 
26,049.659 at a 15% disruption rate—significantly lower 
than the performance degradation of traditional strategies. 
Under the stringent 15% failure rate condition, the RASR 
strategy’s throughput surpasses both the shortest path and 
minimum delay path strategies. The relatively flat 
throughput decline curve of the RASR strategy indicates its 
robust performance stability in adverse network 
environments. 

Figure 6. Comparison of throughput performance 
across algorithms under varying node failure rates 

Figure 7 illustrates how path reliability varies across four 
routing strategies under different node failure rates. As 
shown in the experimental results of Figure 7, traditional 
benchmark strategies exhibit significant reliability 
deficiencies compared with RASR amid network failures. 
Owing to their lack of comprehensive network risk 
assessment capabilities, these traditional strategies fail to 
identify and avoid potential failure nodes and unreliable 
links effectively. Therefore, the selected paths face a high 
risk of transmission failure when the network is subjected 
to attacks. 

2 4 6 8 10 12 14 16

Node Failure Rate (%)

1.4

1.5

1.6

1.7

1.8

1.9

2

Pa
th

 R
is

k 
A

ss
es

sm
en

t

Shortest Path Strategy
Minimum Delay Policy
Maximum Bandwidth Policy
Risk-Aware Fault-Tolerant Routing

2 4 6 8 10 12 14 16

Node Failure Rate (%)

2.5

2.6

2.7

2.8

2.9

3

3.1

Th
ro

ug
hp

ut
 (p

ac
ke

ts
/s

)

10 4

Shortest Path Strategy
Minimum Delay Policy
Maximum Bandwidth Policy
Risk-Aware Fault-Tolerant Routing

EAI Endorsed Transactions on 
Scalable Information Systems 
| Volume 12 | Issue 7 | 2025 |



Y. Zhao et al.

8 

Figure 7. Comparison of Path Reliability Among 
Algorithms Under Different Node Failure Rates

In contrast, RASR demonstrates significant performance 
advantages in path reliability. Throughout the testing 
process, the RASR strategy consistently maintains the 
highest path reliability level. Under the stringent conditions 
of a 15% disruption rate, the RASR strategy achieves path 
reliability improvements of 2.6%, 3.0%, and 1.5% 
compared with the shortest path strategy, minimum delay 
path strategy, and maximum bandwidth path strategy, 
respectively. This outcome clearly demonstrates that the 
RASR strategy can more accurately identify and select 
truly reliable transmission paths in adverse network 
environments.  

3.2.3 Adaptive Analysis of RASR Strategies for 
Different Network Demand Scenarios 
The aforementioned experimental result validates the 
significant advantages of the RASR strategy over 
traditional routing strategies in terms of fault tolerance 
performance. However, real-world network environments 
feature diverse application demands, with varying 
performance requirements for routing strategies across 
different network scenarios. To further evaluate the 
practicality of the RASR strategy, this section presents an 
in-depth analysis specifically examining its adaptability 
across different network demand scenarios. 
In the experiment, we designed four typical network 
demand scenarios: latency-sensitive, throughput-priority, 
high-reliability scenarios, and balanced. For each scenario, 
the corresponding performance objective was optimized by 
adjusting the weighting parameters within the RASR 
policy. Simultaneously, the node failure rate was 
maintained within a range of 3% to 15% to afford an 
observation of the policy’s performance under varying 
fault intensities. 
To quantify the comprehensive performance Cp across 
different scenarios, we employed a normalized 
comprehensive performance metric. This metric 
holistically evaluates multiple dimensions, including 
latency, throughput, packet loss rate, and path reliability. 

Its value ranges from 0 to 1, with higher values indicating 
superior overall performance. The calculation formula is as 
follows： 

𝐶𝐶𝑝𝑝 = 𝑤𝑤1 × 𝑑𝑑(𝑝𝑝𝑠𝑠𝑠𝑠)
𝑠𝑠 + 𝑤𝑤2 × 𝑇𝑇𝑎𝑎𝑎𝑎𝑎𝑎𝑠𝑠 + 𝑤𝑤3 × 𝑅𝑅𝑠𝑠𝑠𝑠𝑠𝑠  

+𝑤𝑤4 × 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑠𝑠𝑠𝑠𝑠𝑠            (17) 
where 𝑑𝑑(𝑝𝑝𝑠𝑠𝑠𝑠)

𝑠𝑠  denotes the standardized delay metric, 𝑇𝑇𝑎𝑎𝑎𝑎𝑎𝑎𝑠𝑠  is 
the standardized throughput metric, 𝑅𝑅𝑠𝑠𝑠𝑠𝑠𝑠  is the standardized 
reliability metric, and reliability's sd signifies the 
standardized risk metric.  
Figure 8 illustrates the comprehensive performance 
variations of the RASR strategy across four distinct 
network demand scenarios. The experimental results 
provide in-depth insights into the scenario adaptability 
characteristics of the strategy. 

Figure 8. Comprehensive Performance of Risk-
Aware Secure Routing Strategies Across Different 

Network Demand Scenarios

The experimental results demonstrate that the RASR 
strategy exhibits excellent adaptability to different network 
optimization objectives. In delay-sensitive network 
scenarios, the strategy’s performance gradually declines 
from 0.600 at a 3% disruption rate to 0.400 at a 15% 
disruption rate. Although the performance degrades, it is 
relatively stable overall. In throughput-priority scenarios, 
the performance declines from 0.600 to 0.400, exhibiting a 
similar trend to that observed in latency-sensitive 
scenarios. Conversely, in balanced scenarios, the strategy 
achieves optimal stability, with the comprehensive 
performance metric value consistently hovering around 
0.500, making it virtually unaffected by changes in node 
failure rates. Notably, the RASR strategy exhibits unique 
performance advantages in high-reliability network 
scenarios. 

3.2.4 Melting Experiment 
To verify the effectiveness of each component within the 
node risk value R(e) calculation module in improving the 
risk-aware fault-tolerant routing strategy, we also 
conducted ablation tests under network node failure rates 
of 3%, 6%, 9%, 12%, and 15%. The historical failure rate 
component and traffic load factor component were 
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removed from the node risk value R(e) calculation formula 
in each scenario. The resulting routing strategies were then 
compared with the complete RASR routing strategy across 
various evaluation metrics. In ablation experiment 1, the 
historical failure rate factor was excluded from node risk 
value R(e) calculations, modifying (1) to the following: 

𝑅𝑅(𝑒𝑒) = 𝐼𝐼(𝑣𝑣) × deg(𝑣𝑣)
∑ 𝑏𝑏𝑏𝑏(𝑒𝑒′)𝑒𝑒′∈𝐸𝐸𝑣𝑣

  (18) 

We replaced the original R(e) with the R(e) obtained using 
this new formula, calculated a new path from the source 
node to the destination node using the same routing policy, 
and used this new path as a baseline path for comparison. 

In Melting Experiment 2, when calculating the average risk 
value R(e) for each node, we excluded the flow load factor 
from the equation. Thus, (1) is modified as follows: 

𝑅𝑅(𝑒𝑒) = 𝐼𝐼(𝑣𝑣) × �1 + 𝑃𝑃𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓(𝑣𝑣)�        (19) 
We replaced the original R(e) with the R(e) obtained using 
this new formula, calculated a new path from the source 
node to the destination node using the same routing policy, 
and used this new path as a baseline path for comparison. 
The results are shown in Figure 9. 

Figure 9. Ablation experiment results: (a) Average packet transmission delay varies with node failure rate; (b) 
Throughput varies with node failure rate; (c) Path Risk Assessment with Variation in Node Failure Rate; (d) Path 

Reliability as a Function of Node Failure Rate 

A comparative analysis across four performance metrics 
reveals that the complete RASR strategy achieves optimal 
overall performance across all test scenarios. As shown in 
Figure 9(a), the average packet transmission delay of the 
complete strategy steadily increases from 7.674 ms at a 3% 
disruption rate to 8.113 ms at a 15% disruption rate. In 
contrast, both Ablation Experiment 1 and Ablation 
Experiment 2 result in significantly poorer delay 
performance than the complete strategy, with Ablation 

Experiment 2 reaching a peak delay of 8.229 ms at the 15% 
disruption rate. As shown in Figure 9(b), regarding 
throughput performance, the complete strategy maintains a 
relatively high throughput of 26049.659 at a 15% failure 
rate. In contrast, Ablation Experiment 1 and Ablation 
Experiment 2 drop to 25959.572 and 25809.187, 
respectively, with a more pronounced overall decline. This 
result indicates that the absence of both factors negatively 
affects network transmission efficiency under severe node 
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failure rates. As shown in Figure 9(c), the complete 
strategy demonstrates optimal risk control capability in 
path risk assessment metrics, with its risk assessment value 
gradually decreasing from 1.617 to 1.489. At the same 
time, both ablation versions demonstrate relatively weaker 
risk control. Although Ablation Experiment 1 approaches 
the performance of the complete strategy, it consistently 
lags. Ablation Experiment 2’s risk assessment value drops 
from 1.750 to a mere 1.565, indicating that the traffic load 
factor plays a crucial role in risk identification. As shown 
in Figure 9(d), regarding path reliability metrics, the 
complete strategy improves from 0.458 to 0.469, while 
ablation experiment 1 decreases from 0.457 to 0.468, and 
ablation experiment 2 only rises from 0.447 to 0.460. Their 
performance consistently lags significantly behind the 
complete strategy. 

4. Conclusions

This study proposes a GNN-based RASR mechanism to 
address the lack of risk perception and fault tolerance 
capacities in power communication networks under 
complex attack environments. This study successfully 
designs a solution that integrates critical node 
identification, risk detection, quantitative assessment, and 
intelligent routing. This method overcomes the deficiencies 
in path risk perception of current routing algorithms and 
enables adjusting the routing strategies in real time based 
on network state changes. Experimental results 
demonstrate that under complex attack conditions, the 
RASR algorithm improves network survivability 
significantly. Additionally, it demonstrates excellent 
adaptability and flexibility in managing differentiated 
service demands for heterogeneous traffic types—
including delay-sensitive, bandwidth-sensitive, and 
reliability-sensitive traffic. Even though RASR 
significantly increases security and fault tolerance, network 
throughput can still be optimized. Therefore, future 
research will concentrate on improving the current 
strategy. 
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