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Abstract 

Data heterogeneity, the complexity of privacy budget allocation, and the imbalance between privacy and performance lead 
to a limited scope of privacy protection constraints and fail to ensure data integrity. Therefore, an edge computing 
communication privacy protection method based on federated learning algorithm is proposed. Participants use federated 
learning to locally train the sensing data to obtain a local model, avoiding the interaction of raw data with edge computing 
nodes and the perception platform. The parameter values of the trained model are perturbed by noise using the adaptive 
differential privacy technology and uploaded to the edge computing node. The edge computing node performs edge 
aggregation on the noisy model parameters and uploads them to the perception platform to complete the global aggregation 
operation, realizing edge computing communication privacy protection. A performance loss constraint mechanism suitable 
for federated learning is proposed and designed, and the performance loss of the adaptive differential privacy federated 
model is reduced by optimizing the constraint scope of the loss function, improving the privacy protection effect. 
Experiments show that this method can effectively add noise to the local model parameters and achieve privacy protection 
for edge computing communication; the performance loss of this method’s privacy protection is small, about 0.4; when 
transmitting different types of data in edge computing communication, the data integrity after privacy protection processing 
by this method is above 0.98, with excellent privacy protection effect. 
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1. Introduction

To address issues such as high data transmission latency 
and large bandwidth consumption, edge computing 
technology has emerged. This technology deploys 
computing and data storage on the network edge close to 
the data source [1], enabling real-time data processing, thus 
effectively reducing the long-distance transmission of data 
to the cloud, reducing latency, enhancing real-time 
response capabilities, and alleviating the computing 
pressure on the cloud. From in-vehicle computing units in  
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intelligent transportation systems to edge servers in 
industrial Internet, edge computing has become a key 
technology supporting the development of emerging fields 
such as smart cities and intelligent manufacturing [2]. 
However, while bringing many conveniences, edge 
computing also raises serious communication privacy 
protection issues. Since edge computing involves the 
collection, transmission, and processing of a large amount 
of users’ sensitive data, and these data flow frequently 
between edge nodes and the cloud [3], the data faces 
security threats such as being stolen, tampered with, and 
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misused during the transmission process. Once users’ 
privacy information is leaked, it will not only cause 
economic losses and mental distress to individuals, but may 
also have a serious impact on social order and national 
security. In the edge computing environment, the data 
sources are extensive, including various types of sensors, 
mobile devices, and user terminals, etc. [4], and the formats 
and types of data are rich and diverse, such as text, images, 
audio, and video. Different types of data have different 
characteristics and privacy requirements, and different 
privacy protection methods need to be adopted. At the 
same time, the data is dynamic, its generation and 
transmission are changing in real time, and the data flow 
and patterns are difficult to predict. This requires that the 
privacy protection method can adapt to the dynamic 
changes of the data and adjust the protection strategy in real 
time to ensure effective protection of data privacy in 
different scenarios [5]. 

In recent years, the research on privacy protection for 
edge computing communication has been increasingly 
emphasized both at home and abroad. Governments, 
research institutions, and universities have increased their 
investment and support in this field. Scholars at home and 
abroad have made remarkable progress in the theoretical 
research and technological innovation of edge computing 
privacy protection. For example, Kaur et al. [6] proposed a 
privacy protection method based on a dual-channel 
blockchain, which integrates RSA and AES encryption to 
ensure the security of data transmission and storage, 
combines ACL to achieve privacy protection and 
permission management, uses IPFS off-chain storage to 
improve scalability, and optimizes data retrieval efficiency 
through the classification function of smart contracts. 
However, the optimization of smart contracts is complex 
and affected by multiple factors. If not optimized properly, 
it will affect the privacy protection effect. Baawi et al. [7] 
constructed a lightweight SVM classification model, 
combined with feature selection, etc. to reduce the 
exposure of sensitive information, and enhanced privacy 
protection with differential privacy and secure multi-party 
computation. However, the model is mainly aimed at 
malicious code detection, and its applicability is limited. 
Saravanan et al. [8] used a graph partitioning algorithm to 
construct a hidden area and proposed the BLH algorithm to 
achieve efficient construction, enhancing the intensity of 
location privacy protection. However, little consideration 
was given to the security of location data transmission and 
storage. Ranjan et al. [9] proposed a privacy protection 
method based on authentication and constructed a full-
process secure transmission mechanism. However, the 
mechanism is complex, increasing the implementation 
difficulty and management cost, and is prone to security 
vulnerabilities. 

The data in the edge computing environment is 
characterized by diversity and heterogeneity, and the data 
collected by different edge devices may have different 
distribution and characteristics. Federated learning allows 
each edge device to use local data for model training, and 
then aggregate these model update parameters with 

different characteristics to obtain a more generalized global 
model, which greatly improves the privacy protection level 
of edge computing communication. At the same time, the 
edge computing environment is dynamic, new data is 
constantly generated, and the working state of the device 
may change at any time. Federated learning can support 
real-time updates of models. When new data is generated 
by edge devices, the model can be fine tuned locally and 
the updated parameters can be uploaded to the server to 
adapt to dynamic environments. 

Compared with existing privacy protection methods 
based on federated learning, the main novelty of this paper 
lies in: 1) proposing an adaptive differential privacy 
mechanism that dynamically adjusts the privacy budget 
based on the historical losses of participants, achieving 
personalized noise addition instead of using a fixed privacy 
budget; 2) Designed a performance loss constraint 
mechanism, derived the loss constraint relationship 
through Renyi divergence, to minimize model performance 
degradation while ensuring privacy; 3) We have 
constructed an edge global two-level perturbation 
aggregation framework, where edge nodes only handle 
noisy parameters and the perception platform cannot access 
the raw data, effectively resisting inference attacks from 
untrusted servers. These innovations make this method 
superior to existing methods in terms of privacy protection 
strength, data integrity, and energy efficiency. In order to 
verify the progressiveness of this method, compared with 
recent privacy protection methods based on deep learning, 
some methods rely on quantum computing resources, and 
the actual deployment cost is high [10]; Some methods do 
not consider the semi honest threat of edge nodes [11]. This 
method does not require additional hardware and 
aggregates natural defense nodes for eavesdropping 
through edge perturbation, making it more practical and 
deployable. 

2. Edge Computing Communication
Privacy Protection Method

2.1. Edge Computing Communication 
Privacy Protection Process Based on 
Federated Learning Algorithm 

In the edge computing communication scenario, to avoid 
the leakage of the original data of participants due to 
attacks such as untrusted servers, theft, and inference, a 
privacy protection model for edge computing 
communication based on the federated learning algorithm 
is established, as shown in Figure 1. 
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Figure 1. Communication privacy protection 
model of edge computing based on federated 

learning algorithm 

Using federated learning, an edge computing 
communication privacy protection model is constructed, 
which includes four entities: the requester, the participant, 
the edge computing node, and the sensing platform. 

(1) Requester: Initiates an edge computing
communication sensing task, interacts with the sensing 
platform to complete data transactions [12], issues tasks, 
and obtains the model calculation results after local 
differential privacy perturbation processing. 

(2) Participant: Collects data through edge devices such
as intelligent mobile terminals and wearable devices, 
retains the original data locally to perform model training, 
randomly perturbs the model parameters using adaptive 
differential privacy technology, and then transmits the 
perturbed parameters to the edge computing node through 
the edge computing communication network. 

(3) Edge computing node: As the core of the edge
computing communication architecture, it connects 
participants and the sensing platform, relying on stronger 
storage and computing resources [13], undertakes edge 
model training and secure aggregation, and then uploads 
the edge aggregated model to the sensing platform for 
further processing. 

(4) Sensing platform: As the data processing and control
center, it has stronger storage and computing capabilities 
than edge computing nodes. It collects the noisy edge 
aggregated models through edge computing 
communication, conducts global model aggregation and 
update, and finally returns the results to the requester to 
complete the task, achieving edge computing 
communication privacy protection. 

The workflow of edge computing communication 
privacy protection revolves around the interaction among 
the requester, the participant, the edge computing node, and 
the sensing platform. The specific steps are as follows: 

Step 1: Initialize the sensing task. The requester sets the 
edge computing communication sensing data collection 
task and defines the data processing task as a federated 
learning task [14]. 

Step 2: Task request. The requester sends an edge 
computing communication task request to the sensing 
platform. If there is an initial model, the initial model 
parameters can be sent in the request [15]. 

Step 3: Task publication. The sensing platform 
publishes the federated learning task to the edge computing 
node [16], and the node screens and invites participants. 

Step 4: Local model training and perturbation. The 
participant uses intelligent devices to collect sensing data, 
conducts local model training according to the task, and in 
order to protect the privacy of edge computing 
communication, adaptively adds noise to perturb the local 
training model parameters through adaptive differential 
privacy technology, and then sends them to the edge 
computing node. 

Step 5: Edge perturbation aggregation. The edge 
computing node receives the noisy local model parameters 
uploaded by the participant through edge computing 
communication, performs edge aggregation and update, 
and then sends them to the sensing platform. 

Step 6: Global perturbation aggregation. The sensing 
platform collects the edge model parameters uploaded by 
each edge computing node, aggregates and updates them to 
obtain the global model, and returns it to the edge 
computing node for the next round of training, or submits 
it to the requester as the task result. 

Step 7: Local model update. The participant obtains the 
global model of this round from the edge computing node, 
retrains the local model for the next round, adds local noise 
perturbation, and iteratively updates until the optimal 
model is obtained or the maximum number of training 
times is reached, ensuring the privacy of edge computing 
communication throughout the process. 

2.2. Participant Local Model Training and 
Perturbation Algorithm for Edge Computing 
Communication Privacy Protection 

In the edge computing communication scenario, 
participants have a large amount of local data containing 
personal sensitive information. Through local model 
training, the data does not need to be uploaded to the 
sensing platform, reducing the risk of being stolen during 
transmission and storage [17]. To adapt to the dynamic 
changes of the environment, the perturbation operation 
uses adaptive differential privacy technology to add noise 
to the local model parameters, obscuring the features of the 
original data. Even if an attacker obtains the noisy model 
parameters, it is difficult to reverse-engineer the original 
sensitive data, thus effectively protecting the privacy 
information of users [18]. 

In the edge computing communication network, assume 
there are U  participants 1 2{ , , , }mU U U… , and each

participant iU  holds a local dataset 

1 1{( , ), , ( , )}i i i in inZ x y x y= … , where ijx  is the input 
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feature, ijy  is the label, iZ  is a subset of the global dataset 

Z , and m  is the number of participants. The goal of 
federated learning is to train the global prediction model 

( )K w , minimize the local loss function ( )iF ω , and 
anchor the direction for model optimization under privacy 
protection [19]. 

The specific steps of local model training are as follows: 
Step 1: Local loss function. Participant iU  trains the 

model based on the local dataset iZ , and first defines the 
local loss function as: 

( , )
( )

| |
i

ij
j D

i
i

f Z
F

Z

ω
ω ∈=

∑
(1) 

Among them, ( , )ijf Zω  is the loss function of the 

model parameter ω  for the j  th sample ( , )ij ijx y . By 

averaging the losses of all samples in the local dataset iZ , 

the local model loss ( )iF ω  of participant iU  is obtained, 
which is the basis for constructing the subsequent global 

objective function [20]; iD  is the number of samples.
Step 2: Local model parameter training update [21]. 

Participant iU  uses the stochastic gradient descent 

algorithm to update the model parameter iω  based on the 

local loss ( )iF ω , realizing the iteration of the local model. 
The formula is as follows: 

1 ( )t t
i i iFω ω η ω−= − ⋅∇   (2) 

Among them, 1t
iω
− are the model parameters of 

participant 1t
iω
−  after the 1t − th round of training; η  is 

the learning rate; ( )iF ω∇  is the gradient of the local 

global loss ( )iF ω . 
In the edge computing communication privacy 

protection model described in Subsection 2.1, obfuscating 
sensitive information through adaptive differential privacy 
technology is the core step for protecting data privacy in 
the edge computing communication scenario [22]. The 
specific steps for perturbing the local model parameters are 
as follows: 

Step 1: Set the initial privacy budget. In the edge 
computing communication network, there are significant 
differences in the data quality and privacy requirements of 
different participants iU . The sensing platform sets the 

initial privacy budget 1 2{ , , , }mε ε ε…  for each participant 
individually for subsequent addition of Gaussian noise 
[23]. Among them, iε  is the initial privacy budget of 

participant iU  (the smaller the value, the stronger the
privacy protection and the greater the noise). 

Step 2: Adjust the privacy budget. Before each round of 
training of participant iU , the privacy budget is 

dynamically adjusted according to the loss ,i tF  in the 

previous round. Let max
iF  be the maximum historical loss 

of participant iU ; k  is the adjustment coefficient; then the
privacy budget adjustment formula is: 

max
, ,( )i t i i i tk F Fε ε= + ⋅ −

  
(3) 

Among them, ,i tε  is the adjusted privacy budget of 

participant iU  in the t  -th round of training; ,i tF  is the 

loss value of participant iU  in the t  -th round of training. 
Step 3: Add noise perturbation to achieve differential 

privacy [24]. Gaussian noise is used to add perturbation to 
the local model gradient to achieve relaxed differential 
privacy. Let the local model gradient of participant 

( )iF ω∇  in the t -th round of iteration be ,i tF∇ ; the 

sensitivity is , 2max ( ) ( )
i jD D i jf f Z f Z∆ = −‖ ‖ ; 

among them, the sensitivity f∆  of the query function f  
measures the maximum difference in the query results of 
adjacent datasets iZ  and jZ . Let the Gaussian noise 

distribution be 2 2(0, )N f σ∆ ⋅ , σ  is the standard 
deviation; then the noisy gradient is: 

2 2
, ,

ˆ (0, )i t i tF F N f σ∇ ←∇ + ∆ ⋅
 

(4) 
According to the relaxed differential privacy theorem, if 

the noise 2 2(0, )Y N f σ∆ ⋅  satisfies 
2

(0,1),
1.25
e ε

ε δ
−

∀ ∈ ≥ , the condition for the noisy 

operation to satisfy ( , )ε δ  differential privacy is: 

Pr[ ( ) ] Pr[ ( ) ]i jM Z Z e M Z Zε δ∈ ≤ ⋅ ∈ +
 
(5) 

Among them, M  is the differential privacy protection 
algorithm, and δ  is the privacy violation tolerance 
probability. 

Step 4: Transmit and aggregate the perturbed 
parameters. After participant iU  completes the 

perturbation, the noisy gradient ,î tF∇  is uploaded to the
edge computing node through the edge computing 
communication network, and the node aggregates the noisy 
gradients of all participants. The formula is as follows: 

2 2
sum ,

1

ˆ (0, )
m

i t
i

F F N f σ
=

∆ ← ∇ + ∆ ⋅  ∑ (6)

The sensing platform further aggregates and updates the 
local model parameters. The formula is as follows: 
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,

1 1

ˆ (0, )
m

i t
t t i
i i

F N f

m

σ
ω ω − =

∇ + ∆ ⋅
←

  
+
∑

(7) 

Through the above process, based on the local model 
training, participants complete parameter perturbation 
relying on the adaptive differential privacy technology, 
realize the fuzzification of data features, and build a solid 
privacy defense line for parameter transmission and 
aggregation in edge computing communication. 

2.3. Edge Perturbation Aggregation and 
Update Algorithm for Edge Computing 
Communication Privacy Protection 

Edge computing nodes in the edge computing 
communication network are deployed at the network edge, 
closer to the participants [25], and play a crucial role in the 
process of computing task execution. Each edge computing 
node is mainly responsible for collecting the locally 
perturbed model parameters sent by the corresponding 
participants in Subsection 2.2 for edge aggregation, and at 
the same time sending the updated edge model parameters 
to the sensing platform. All edge computing nodes are 
semi-honest. They are curious about the private 
information in the participants’ intelligent mobile devices 
and guess sensitive information [26]. Therefore, the edge 
computing nodes can only receive the model parameters 
perturbed by adaptive differential privacy in Subsection 2.2 
for aggregation and update. 

Before the start of the t  -th round of aggregation, the 
edge computing node downloads the global model 
parameters 1t

αω −  of the previous round from the sensing
platform, and replaces the locally stored edge model 
parameters 1t

βω −  with 1t
αω −  :

1 1t t
β αω ω− −←   (8) 

The edge computing node randomly selects γ  
participants from m  participants with probability ρ  to 
participate in this round of aggregation, satisfying 

max( ,1)mγ ρ← . The replaced edge model parameters 

1t
βω −  are distributed to the selected participants. Participant

iU  performs 1t  rounds of local model updates based on the 

received 1t
βω − , generates a new round of perturbed local

model parameters t
iω  and local loss function ( )t

iF ω , and 
sends them back to the edge computing node. The edge 
computing node aggregates the perturbed local model 
parameters t

iω  of the γ  received participants by weighted 
average according to the dataset size to generate new edge 
model parameters t

βω :

1

|  |
ˆ

ti
t i

i

Z
N

γ
βω ω

=

← ⋅∑  (9) 

Among them, | |iZ  is the size of the local dataset iZ
of participant iU ; | |Z  is the total amount of training data
of the edge computing node. 

After the edge computing node executes 2t  rounds of
the above aggregation process, it uploads the final edge 
model parameters t

βω  to the sensing platform, and the 

aggregated edge loss function ( )tF β ω , ( )tF β ω  is 
calculated as follows: 

,
1 1

| |( ) ( )
| |

m
i

t i t
i i

ZF F
Z

γ
β ω ω

= =

= ∑∑ (10) 

Through the above process, based on local model 
training and perturbation, the edge computing node realizes 
the privacy-safe edge model update relying on the 
weighted aggregation and dynamic participation 
mechanism. 

2.4. Global Perturbation Aggregation and 
Update Algorithm for Edge Computing 
Communication Privacy Protection 

The sensing platform in the edge computing network, as 
the data processing center, has stronger storage and 
computing capabilities than edge computing nodes. It is 
mainly responsible for receiving the edge model 
parameters sent by edge computing nodes, aggregating and 
updating the global model, and providing the final 
processing results to the requester to complete the sensing 
task. Since the sensing platform is untrusted, during the 
global model aggregation and update process, it may use 
the model parameters to infer the training data of 
participants through inference attacks, and may also be 
subject to single-point attacks. Therefore, the sensing 
platform can only receive the edge-aggregated model 
parameters with added random noise perturbations sent by 
edge computing nodes (as in Subsection 2.3), and it has no 
knowledge of the participants’ local model parameters, 
thus unable to infer the original data of participants and 
further reducing the risk of sensitive information privacy 
leakage. 

For the model processing process at the sensing 
platform, at the global loop 0t = , the sensing platform 
initializes the global model parameters 0

αω  and sends them 
to all edge computing nodes, which are broadcast by the 
edge nodes to participants for initializing local model 
parameters, providing a unified model starting point for the 
entire process of federated learning and ensuring the 
training consistency of each entity. When 0t > , every 
time the sensing platform completes 2t  rounds of edge
aggregation, it receives the edge aggregation model 
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parameters t
βω  and the edge loss function ( )tF β ω

uploaded by edge computing nodes. The sensing platform 
weights and averages the aggregation parameters j

βω  of 

the j  th edge computing node received according to the 
size of the aggregated dataset of the edge node to generate 
new global model parameters t

αω  : 

1

ˆ
ˆ

J
j

t j
j

M
M

α βω ω
=

← ⋅∑ (11) 

Among them, ˆ
jM  is the size of the aggregated dataset

of edge computing node jβ ; M̂  is the total amount of 

global training data of the sensing platform; J  is the 
number of edge computing nodes participating in training. 

The sensing platform synchronously aggregates the loss 
functions of edge computing nodes to generate the global 
loss function ( )tFα ω  for checking the model 
convergence. The formula is as follows: 

1

ˆ
( ) ( )ˆ

J
j

t j
j

M
F F

M
α βω ω

=

= ⋅∑ (12) 

If ( )tFα ω  tends to be stable (e.g., the change in 
adjacent rounds is less than the threshold), the model is 
considered to have converged. 

The sensing platform distributes t
αω  to edge computing 

nodes and continues to execute the next round of edge 
perturbation aggregation - global perturbation aggregation 
iteration. When the global iteration round reaches the 
maximum value (or the model converges), the sensing 
platform outputs the final global model parameters αω  to 
the requester to complete the sensing task (edge computing 
communication privacy protection). 

Through the above process, based on local model 
training and perturbation as well as edge perturbation 
aggregation, the perception platform relies on the weighted 
aggregation and convergence check mechanism to achieve 
a privacy - secure global model update, and finally outputs 
a safe and effective perception result to the requester, 
which is a complete closed - loop of decentralized privacy 
protection - centralized global optimization in edge - 
computing communication privacy protection. 

2.5. Design of the Performance Loss 
Constraint Mechanism for Edge Computing 
Communication Privacy Protection 

In the communication privacy protection method of edge 
computing based on federated learning, although the 
adaptive differential privacy technology introduced in 
section 2.2 can improve privacy security, the added noise 
will interfere with the gradient direction of the model, 

resulting in slower convergence and lower final accuracy 
of the model, that is, "performance loss". To quantify and 
constrain this loss, this section proposes a lightweight 
performance loss constraint mechanism. 

The performance loss caused by privacy protection is 
essentially due to the deviation of the gradient distribution 
Q after adding noise from the original gradient distribution 
P. The larger the difference between the two, the more the
model update deviates from the optimal direction, and the
greater the performance loss. This article uses Renyi
divergence to measure this distribution difference and
derives the upper bound constraint relationship of the loss
function, so as to dynamically adjust the noise intensity
during the training process and achieve a balance between
privacy and performance. The specific derivation is as
follows:

In the process of edge - computing communication 
privacy protection, assume there are m  participants 

, 1, 2, ,iU i m= … , and r  participants are selected from 
them for federated training at a sampling rate p , and the 
total number of federated communication iterations is T . 
After adding noise to the parameters obtained from the 
local model training of the i  - th participant, after T
iterations, its privacy loss calculation is related to local 
training perturbation, edge and global aggregation 
processes. The calculation formula for the privacy loss 
(performance loss) of the i  - th participant after T
iterations is: 

1
exp( ( )) exp ( )

T

i
t

q a t a t
=

 = =  
 
∑

 
(13) 

Among them, iq  is the performance loss of the i  - th 
participant, reflecting the degree of model performance 
degradation caused by privacy protection (such as adding 
noise, etc.); ( )a τ is the performance function of t  rounds. 

The calculation formula for the overall performance loss 
Q  of the r  participants participating in federated training 
is: 

1

r

i
i

Q q
=

=∑ (14) 

Among them, Q  is used to measure the performance 
loss of the entire training - participating group due to 
privacy protection. 

Let the performance function be written as 

1 0 0 1, ,( ) log(max{ , })v v v va t E E= , which involves two 

probability density functions. 0v  represents the probability 

density function of the Gaussian distribution 2(0, )iN σ , 
corresponding to the noise distribution when no additional 
sampling operations are introduced in local model training 
and perturbation. 1v  represents the mixed probability 

density function of 2 2( , ) (1 ) (0, )i ipN s p Nσ σ∆ + − , 
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corresponding to the noise distribution after considering 
complex scenarios such as participant sampling in edge 
perturbation aggregation, reflecting the diversity of edge 
aggregation. The calculation formulas of 0g  and 1g  are as 
follows: 

2

22
0

1( ) e
2

i

h

g h σ

π

−

= (15) 

2 2

2 2
( )

2 2
1

(1 )( ) e e
2 2

i i

h s h
p pg h σ σ

π π

−∆
− −−

= +
  

(16) 

Among them, h  is a random variable, that is, a 
continuous variable such as model parameter perturbation, 
noise or parameter deviation involved in the aggregation 
process; 2

iσ  is the variance of the noise in the local model 

training and perturbation of the i  th participant; s∆  is the 
offset in the mixed distribution, reflecting the offset of the 
noise distribution caused by the edge computing 
communication scenario. 

The following definitions are made for 
1 0,v vE  and 

0 1,v vE in the performance function 

1 0 0 1, ,( ) log(max{ , })g g g ga t E E=  using the Renyi 
divergence: 

1 0 1 0

1

1 0
, ~ ~

0 1

( ) ( )
( ) ( )g g h g h g

g h g hE E E
g h g h

λ λ+      
= =      

        
(17) 

0 1 0 1

0 1
, ~ ~

1 0

( ) ( )
( ) ( )g g h g h g

g h g hE E E
g h g h

λλ −     
= =      

        
(18) 

Among them, ~h gE  represents the expectation of the 

random variable h  following the distribution g , which is 
used to quantify the expected values of the relevant 
indicators of the performance loss function under different 
noise distributions; λ  is the order of the Renyi divergence, 
which is a key parameter controlling the strength of the 
performance loss constraint. 

Through the above complex derivation, the relationship 
of 

1 0 0 1, ,g g g gE E≥ can be obtained. According to this 
relationship, the loss function in the t  -th round of the 
federated training process is further constrained, that is, 

1 0,( ) log g ga t E= . This formula shows that in the edge 
computing communication privacy protection method 
based on federated learning, the loss only needs to be 
constrained by 

1 0,g gE , thereby reducing the performance 
loss in the federated learning process. While ensuring the 
privacy security of the local model training, perturbation, 
edge, and global perturbation aggregation links, the model 
performance is maintained as much as possible, and the 
practicality of the overall solution is improved. 

2.6. Computational Complexity Analysis 

The computational overhead of our method mainly stems 
from three parts: local model training, adaptive differential 
privacy noise addition, and edge as well as global 
aggregation. Let the size of the local dataset of each 
participant be Di, the dimension of model parameters be d, 
the number of local iterations per round be E, the number 
of edge nodes be N, the total number of participants be K, 
and the number of global rounds be T. 

Local training complexity: Each participant performs E 
stochastic gradient descents per round, with a 
computational complexity of O(∣Di∣⋅d) for each descent. 
Thus, the complexity for a single participant per round is 
O(E∣Di∣d). 

Adaptive differential privacy noise addition complexity: 
Generating a Gaussian noise vector and adding it to the 
gradient has a complexity of O(d). The privacy budget 
adjustment formula (3) only involves scalar operations and 
can be neglected. 

Edge aggregation complexity: Each edge node 
aggregates the noisy parameters from K/N participants 
under its jurisdiction, with a weighted average complexity 
of O((K/N)⋅d). 

Global aggregation complexity: The sensing platform 
aggregates N edge models, with a complexity of O(Nd). 

Overall per-round complexity: Since all participants 
perform computations in parallel, the time complexity per 
round is max(O(E∣Di∣d),O(d),O((K/N)d),O(Nd)). As 
E∣Di∣≫1 is typically the case, the dominant term is 
O(E∣Di∣d), which is of the same order as in standard 
federated learning. The space complexity is O(d) for 
storing model parameters. Compared with federated 
learning without privacy protection, our method only adds 
O(d) noise addition computation and O((K/N)d) edge 
aggregation, with the additional overhead being 
acceptable. 

3. Experimental Analysis

To analyze the effectiveness of the edge computing 
communication privacy protection method based on the 
federated learning algorithm in this paper, an edge 
computing network environment mainly consisting of 
participants, edge computing nodes, and a sensing platform 
is constructed based on Python (V3.6.5). Among them, 
there is 1 sensing platform, 5 edge computing nodes, and 
45 participants. It is assumed that each edge computing 
node has the same number of participants and the same 
number of training data. In the edge computing network 
environment deployed in this paper, computing resources 
are mainly located close to the participants, including 
terminal devices, so as to better respond to service requests. 
At the same time, the number of participants can be 
dynamically changed to ensure the scalability of the edge 
computing network. During the experiment, PyTorch 
(V1.0.0) is used to implement the network model and the 
privacy protection method proposed in this paper. Vectors 
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conforming to the Laplace distribution are generated by 
calling the random noise function in Numpy (V1.21.5), and 
the mean value is set to 0. 

The detailed hyperparameter settings are as follows: 
Federated learning has 100 global rounds, 5 local iterations 
per round, a learning rate of 0.01, and a batch size of 64; 
Adaptive differential privacy: The initial privacy budget is 
4.0, the adjustment coefficient is 0.1, the tolerance 
probability for privacy violations is 10-5, and the Gaussian 
noise standard deviation is dynamically calculated 
according to formula (5); Edge aggregation: 30 participants 
are randomly selected from each round of edge nodes with 
a probability of 0.8; The optimizer uses SGD with 
momentum set to 0.9. All experiments were run on servers 
with Intel Core i9-10900K CPU, NVIDIA RTX 3090 GPU, 
64GB RAM, and Ubuntu 20.04 operating system. 

The experimental datasets used are the MNIST dataset 
and the CWRU dataset respectively. Among them, the 
MNIST dataset contains grayscale image data for 10 kinds 
of handwritten digit recognition, with 60,000 training 
images and 10,000 test images. Each grayscale image 
contains 28 pixels×28 pixels. The CWRU dataset contains 
vibration signal data of bearings under various operating 
conditions, covering normal states and different types and 
sizes of fault states. The normal state records the vibration 
signals of the bearings in the fault-free state, and different 
files correspond to different load conditions. The fault 
types include inner race fault, outer race fault, and rolling 
element fault. For the outer race fault, it is further divided 
into 3 o’clock direction (center of the load area), 6 o’clock 
direction (edge of the load area), and 12 o’clock direction 
(non-load area). In the experimental analysis, it is assumed 
that each participant is randomly assigned the same amount 
of data, and the sensed data samples of the participants are 
non-independent and identically distributed. Each 
participant contains two types of samples, and then all 
participants are randomly assigned to each edge computing 
node. 

The local model parameters of federated learning are 
processed by adding noise using the method proposed in 
this paper, and the results of the noise addition are shown 
in Figure 2. 
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Figure 2. Local model parameter denoising 
results 

Figure 2 shows the comparison of local model 
parameters before and after noise addition. Among them, 
(a) shows regular fluctuations in parameters before adding
noise, with parameter values ranging from 7.0 to 9.0; (b)
After adding noise, the parameter fluctuations were severe
and irregular, and the periodic features were destroyed,
verifying the blurring effect of adaptive differential privacy
on the original features. By comparing Figure 2 (a) and
Figure 2 (b), it can be observed that the parameters after
adding noise can no longer directly reflect the precise
change trend of the original parameters, which makes it
difficult for attackers to infer sensitive information of the
original data from the model parameters, thus effectively
protecting data privacy. The experimental results show that
this method can successfully add noise to the local model
parameters, achieving the expected effect of adaptive
differential privacy technology. In this way, in the
federated learning scenario, each participating party can
share model parameters with other participating parties
while protecting its own data privacy, jointly train the
global model, and promote the secure implementation of
federated learning.

Explore the comparison of the performance loss of the 
method proposed in this paper on the MNIST dataset. Set 
the number of participating parties to 10, the sampling rate 
to 1, and the overall privacy budget to 4.0. The analysis 
results are shown in Figure 3. 
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Figure 3. Performance loss analysis results 

As can be seen from Figure 3, with the increase of the 
number of iterative rounds, the performance loss shows a 
trend of gradually decreasing and tending to be stable. This 
indicates that during the federated learning process, the 
model is continuously learning and optimizing, the 
performance is gradually improving, and the performance 
loss is gradually decreasing and reaching a relatively stable 
state. The performance loss curves with and without 
applying the performance loss constraint mechanism are 
similar in overall trend, but there are differences in specific 
values and convergence speeds. In the initial stage (0 - 10 
rounds), the performance loss is relatively high, indicating 
that the initial noise perturbation has a greater impact on 
model training. The two curves are close, indicating that 
the constraint mechanism has not yet played a significant 
role at this time. In the middle stage (10 - 40 rounds), the 
performance loss drops rapidly, the model gradually adapts 
to the noise, and the parameter optimization effect is 
enhanced. The curve with the constraint mechanism drops 
faster, indicating that this mechanism reduces the 
ineffective perturbation and improves the training 
efficiency by dynamically adjusting the noise distribution. 
In the later stage (>40 rounds), the performance loss tends 
to be stable, and the model is close to convergence. The 
final performance loss with the added constraint 
mechanism is lower, about 0.4, proving that it can better 
balance privacy and performance in long-term training. 

To evaluate the independent contributions of the three 
core modules of adaptive differential privacy (ADP), 
performance loss constraint mechanism (PLCM), and edge 
perturbation aggregation strategy (EAPS), four 
comparative experiments were designed on the MNIST 
dataset: 1) complete method (ADP+PLCM+EAPS); 2) 
Remove PLCM (ADP+EAPS only); 3) Remove ADP 
(fixed privacy budget only, PLCM+EAPS); 4) Only local 
training without aggregation (without any privacy 
protection, as a baseline). Each experiment was repeated 5 
times and the average was taken. The overall privacy 
budget was set to 4.0, with 100 iterations. The final test 
accuracy, performance loss, and communication energy 
consumption were recorded. The results are shown in Table 
1. 

Table 1. Results of ablation experiment 

Configura
tion 

Test 
Accurac
y/% 

Performa
nce Loss 

Communic
ation 
Energy 
Consumpti
on/J 

Privacy 
Protect
ion 
Strengt
h 

Complete 
Method 96.300 0.410 2.3×10³ High 

Without 
PLCM 94.700 0.580 2.5×10³ High 

Without 
ADP 
(Fixed 
Budget) 

95.100 0.520 3.1×10³ Mediu
m 

Without 
Privacy 
Protectio
n 
(Baseline
) 

97.200 0.000 1.8×10³ None 

According to Table 1, the complete method reduces 
performance loss by 29.3% and improves accuracy by 
1.6% compared to no PLCM configuration, verifying the 
effectiveness of the performance loss constraint 
mechanism in controlling the negative impact of noise. 
Compared with no ADP configuration, the communication 
energy consumption of the complete method is reduced by 
25.8%, because the adaptive privacy budget reduces 
unnecessary noisy communication overhead, and the 
privacy protection strength is increased from "medium" to 
"high". Although the complete method sacrifices about 
0.9% accuracy compared to the baseline (no privacy), it 
results in high-intensity privacy protection (able to resist 
gradient leak attacks), reflecting an acceptable privacy 
utility trade-off. In summary, the synergistic effect of the 
three modules is indispensable. 

To verify the privacy protection effect of the proposed 
method, gradient leakage attacks were used for testing. One 
image sample and one bearing vibration signal sample 
were selected from the MNIST dataset and the CWRU 
dataset for edge computing communication respectively to 
conduct gradient leakage attacks. The test results are shown 
in Figures 4 and 5. 

(a) Original image (b) Privacy protection result (c)
Gradient leakage attack result 

Figure 4. Privacy protection result of edge 
computing communication image 

Analysis of Figures 4(a) to 4(c) reveals that Figure 4(a) 
displays the original image of the MNIST dataset in edge 
computing communication, clearly showing the shape of 
the digit 3. The image has distinct boundaries and 
continuous pixel distribution, making it easily recognizable 
by the human visual system. In edge computing 
communication, such original images, if transmitted 
without protection, may leak sensitive information. Figure 
4(b) shows the image after privacy protection using the 
proposed method. Compared to the original image, the 
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protected image exhibits noticeable blurring and noise 
interference, with the boundaries of the digit 3 becoming 
unclear and the pixel distribution more dispersed. This 
indicates that the proposed method effectively processes 
the original image, altering its original features through 
privacy protection techniques, making it difficult for 
attackers to extract useful information directly from the 
protected image. From a privacy protection perspective, 
this method reduces the risk of information leakage during 
image transmission, meeting the basic requirements for 
data privacy in edge computing communications. Figure 
4(c) shows the results after a gradient leakage attack. 
Compared to the privacy-protected image, the attacked 
image still partially reveals the shape of the number 3, but 
its edges are incomplete, and background noise remains. 
Attackers cannot fully and accurately reconstruct the 
original image. This indicates that the proposed method can 
effectively protect image privacy to a certain extent, 
increasing the difficulty for attackers to obtain real 
information. 
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(a) Original bearing vibration signal  (b) Vibration
signal of bearings after privacy protection
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(c) Vibration signal of bearings after gradient
leakage attack 

Figure 5. Privacy protection result of edge 
computing communication bearing vibration signal 

Figure 5(a) shows the original bearing vibration signal. 
This signal exhibits typical periodic impact characteristics, 
with the peak interval approximately around 2s and the 
acceleration range concentrated around ±3m/s2, which is in 
line with the normal operating conditions of the bearing. 
Figure 5(b) shows the bearing vibration signal after privacy 
protection processing. Compared with the original signal, 
the waveform of the protected signal has changed 
significantly. The original clear periodic characteristics are 
masked by a large amount of noise interference, the 
amplitude and shape of the waveform become more 
irregular, and the acceleration range expands to around 
±5m/s2. This indicates that the proposed privacy protection 
method effectively processes the original signal. Through 
the privacy protection method, the statistical characteristics 
and time-domain characteristics of the signal are changed, 
making it difficult for attackers to directly extract useful 
bearing operation information from the protected signal. 
From the perspective of privacy protection, this method 
can, to a certain extent, ensure the security of the bearing 
vibration signal during transmission and reduce the risk of 
information leakage. Figure 5(c) shows the bearing 
vibration signal after being attacked by gradient leakage. It 
can be observed that compared with the signal after privacy 
protection, some periodic characteristics of the attacked 
signal are restored, but the peak timing is disordered, and 
the key fault characteristic frequencies are still covered by 
noise. This shows that the gradient leakage attack can 
partially restore the bearing vibration signal after privacy 
protection. Although the gradient leakage attack can 
partially restore the signal characteristics, there are still 
significant differences between the signal after privacy 
protection and the original signal, and attackers cannot 
accurately restore the original bearing vibration signal 
completely. This indicates that the proposed method is 
effective in protecting the privacy of the bearing vibration 
signal and can increase the difficulty for attackers to obtain 
real information. Thus, it can be seen that the proposed 
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method can effectively resist the gradient leakage attack 
and protect user data. 

Since random noise is imposed on the local model 
parameters using adaptive differential privacy during the 
execution of the sensing task for privacy protection, certain 
losses will be caused to the data information during the 
training and aggregation of the model parameters, thus 
affecting the integrity of the sensing data. The smaller the 
loss, the better the integrity of the data, and the better the 
availability of the data. In this paper, the adaptive 
differential privacy technology is used to perform noise 
perturbation on the local model parameters obtained by 
participants after each iteration of training. The added 
random noise may affect the integrity of the data, resulting 
in the data being unavailable and unable to complete the 
sensing task. To verify the availability of the data after 
using the adaptive differential privacy technology for 
privacy protection in this paper, the influence of the privacy 
protection degree on the data integrity is studied for 
different privacy budget values. The analysis results are 
shown in Figure 6. 
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Figure 6. Results of data integrity analysis 

As can be seen from Figure 6, with the increase of the 
privacy budget, the data integrity of the proposed method 
shows an upward trend. When the privacy budget is 
between 0 and 5, the slope of the data integrity curve is 
relatively large. When the privacy budget is between 5 and 
11, the curve tends to be flat. This is because the increase 
of the privacy budget value means that the participants add 
less noise to the model parameters by differential 
perturbation locally, thus reducing the difference between 
the noisy model parameters uploaded by the participants to 
the edge computing node and the original model 
parameters. Finally, the data integrity of both datasets is 
above 0.98, verifying the proposed method’s superior 
ability to balance privacy protection strength and data 
availability. Its innovative adaptive mechanism provides 
quantifiable privacy configuration guidance for edge 
computing scenarios. 

The methods in References [6] to [8] and the method in 
this paper are used for edge computing communication 

privacy protection processing. The total communication 
and computing energy consumption of the above five 
methods during privacy protection processing is analyzed, 
and the analysis results are shown in Figure 7. 
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Figure 7. Edge computing communication 
privacy protection total energy consumption analysis 

results 

As shown in Figure 7, the total energy consumption of 
the proposed method remains at a relatively low level 
across all edge nodes and participant terminal device 
numbers, with the highest total energy consumption being 
approximately 104 J, significantly lower than the methods 
described in References [6] (107 J), [7] (108 J), and [8] (107 
J). The energy consumption fluctuations of the proposed 
method are relatively stable, with small variations in 
energy consumption values across different edge nodes and 
participant terminal device IDs. This reflects the proposed 
method's good stability and adaptability, enabling it to 
maintain relatively stable energy consumption 
performance across different device and node 
environments. The advantages of the proposed method lie 
in its use of dynamic participant sampling and gradient 
compression techniques to reduce communication volume, 
resulting in a significant decrease in the proportion of 
communication energy consumption; the application of an 
edge perturbation aggregation model reduces cloud 
computing pressure and saves aggregation energy 
consumption. In contrast, literature [6] experiences an 
increase in communication energy consumption due to the 
blockchain consensus mechanism; the lightweight SVM in 
literature [7] requires frequent model updates, resulting in 
high computational energy consumption; and while the 
location hiding algorithm in literature [8] reduces 
communication load, the complex spatial encryption still 
incurs high computational overhead. The proposed method 
can more efficiently balance energy consumption. 

In addition, in order to verify the generalization ability 
of the method on more complex data, the Fashion MNIST 
data set (including 28 × 28 gray-scale images of 10 types 
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of fashion items, 60000 training sets and 10000 test sets) 
and the real edge computing scene are added: based on the 
open-source EdgeSimPy simulator, the communication 
environment of 50 roadside units (edge nodes) and 200 
networked vehicles (participants) in the intelligent 
transportation scene is simulated. The data are vehicle 
tracks and camera images, the transmission bandwidth is 
set to 20Mbps, and the simulation duration is 30 minutes. 
Compare the privacy protection effect and communication 
delay of our method, the method in reference [6], and the 
baseline (without privacy) in the intelligent transportation 
scenario simulated by EdgeSimPy. The evaluation 
indicators include: data integrity (the proportion of 
available data after privacy protection), average 
communication delay per round (the time from participant 
upload to global aggregation completion), and the success 
rate of resisting inference attacks (the success rate of 
attackers attempting to restore vehicle trajectories from 
model parameters). The results are shown in Table 2. 

Table 2. Generalization ability on more complex data 

Metho
d 

Data 
Integri
ty 

Average 
Communi
cation 
Delay 
(ms) 

Success Rate of Trajectory 
Reconstruction Attack (%) 

This 
metho
d 

0.985 127 12.3 

Metho
d in 
Refere
nce [6] 

0.912 356 18.7 

Witho
ut 
privac
y 
protec
tion 

1 89 78.4 

According to Table 2, our method maintains a high data 
integrity of 0.985 in real traffic scenarios, significantly 
better than the 0.912 in reference [6], because adaptive 
differential privacy dynamically adjusts noise based on 
data to avoid excessive disturbance. The communication 
delay is 127ms, which is higher than the 89ms without 
privacy protection (due to noisy computation), but much 
lower than the 356ms in reference [6] (due to high 
blockchain consensus overhead). The success rate of 
trajectory restoration attacks is only 12.3%, far lower than 
the 78.4% without privacy protection, proving that our 
method can effectively defend against inference attacks 
targeting moving trajectories. This real-world experiment 
further validates the practicality and robustness of the 
proposed method. 

In addition to the gradient leakage attack, the defense 
capability of the method in this paper is evaluated on 
MNIST and CWRU data sets for the common member 

inference attack (judging whether a piece of data is in the 
training set) and model inversion attack (reconstructing 
training samples from model parameters) in edge 
computing communication. The member inference attack 
adopts the shadow model method proposed by Shokri et al., 
while the model inversion attack adopts the method 
proposed by Fredrikson et al. The defense success rate is 
defined as the proportion of samples in which an attack 
fails (which cannot be accurately inferred or restored). The 
results are shown in Table 3. 

Table 3. Security analysis of different types of 
attacks 

Datase
t Attack Type 

Defens
e 
Succes
s Rate 
(%) of 
Our 
Method 

Defense 
Success 
Rate (%) 
without 
Privacy 
Protectio
n 

Defense 
Success 
Rate (%) 
of 
Method 
in 
Referenc
e [7] 

MNIST Membershi
p Inference 94.2 31.5 78.3 

MNIST Model 
Inversion 91.8 15.2 72.6 

CWRU Membershi
p Inference 95.1 28.7 80.1 

CWRU Model 
Inversion 93.4 18.3 74.5 

According to Table 3, the defense success rate of our 
method under member inference attacks exceeds 94%, 
which is much higher than that without privacy protection 
(about 30%) and literature [7] (about 78-80%). This is 
because the noise added by adaptive differential privacy 
blurs the output differences of the model on a single 
sample, making it difficult for attackers to determine 
whether the sample is participating in training. For model 
inversion attacks, the defense success rate of our method is 
about 91-93%, while without privacy protection, attackers 
can successfully restore about 85% of sample features (i.e., 
the defense success rate is only 15-18%). The lightweight 
SVM in reference [7] has a certain anti inversion ability 
due to its limited model expression ability, but this method 
further blocks the attack path through edge aggregation and 
two-level perturbation. In summary, the method proposed 
in this article can effectively defend against various attacks 
such as member inference and model inversion, and its 
security is significantly better than the comparative 
methods. 

4. Conclusion

In edge computing communication scenarios, data
privacy protection is crucial. For this reason, we study the 
communication privacy protection method of edge 
computing based on the federated learning algorithm. By 
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training the model locally and adding noise disturbance, we 
can avoid uploading the original data and effectively 
reduce the risk of data leakage in the transmission and 
storage process. At the same time, combined with adaptive 
differential privacy technology, the privacy budget is 
dynamically adjusted according to the environment to 
further enhance the privacy protection effect. The 
experimental results show that after applying this method, 
the data integrity is above 0.98, the total energy 
consumption for privacy protection is less than 104 J, and 
it can resist various attacks such as gradient leakage, 
member inference, and model inversion. 

In practical application, this method can be directly 
deployed in scenarios such as Internet of Vehicles 
communication in intelligent transportation system, edge 
server data aggregation in industrial Internet, and wearable 
device health data upload in smart medicine. For example, 
in intelligent transportation, this method can complete the 
model aggregation of 200 cars within 100 milliseconds 
while protecting the privacy of vehicle trajectories; In 
smart healthcare, this method enables hospital edge nodes 
to collaboratively train disease prediction models without 
touching patient raw data. This method not only ensures 
user data privacy, but also promotes the wide application 
of edge computing communication technology in various 
fields, and promotes the healthy development of the animal 
networking and edge computing ecosystem. 

Although this method has achieved good results in edge 
computing communication privacy protection, it still has 
the following limitations: 

1) Limited adaptability to Non IID data: This study
assumes that each participant contains two types of 
samples, belonging to mild Non IID. When the data 
distribution is extremely skewed (such as each participant 
containing only one category), the local model bias 
increases, and the noise adjustment of adaptive differential 
privacy may fail, resulting in slow convergence of the 
global model. 

2) Relying on a trusted perception platform for global
aggregation: Although edge nodes are semi honest, if the 
perception platform is completely breached, advanced 
inference attacks may still be launched by analyzing the 
update patterns of global model parameters. The method 
proposed in this article assumes that the platform is not 
trustworthy but will not actively engage in malicious 
behavior, and has not yet considered the possibility of 
malicious platforms forging aggregation results. 

3) The challenge of computational overhead on resource
constrained devices: For extremely low-power edge 
devices (such as battery powered sensors), performing 
local model training and denoising operations in each 
round may result in significant energy consumption. The 
energy consumption in the experiment is about 2.3 × 10 ³ 
J, which is still high for some microcontrollers. 

Future research directions include: 1) researching 
federated learning privacy protection methods for extreme 
Non IID data, introducing clustering or multi center 
mechanisms; 2) Explore platform verification technologies 
based on zero knowledge proofs or trusted execution 

environments to defend against malicious perception 
platforms; 3) Design lightweight local training algorithms 
(such as updating only some layers) to reduce device 
energy consumption; 4) The method in this paper is 
extended to the layered edge computing architecture (cloud 
edge end three levels) to further optimize communication 
efficiency.  
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