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Abstract 

In distributed financial systems, cross-institutional data sharing faces significant security challenges, including sensitive 
data leakage risks, unauthorized access, and inadequate privacy protection mechanisms. To address these issues, this paper 
proposes a generative AI-based privacy protection and security management mechanism for distributed financial systems. 
The proposed method employs a Gradient Penalty Generative Adversarial Network (GP-GAN) to generate privacy-
preserving synthetic data that retains the statistical distribution characteristics of original financial data without exposing 
sensitive information such as account details and transaction records. A blockchain-based fine-grained access control 
model is constructed to allocate data access permissions according to user roles (ordinary users, financial institution 
administrators, regulators) and standardize access processes through smart contracts. The Probabilistic Neural Network 
(PNN) is restructured from risk prediction to abnormal attack detection, enabling real-time identification of side-channel 
attacks and data injection attacks by analyzing node data transmission characteristics. Furthermore, a game-theoretic 
weighting method balances multi-node security collaboration and data sharing efficiency. Experimental results 
demonstrate that the proposed mechanism achieves a privacy protection strength of 92.6%, an access control accuracy of 
96.3%, an attack detection recall rate of 89.7%, and an edge node processing latency below 50 ms, effectively ensuring 
data security in distributed financial systems. 
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1. Introduction

In the context of rapid digital transformation in the 
financial sector, distributed financial systems have 
become the backbone of modern banking, securities 
trading, and cross-institutional payment clearing. These 
systems typically involve multiple participating entities, 
including commercial banks, securities firms, regulatory 
authorities, and financial edge terminals such as POS 
devices and mobile banking applications. While 
distributed architectures offer benefits in terms of 
scalability and fault tolerance, they also introduce 
significant security challenges [1]. Cross-institutional  

financial data flows are vulnerable to interception, 
tampering, and unauthorized access during transmission 
across heterogeneous network domains. Financial edge 
nodes, characterized by limited computing power and 
storage capacity, present attractive targets for attackers 
seeking to compromise sensitive transaction data [2]. 
Moreover, the fundamental tension between data sharing 
for collaborative analysis and privacy protection 
requirements creates a critical security dilemma: financial 
institutions must share data for regulatory compliance and 
fraud detection, yet cannot expose customer-sensitive 
information such as account details and transaction 
records [3]. 
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Traditional security mechanisms designed for 
centralized systems are inadequate for distributed 
financial environments.Conventional encryption methods 
protect data at rest but do not address dynamic access 
control across multiple trust domains. Rule-based 
intrusion detection systems struggle to identify novel 
attack patterns such as side-channel attacks that exploit 
timing information or data injection attacks that corrupt 
model training processes [4]. Privacy protection 
techniques like data anonymization have proven 
insufficient, as de-anonymization attacks can re-identify 
individuals from supposedly anonymized financial 
datasets [5,6]. In the field of privacy-preserving data 
generation, Siami et al. [7] used big data preprocessing 
and fuzzy clustering algorithms, but fuzzy rules rely on 
expert experience, leading to strong subjectivity. In the 
field of access control, traditional RBAC and ABAC 
models are difficult to dynamically adapt to changes in 
trust levels of distributed nodes [8]. In terms of AI-based 
security monitoring, the fuzzy fractional order financial 
chaos model constructed by Qayyum et al. [9] has high 
complexity and is difficult to deploy in real-time systems; 
The event tree analysis method proposed by Veljanovski 
et al. [10] has static characteristics and cannot capture 
dynamic attack features. The common gap in the above 
studies is that they address privacy, access, or detection 
issues in isolation, while ignoring the strong coupling and 
inherent contradictions of these security dimensions in 
distributed financial systems. For example, stronger 
privacy protection may lead to a decrease in the 
availability of features for anomaly detection. The 
integration framework proposed in this article is aimed at 
filling this gap by explicitly managing the trade-offs 
between these security dimensions through game theory 
mechanisms. 

Generative artificial intelligence offers novel solutions 
to these security challenges. Unlike traditional data 
augmentation techniques that simply replicate existing 
samples, generative models such as Generative 
Adversarial Networks (GANs) can learn the underlying 
distribution of sensitive financial data and generate 
synthetic samples that preserve statistical utility while 
preventing individual re-identification [11]. This 
capability is particularly valuable for privacy-preserving 
data sharing in distributed financial systems, where 
institutions need to collaborate without exposing raw data. 
Additionally, the adversarial training paradigm of GANs 
can be adapted for anomaly detection, where the 
discriminator network learns to distinguish between 
normal and malicious access patterns [12]. 

This paper proposes a comprehensive security 
management mechanism for distributed financial systems 
based on generative artificial intelligence. Unlike existing 
research, the core novelty of this article lies not in the 
breakthrough of a single technology, but in proposing an 
integrated security paradigm of "three-layer decoupling 
dynamic collaboration" to address the three core 
contradictions of "data utility privacy protection", 
"security protection access efficiency", and "collaboration 

gain risk exposure" in distributed financial systems. The 
main contributions include: (1) a GP-GAN-based privacy-
preserving data generation method that produces synthetic 
financial data with strong privacy guarantees; (2) a 
blockchain-based fine-grained access control model with 
role-based permission allocation and smart contract 
enforcement; (3) a PNN-based abnormal attack detection 
module for real-time identification of side-channel and 
data injection attacks; (4) Using the weighted mechanism 
of game theory as a "dynamic adhesive", a nonlinear 
safety efficiency trade-off model is established between 
the three decoupling layers to achieve adaptive adjustment 
of safety policies; (5) a lightweight privacy protection 
scheme for resource-constrained financial edge devices. 
The security management mechanism proposed in this 
article differs fundamentally from existing integrated 
security frameworks. Existing work mostly involves 
"module stacking", where each security component 
operates independently, ignoring the inherent 
contradiction between privacy protection strength, access 
control strictness, and data sharing efficiency. In a 
distributed financial scenario, this study dynamically 
coordinates the three decoupled modules of GP-GAN, 
blockchain access control, and PNN anomaly detection 
through a game theory weighting mechanism, achieving 
adaptive adjustment of security policies. This "three-layer 
decoupling dynamic collaboration" paradigm enables the 
system to maintain high access control accuracy (96.3%) 
and low latency (<50ms) while protecting privacy 
(>92.6% strength), effectively balancing the conflicting 
demands of security and efficiency. 

2. Privacy protection and security
management mechanism for distributed
financial systems

2.1. Overall structure of the security 
management mechanism 

This paper proposes a comprehensive security 
management mechanism for distributed financial systems 
based on generative artificial intelligence. The mechanism 
adopts a four-layer architecture comprising: a privacy-
preserving data generation layer, a fine-grained access 
control layer, an abnormal attack detection layer, and a 
cross-domain data flow management layer. The overall 
structure of the proposed security management 
mechanism is shown in Figure 1. 
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Figure 1. Overall architecture of distributed financial 
system security management mechanism based on 

generative artificial intelligence 

Privacy-preserving data generation layer 
This layer employs a Gradient Penalty Generative 
Adversarial Network (GP-GAN) to generate synthetic 
financial data that preserves the statistical distribution 
characteristics of original sensitive data while preventing 
the leakage of specific information such as account 
numbers, transaction records, and customer identities 
[13]. The generated synthetic data can be safely shared 
across distributed financial nodes for collaborative 
analysis without exposing raw sensitive data. 

Fine-grained access control layer 
Considering the multi-subject and multi-node 
characteristics of distributed financial systems, this layer 
constructs a blockchain-based fine-grained access control 
model. Financial data access permissions are allocated 
according to roles (ordinary users, financial institution 
administrators, regulators), and access processes are 
standardized through smart contracts to prevent illegal 
leakage of sensitive financial data [14]. 

Abnormal attack detection layer 
This layer restructures the Probabilistic Neural Network 
(PNN) model from financial risk probability prediction to 
abnormal attack detection in distributed financial systems. 
It focuses on common malicious behaviors such as side-
channel attacks and data injection attacks, realizing real-
time identification and early warning of attack behaviors 

by analyzing node data transmission characteristics and 
access behavior patterns. 

Cross-domain data flow management layer 
Based on the core idea of the game-theoretic weighting 
method, this layer balances data sharing efficiency and 
security management needs in distributed financial 
systems. It formulates access rules, encrypted 
transmission protocols, and permission verification 
processes for cross-institutional financial data flows. 

2.2. Privacy-preserving financial data 
generation based on GP-GAN 

In distributed financial systems, data sharing across 
institutional boundaries is essential for regulatory 
compliance, fraud detection, and collaborative risk 
assessment. However, directly sharing raw financial data 
exposes sensitive customer information, including 
account numbers, transaction histories, and personal 
identification details. This paper utilizes Gradient Penalty 
Generative Adversarial Networks (GP-GAN) to generate 
privacy-preserving synthetic financial data that retains the 
statistical utility of the original data while preventing the 
leakage of sensitive information. 

The GP-GAN framework consists of a generator 
network G and a discriminator network D engaged in an 
adversarial game. The generator learns to produce 
synthetic samples that mimic the distribution of real 
financial data, while the discriminator learns to 
distinguish between real and synthetic samples [15]. 
Unlike traditional GAN applications that focus on data 
augmentation for improving prediction accuracy, our 
approach prioritizes privacy protection by ensuring that 
the generated synthetic data does not memorize or 
reproduce specific sensitive records. 

The privacy-preserving data generation process follows 
these steps: 

Step 1: Sensitive attribute identification and removal: 
For each financial data sample, sensitive attributes such 

as account numbers, customer names, and specific 
transaction identifiers are identified and separated from 
the utility attributes. The generator is trained only on the 
utility attributes, ensuring that sensitive identifiers are not 
learned. 

Step 2: Noise sample initialization: 
Based on Step 1, some minority class sample data is 

synthesized through linear interpolation. The synthesized 
samples are used to learn the mean and variance of the 
samples for subsequent training of the network to 
generate new samples. First, let Y  be the total sample set 
of the denoised original data, mY  be the majority class 

sample set, and eY  be the minority class sample set, with 
the following relationships among them: 

 

e mY Y Y= +   (1) 
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Financial sample size is generated through 
oversampling, with the calculation formula as follows: 

 

m eY Y Y= +


    (2) 
 
Using linear interpolation to synthesize a small number 

of minority class samples, for any sample point eY  in iy , 
the Euclidean distance metric is applied to randomly 
select a neighboring sample jy  from k neighbors, and the 

synthesized sample X  is obtained through linear 
interpolation, with the calculation formula as follows: 

 

( )i j iX y y yξ= + −
   

(3) 

 
In the formula: ξ  represents the interpolation 

coefficient. 
The set of samples synthesized through linear 

interpolation is denoted as eY , and the new minority class 
sample set obtained after synthesizing minority class 
samples is denoted as YΣ

 , with the calculation formula as 
follows: 

 

2e

e e

YY

Y Y YΣ


=


 = +




 
    

(4) 

 
Step 3: Adversarial training with privacy constraints: 
In an imbalanced dataset, the number of minority class 

samples is far less than that of the majority class samples, 
which can lead to the classifier being biased towards the 
majority class during training, thus neglecting the 
minority class; oversampling techniques balance the 
dataset by generating new minority class samples, 
improving the classifier’s ability to recognize the minority 
class. Therefore, in light of the advantages of GP-GAN in 
data generation, an improved loss function is proposed for 
the oversampling problem, with the calculation formula as 
follows: 

( )( )

( )( ) ( )( )
1 ~

2

~~ 2

min max lg

lg 1 1

r

o X

XG D

X XX

L E D X

E D X E D X

ρ

ρρ α

 = + 

  − + ∇ −    

(5) 

In the formula: E  represents the expected value; rρ  
represents the probability density distribution of the real 
samples X  ; oρ  represents the probability density 
distribution of the noise samples; α  represents the 

gradient penalty factor; ( )
2X D X∇  represents the L2 

norm of the gradient of the discriminator network input; 

Xρ  represents the linear uniform sampling distribution of 

the actual financial data and the generated financial data; 
( )D X  represents the output of the discriminator. 
Step 4: Synthetic data generation: 
After removing noise in Step 1 and synthesizing part of 

the minority class financial samples in Step 2, the GP-
GAN adversarial network algorithm is used to generate 
new samples. First, the synthesized new minority class 
samples are denoted as new minority class samples YΣ

 , 

and the mean µ  and variance 2σ  of these samples are 
calculated, with the noise samples ε  satisfying the 
formula (6): 

 

( )2~ ~ ,Nεε ρ µ σ
  

(6) 

 
In the formula: ερ  represents the distribution density 

of the noise samples. 
The noise data is transformed into generated samples 

through mapping, with the formula as follows: 
 

( )X G ε=
    

(7) 
 
In the formula: G  represents the generator. 
The noise samples and new minority class samples are 

iteratively processed using the generator network and 
discriminator network, calculating the losses of each 
network and the gradient penalty, with the calculation 
formula for the discriminator loss function as follows: 

 
( )( ) ( )( )~ ~lg lg 1

r oD X XL E D X E D Xρ ρ   = − −    (8) 

 

( )( )~ lg 1
oG XL E D Xρ  = − −  (9) 

 

( )( )2

~ 2
1

XGD X XL E D Xρα  = ∇ −  




  
(10) 

 
After determining the loss function, set the 

convergence threshold for the discriminator network and 
the generator network. Stop the iteration once the 
threshold is reached. Finally, the samples generated by the 
generator when the network converges are the new 
samples, and the collection of financial samples generated 
by the gradient penalty generative adversarial network 
model is denoted as X̂Σ . 

The privacy protection mechanism of this method has a 
dual guarantee. Firstly, since the training process of the 
generator is limited to the general attribute space and 
sensitive identifiers such as account ID and name are 
explicitly excluded, this fundamentally significantly 
reduces the risk of directly reproducing these specific 
sensitive information in the synthesized output. Secondly, 
the adversarial nature of training Generative Adversarial 
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Networks (GANs) effectively suppresses the generator's 
simple "memory" behavior towards training samples - the 
discriminator applies gradient penalties to generate 
outputs that are identical to real samples. The 
effectiveness of this dual protection mechanism will be 
quantitatively evaluated through member inference 
attacks in the future. The experiment will verify the 
privacy protection level of this method by measuring the 
failure rate (i.e. privacy protection strength) of attackers 
inferring the membership identity of the original training 
set from synthetic data. Through the above design and 
verification, it is ensured that the generated synthetic data 
can be securely shared among distributed financial nodes, 
while effectively protecting customer privacy. 

2.3. Blockchain-based fine-grained access 
control for distributed financial systems 

Distributed financial systems involve multiple 
participating entities with different levels of data access 
authority. Ordinary customers should only access their 
own account information, financial institution 
administrators require broader access for operational 
purposes, and regulators need comprehensive access for 
compliance monitoring [16-19]. To address these diverse 
authorization requirements while preventing unauthorized 
data leakage, this paper constructs a blockchain-based 
fine-grained access control model. 

The proposed access control model consists of three 
core components: 

Role-based permission allocation 
Access permissions are defined according to three 
primary roles in the distributed financial system: 

Ordinary users (Role U): Access to personal account 
balances, transaction histories, and basic financial 
services. 

Financial institution administrators (Role A): Access to 
customer data within their institution, operational metrics, 
and risk management dashboards [20-24]. 

Regulators (Role R): Comprehensive access to cross-
institutional transaction data, audit logs, and compliance 
reports. 

The permission set for each role is formally defined as 
P(role) = {resource_type, operation, time_constraint}, 
where operation ∈ {read, write, execute} and 
time_constraint specifies valid access windows. 

Smart contract-based access enforcement 
Access requests are processed through smart contracts 
deployed on a permissioned blockchain. When a user 
requests access to a financial data resource, the smart 
contract automatically verifies: 

The requester's role and associated permissions 
The resource's sensitivity classification 
Compliance with data protection regulations (e.g., 

requiring dual authorization for cross-border data access) 

The access decision is recorded as an immutable 
transaction on the blockchain, creating an auditable trail 
of all data access events. 

Dynamic permission adjustment 
Based on the game-theoretic weighting method described, 
the system dynamically adjusts access permissions in 
response to detected anomalies or changing security 
conditions. The adjustment factor α(t) is calculated as: 
 

( ) ( )( )0 threshold· ttα α β ρ ρ= + −

     

(11) 
 
where α₀ is the baseline permission level, ρ(t) is the 

current risk score from the attack detection module, and β 
is a sensitivity parameter. 

The access control accuracy is defined as the 
proportion of correctly granted and correctly denied 
access requests: 

( ) ( )Accuracy  TP  TN  /  TP  TN  FP  FN= + + + + (12) 
where TP represents authorized accesses correctly 

permitted, TN represents unauthorized accesses correctly 
blocked, FP represents unauthorized accesses incorrectly 
permitted, and FN represents authorized accesses 
incorrectly blocked. 

2.4. Abnormal attack detection based on 
probabilistic neural networks 

Distributed financial systems face various malicious 
attack vectors that compromise data security and system 
integrity. Side-channel attacks exploit timing information, 
power consumption patterns, or electromagnetic 
emissions to extract sensitive information from financial 
nodes. Data injection attacks corrupt the training data or 
transaction streams to manipulate system behavior or 
trigger fraudulent transactions [25,26]. Traditional 
intrusion detection systems relying on signature-based 
methods struggle to identify these attacks due to their 
adaptive nature and lack of known signatures. 

This paper restructures the Probabilistic Neural 
Network (PNN) model from financial risk probability 
prediction to abnormal attack detection in distributed 
financial systems. The PNN architecture is particularly 
well-suited for this task due to its ability to: (1) handle 
noisy and incomplete data, (2) provide probabilistic 
outputs indicating attack confidence, and (3) adapt to new 
attack patterns through kernel smoothing. 

The attack detection process follows these steps: 
Step 1: Feature extraction from node behavior: 
For each financial node in the distributed system, we 

extract behavioral features including: 
Data transmission frequency and volume 
Access pattern timing characteristics 
Request entropy and sequence regularity 
Resource utilization patterns 
The dataset contains c  financial risk analysis indicator 

data samples, each sample has l  th feature attribute, then 
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calculate the data matrix of the input risk indicator data 

cO , the calculation formula is: 
 

11 12 1

21 22 2

1 2

l

l

c c cl

O O O
O O O

O

O O O

 
 
 =
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 
 





   


  

(13) 

 
The normalization coefficient calculation formula for 

O is: 

1 2

1 1 1
T
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ψ

 
=  
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(14) 

2
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=
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(15) 

 
Based on the above, calculate the matrix of normalized 

input indicator data samples, the calculation formula is: 
 

[ ]1 1
1 1 1l c ll

Z Oψ × ××
= 

  
(16) 

 
Step 2: Pattern normalization: 
Assuming the matrix Q  to be recognized consists of 

s  l -dimensional vectors, the calculation formula for the 

normalized matrix to be recognized Q


 is: 
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Step 3: Probabilistic detection using PNN: 
After normalizing the indicator data sample set matrix 

and the matrix to be recognized, use the Gaussian 
function as the activation function to calculate the initial 
risk probability matrix P  of Q  ; Assume that the c  
samples in the sample set matrix O can be divided into v  
classes, ijP


 represents the sum of the initial probabilities 

of the j  class risk for the i  th sample in the matrix to be 

recognized Q . The initial risk probability matrix P


 for 
the matrix Q  can be calculated in the summation layer of 
the PNN model, the calculation formula is: 

2

1 1 1
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(19) 

 
Step 4: Attack classification and alert generation: 
Calculate the probability that the i  th sample in the 

matrix Q  to be recognized belongs to the j class risk, the 
calculation formula is: 

 

1

ij
ij c

ij
k

P
p

P
=

=

∑





   

(20) 

2.5. Game-theoretic weighting for cross-
domain data flow management 

Cross-domain data flow management is a critical 
challenge in distributed financial systems. Financial data 
must flow between institutions for legitimate purposes 
such as payment processing, regulatory reporting, and 
fraud investigation. However, each data transmission 
across domain boundaries introduces security 
vulnerabilities, including interception risks, unauthorized 
forwarding, and data leakage. This paper applies the core 
idea of the game-theoretic weighting method to balance 
data sharing efficiency and security management needs in 
distributed financial systems. 

The cross-domain data flow management mechanism 
consists of three integrated components: 

Access rule formulation 
For each type of cross-institutional financial data flow, we 
define access rules specifying: 

Authorized source and destination domains 
Permitted data fields and aggregation levels 
Time windows for data transmission 
Required encryption strength and authentication 

methods 
The rule set { }1 2, , , mR r r r=   is encoded as 

parameters for the game-theoretic optimization. 
Encrypted Transmission Protocol: 

All cross-domain data transmissions use hybrid 
encryption combining asymmetric key exchange (ECC-
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256) for session establishment and symmetric encryption 
(AES-256-GCM) for bulk data. Each transmission 
includes a unique session identifier and timestamp to 
prevent replay attacks. 

Game-theoretic permission verification 
The trade-off between sharing efficiency and security 
protection is modeled as a two-player game between a 
data requester (seeking efficient access) and a security 
manager (enforcing protection). The utility functions are: 
 

( )requester penaltyEfficiency 1 LatencyU η η= × − − (21) 
 

( )
penaltysecurity positiveSecurity 1 FalseU µ µ= × − − (22) 

 
where η  and µ  are preference parameters, Efficiency 

represents data transmission throughput, Security 
represents the strength of protection measures, and 
penalty terms discourage extreme behaviors. 

The Nash equilibrium of this game gives the optimal 
balance point, where neither party can improve their 
utility by unilaterally changing strategy. The equilibrium 
weights (w_share, w_protect) are calculated as: 

 

( ) 2 2

share protect subj obj, argminw w w w w w= − + − (23) 

 
subject to share protect 1w w+ = , sharew , protectw  ≥ 0. 
where w_subj represents subjective preferences from 

domain experts, and w_obj represents objective 
requirements based on data sensitivity classification. 

The resulting weights are used to dynamically 
configure security parameters: encryption strength, 
authentication rigor, and logging verbosity for each cross-
domain data flow, ensuring that security overhead is 
proportional to data sensitivity while maintaining 
acceptable sharing efficiency. 

2.6. Lightweight privacy protection for 
financial edge computing 

Financial edge devices, including POS terminals, ATM 
machines, and mobile banking applications, present 
unique security challenges in distributed financial 
systems. These devices typically have limited 
computational power, restricted memory, and constrained 
battery life, making it impractical to deploy full-scale 
security mechanisms. At the same time, edge devices 
handle highly sensitive financial data, including payment 
card information, personal identification numbers, and 
real-time transaction details, making them attractive 
targets for attackers. 

This paper proposes a lightweight privacy protection 
scheme optimized for financial edge computing 
environments: 

Lightweight GP-GAN model deployment 
The standard GP-GAN model is compressed using 
knowledge distillation, where a smaller student network 
learns to mimic the output distribution of the full teacher 
network. The compression ratio is 15:1, reducing the 
model size from 45MB to 3MB while preserving 94% of 
the privacy protection utility. 

Real-time encryption processing 
Edge devices implement a lightweight encryption pipeline 
using the ChaCha20-Poly1305 authenticated encryption 
algorithm, which requires fewer CPU cycles than AES-
256-GCM on resource-constrained processors. Each 
financial transaction is encrypted within 8-12ms, ensuring 
minimal impact on user experience. 

Secure data upload protocol 
Encrypted edge data is uploaded to cloud servers using a 
ratcheting protocol that automatically rotates encryption 
keys after each upload session. Even if a single session 
key is compromised, previous and subsequent data remain 
protected. 

The edge node processing latency L_edge is defined as 
the total time from data capture at the edge device to 
secure upload completion: 

 

edge encrypt transmit verifyL L L L= + +    (24) 
 
where encryptL  is encryption time, transmitL  is network 

transmission time, and verifyL  is upload verification time. 
For resource-constrained edge nodes (CPU < 1GHz, 

RAM < 512MB), the proposed lightweight scheme 
achieves processing latency below 50ms for typical 
transaction payloads (1-5KB), meeting real-time financial 
transaction requirements while ensuring strong privacy 
protection. 

3. Test analysis 

3.1. Distributed financial system testbed 
description 

To validate the effectiveness of the proposed security 
management mechanism, we constructed a distributed 
financial system testbed consisting of 15 distributed nodes 
representing commercial banks (5 nodes), securities firms 
(4 nodes), regulatory authorities (3 nodes), and edge 
terminal aggregators (3 nodes). The testbed includes: 

Cross-institutional financial transaction logs: 2.5 
million records covering payment transactions, securities 
settlements, and regulatory reports 

Edge terminal operation data: 500,000 samples from 
simulated POS terminals and mobile banking apps 
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Distributed database access records: 1.8 million access 
logs with labeled authorized and unauthorized access 
attempts 
Attack simulation data: 50,000 labeled attack instances 
including side-channel attacks (20,000), data injection 
attacks (15,000), and unauthorized access attempts 
(15,000) 

The dataset used by this testing platform is semi 
synthetic data, and its generation logic is as follows: 

Cross institutional financial transaction records (2.5 
million records): Based on the desensitization statistical 
report of a certain region's payment clearing system as 
seed data, a time-series model is used to generate 
transaction flows that conform to the real distribution, 
covering payment transactions, securities settlement, and 
regulatory reports. The features include: transaction party 
ID (generalized), timestamp, amount, and transaction 
type. 

Edge terminal operation data (500000 samples): Based 
on publicly available POS terminal log patterns, simulate 
and generate operation sequences that include normal 
transactions, abnormal retries, unauthorized access, and 
other behaviors. 

Distributed database access logs (1.8 million records): 
Based on the access patterns of roles (users, 
administrators, regulators), randomly generate logs 
containing authorized and unauthorized access attempts. 
Among them, normal access records account for 70%, and 
unauthorized access attempts account for 30%. 

Attack simulation data (50000 annotated instances): 
generated through simulation attack scripts, including side 
channel attacks (leaking information through analysis of 
time series, accounting for 40%), data injection attacks 
(inserting forged data into transaction streams, accounting 
for 30%), and unauthorized access attempts (bypassing 
permission verification, accounting for 30%). All attack 
instances have timestamps and attack type labels accurate 
to seconds. 

The dataset is divided into 60% (training), 20% 
(validation), and 20% (testing) ratios to ensure that 
training and testing are continuous in time, in order to 
simulate real online learning scenarios. 

To achieve reproducibility, all experiments in this 
article were conducted in the following environment: 
hardware platform was Intel Xeon Gold 6248 CPU @ 
2.5GHz (20 cores), NVIDIA Quadro RTX 6000 GPU, 
256GB RAM; The software environment is Ubuntu 20.04, 
Python 3.8, PyTorch 1.9.0. The key hyperparameters of 
GP-GAN are: the generator and discriminator are both 3-
layer fully connected networks (hidden layer dimensions 
256-128-64), the activation function is LeakyReLU (0.2), 
and the optimizer is Adam (learning rate 0.0002, β1=0.5, 
β2=0.999). Batch size 64, training epochs 200, gradient 
penalty coefficient λ=10. The blockchain access control 
layer adopts Hyperledger Fabric 2.2, smart contracts are 
written in Go language, consensus mechanism is Raft, and 
block size is set to 10 transactions. The smoothing 
parameter σ of the PNN detection model is determined to 
be 0.1 on the validation set through grid search (0.05, 0.1, 

0.2). The preference parameters in the weighted method 
of game theory are set to α=0.6 and β=0.4 (determined by 
5-fold cross validation). 

3.2. Interpretation of result  

To ensure consistency in expression, this article adopts 
the following definition: (1) Privacy Protection Strength 
(PPS): evaluated through Member Inference Attack 
(MIA), the attacker is unable to infer the existence of any 
record in the original training set from the synthesized 
data, and its failure rate is PPS (%). The higher the value, 
the safer it is. (2) Data Utility Score (DUS): Based on the 
F1 score ratio of synthesized data to raw data after 
training a machine learning model (logistic regression 
classifier), with a range of [0,1]. The higher the value, the 
better the utility retention. (3) Accuracy: (correct 
authorization+correct rejection)/total number of requests. 
(4) Precision: The number of correctly detected attacks 
divided by the total number of samples detected as 
attacks. (5) Recall: The number of correctly detected 
attacks divided by the total number of true attacks. (6) 
Balance Score: A weighted formula defined in this article 
that combines throughput (normalized) and security 
violation events (reverse normalized), with a range of 
[0100]. The higher the value, the better the balance 
between efficiency and security. 

To verify the privacy protection effect of GP-GAN in 
generating synthetic data, a privacy protection strength 
test is designed. This test measures whether an attacker 
can infer whether a record exists in the original training 
set from synthetic data through Membership Inference 
Attack. The strength of privacy protection is defined as 
the rate at which attackers fail to infer. Meanwhile, KL 
divergence is used to measure the similarity between the 
synthesized data and the original data in statistical 
distribution, in order to evaluate the degree of data utility 
preservation. The test was conducted on three data scales 
(100000, 500000, and 1 million transaction records) and 
compared with traditional differential privacy methods 
(ε=1.0) and direct anonymization methods. All baseline 
models were trained and tested on the same data 
partitioning. Differential privacy (DP) baseline adopts 
Laplace mechanism, privacy budget ε=1.0, and 
normalizes the data before training. The direct 
anonymization method removes all direct identifiers (such 
as ID, name) and applies k-anonymity (k=10) to the 
corresponding identifiers (such as birthday, postal code). 
For GP-GAN, we determined the optimal 
hyperparameters through grid search: the generator and 
discriminator each contain 3 fully connected layers (with 
hidden layer dimensions of 256, 128, and 64, 
respectively), using Adam optimizer, learning rate of 
0.0002, batch size of 64, and 200 rounds of training. The 
results shown in Table 1. 
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Table 1. Comparison of privacy protection strength 
and data utility under different methods and data 

sizes 

Test 
Condition 

Privacy 
Protection 

Strength (%) 

Distribution 
Similarity (KL 
Divergence) 

Data 
Utility 

Score (0-
1) 

Proposed 
GP-GAN 
(100k) 

92.6 0.087 0.89 

Proposed 
GP-GAN 
(500k) 

93.1 0.079 0.91 

Proposed 
GP-GAN 

(1M) 
93.8 0.074 0.92 

Differential 
Privacy 
(ε=1.0) 

85.3 0.156 0.76 

Direct 
Anonymizat

ion 
67.2 0.243 0.68 

 
The test results show that the proposed GP-GAN 

privacy protection data generation method achieved a 
privacy protection strength of over 92.6% at different data 
scales, significantly better than differential privacy 
methods (85.3%) and direct anonymization methods 
(67.2%). In terms of data utility, the proposed method has 
the lowest KL divergence value (0.074-0.087), indicating 
that the synthesized data is closest in statistical 
distribution to the original data, and the data utility score 
reaches 0.89 or above. This validates that GP-GAN can 
effectively preserve the analytical value of financial data 
while protecting privacy, making it suitable for cross 
institutional data sharing scenarios in distributed financial 
systems. 

To verify the accuracy of the fine-grained access 
control model based on blockchain, design access control 
tests. The test is conducted on a distributed financial 
system testing bed, simulating access requests from three 
roles (500 ordinary users, 100 financial institution 
administrators, and 50 regulatory agencies). Each role 
initiates 1000 access requests, including authorized 
requests (which should be allowed) and unauthorized 
requests (which should be denied). The accuracy of access 
control is defined as the ratio of correctly allowed and 
correctly denied requests. Simultaneously test the 
execution delay of smart contracts and the confirmation 
time of blockchain transactions. Compare testing with 
traditional role-based access control (RBAC) and attribute 
based access control (ABAC). The traditional RBAC 
baseline uses the same role definition as the model in this 
article, but its permission allocation policy is static and 
managed through configuration files. The traditional 
ABAC baseline considers subject attributes, resource 
attributes, and environment attributes, and its policy 
decision point (PDP) uses the standard XACML engine. 
Rule based access control uses pre-defined hard coded 

rules (such as "IF role='user 'AND resource='balance' 
THEN ALLOW"). All baseline models do not integrate 
the tamper proof features of smart contracts or blockchain. 
The results shown in Table 2. 

Table 2. Accuracy test of access control 

Access 
Control 
Method 

Accu
racy 
(%) 

False 
Positive 
Rate (%) 

False 
Negative 
Rate (%) 

Smart 
Contract 
Latency 

(ms) 
Proposed 

Blockchain-
Based 

96.3 2.1 1.6 47 

Traditional 
RBAC 84.7 8.4 6.9 12 

Traditional 
ABAC 88.2 6.3 5.5 28 

Rule-Based 
Access 
Control 

79.5 12.7 7.8 8 

 
The proposed blockchain based fine-grained access 

control model achieved an accuracy of 96.3%, 
significantly higher than traditional RBAC (84.7%) and 
ABAC (88.2%). The false positive rate (2.1%) and false 
negative rate (1.6%) were both the lowest, indicating that 
the model achieved a good balance between preventing 
unauthorized access and avoiding blocking authorized 
access. Although the execution delay of smart contracts 
(47ms) is higher than traditional methods, it is still within 
an acceptable range for most financial data access 
scenarios, and the tamper proof audit logs provided by 
blockchain provide additional value for compliance. 

To verify the effectiveness of the PNN anomaly attack 
detection module, design attack detection tests. Simulate 
three types of attacks on a distributed financial system test 
bed: side channel attacks (sensitive data theft based on 
temporal information), data injection attacks (injecting 
forged data into transaction streams), and unauthorized 
access attacks (bypassing permission verification). 
Generate 10000 test samples for each type of attack, 
evaluate detection recall (the proportion of correctly 
detected attacks), detection accuracy (the proportion of 
samples detected as attacks that are truly attacks), and 
detection delay (the time from attack occurrence to alarm 
generation). Compare the testing with traditional signature 
based intrusion detection systems (IDS) and anomaly 
statistics based detection methods. The results shown in 
Table 3. 

Table 3. Abnormal attack detection recall rate test 

Attack 
Type 

Propos
ed 

PNN 
Recall 

Propose
d PNN 
Precisio
n (%) 

Signature
-Based 

IDS 
Recall 

Statistic
al 

Method 
Recall 

Detect
ion 

Latenc
y (ms) 
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(%) (%) (%) 

Side-
Chan
nel 

Attack 

89.7 87.2 52.3 68.4 35 

Data 
Injecti

on 
Attack 

91.4 89.6 48.7 71.2 28 

Unaut
horize

d 
Acces

s 

93.2 91.5 76.8 82.5 22 

Avera
ge 91.4 89.4 59.3 74.0 28 

 
The proposed PNN anomaly attack detection module 

achieved an average recall rate of 91.4% and accuracy of 
89.4% on three types of attacks, significantly better than 
signature based IDS (recall rate 59.3%) and anomaly 
statistics based methods (recall rate 74.0%). It is 
particularly noteworthy that for attack types such as side 
channel attacks and data injection attacks that lack clear 
signature features, traditional methods perform poorly 
(recall rate below 53%), while the proposed method still 
maintains a recall rate of over 89%. The detection delay is 
controlled within 35ms to meet the real-time security 
monitoring requirements of the financial system. 

To verify the feasibility of lightweight edge computing 
privacy protection scheme on resource constrained 
devices, edge node processing delay test is designed. The 
test was conducted on three typical edge devices: low-end 
POS terminals (ARM Cortex-A7, 1.2GHz, 512MB RAM), 
mid-range mobile devices (ARM Cortex-A73, 1.8GHz, 
2GB RAM), and high-end financial tablets (Intel Atom, 
2.0GHz, 4GB RAM). Each device processes 1000 
standard financial transactions (data volume 2-5KB), 
measuring encryption processing time, transmission time, 
and verification time. Compare the testing with standard 
AES-256-GCM encryption and homomorphic encryption 
schemes. The results shown in Table 4. 

Table 4. Edge node processing delay test 

Edge 
Device 
Type 

Proposed 
Lightweight 
L_encrypt 

(ms) 

Propose
d 

L_total 
(ms) 

AES-
256 

L_total 
(ms) 

Homomor
phic 

L_total 
(ms) 

POS 
Terminal 

(Low-end) 
12.4 48.7 156.3 2340.5 

Mobile 
Device 
(Mid-

range) 

7.8 31.2 87.6 1850.3 

Financial 
Tablet 
(High-

4.2 22.5 54.2 1420.8 

end) 

 
The proposed lightweight privacy protection scheme 

achieved a total processing delay of 48.7ms on low-end 
POS terminals with limited resources, meeting the real-
time requirements of financial transactions (usually 
requiring<100ms). Compared to standard AES-256-GCM 
encryption (156.3ms), the proposed scheme accelerates by 
3.2 times on low-end devices; Compared to homomorphic 
encryption schemes, it speeds up by about 48 times. On 
high-end devices, the proposed solution reduces latency to 
22.5ms. Encryption time accounts for 25-45% of the total 
latency, transmission time accounts for 40-55%, and 
verification time accounts for 10-20%. This shows that 
the lightweight solution successfully solves the 
contradiction between security and real-time in edge 
computing scenarios. 

To verify the effectiveness of game theory weighting 
methods in balancing data sharing efficiency and security, 
a cross domain data flow control test is designed. 
Simulate cross institutional data flows of different 
sensitivity levels on a distributed financial system testing 
bed: low sensitivity (transaction summary data), medium 
sensitivity (single transaction data), and high sensitivity 
(customer identity information). Each data stream type is 
subjected to 1000 cross domain transmissions using 
different weight configurations (pure efficiency priority, 
pure security priority, game theory balance), and data 
transmission throughput (MB/s) and security violation 
events (per thousand transmissions) are measured. 
Evaluate whether the balancing mechanism can maximize 
sharing efficiency while ensuring security. The results 
shown in Table 5. 

Table 5. Cross domain data flow control efficiency 
test 

Data 
Sensiti

vity 

Weightin
g 

Strategy 

Through
put 

(MB/s) 

Security 
Violations 
(per 1000) 

Balance 
Score (0-

100) 

Low Efficienc
y-First 28.4 12.3 62 

Low Security
-First 12.6 2.1 58 

Low 
Game-

Theoreti
c 

22.3 3.2 85 

Mediu
m 

Efficienc
y-First 25.7 18.6 54 

Mediu
m 

Security
-First 8.9 1.8 62 

Mediu
m 

Game-
Theoreti

c 
16.8 2.5 88 

High Efficienc
y-First 22.1 27.4 46 

High Security
-First 5.3 0.9 68 
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High 
Game-

Theoreti
c 

11.2 1.6 91 

 
The game theory weighting method achieved the 

highest equilibrium score (85-91 points) across all data 
sensitivity levels. For highly sensitive data, the game 
theory scheme achieved a throughput of 11.2MB/s while 
maintaining only 1.6 security violations per thousand 
transmissions, while the pure security priority scheme, 
although with lower security violations (0.9), had a 
throughput of only 5.3MB/s and an efficiency loss of over 
50%. For low sensitive data, the game theory scheme 
achieves a throughput of 22.3MB/s, which is close to the 
performance of the efficiency first scheme (28.4MB/s), 
while reducing security violations from 12.3 times to 3.2 
times. This indicates that game theory weighting methods 
can adaptively adjust the balance between efficiency and 
security based on data sensitivity, achieving optimal cross 
domain data flow control. 

3.3. Ablation experiment and statistical 
verification 

To quantify the independent contribution of each core 
component in the proposed security management 
mechanism and evaluate the statistical stability of 
experimental results, we gradually removed four core 
modules based on the complete framework: 1) w/o GP-
GAN: using direct anonymization methods to replace GP-
GAN for data generation; 2) W/o Blockchain AC: 
Replace blockchain based access control with traditional 
RBAC models; 3) W/o PNN-AD: Replace PNN with 
Feature Signature based Intrusion Detection System (IDS) 
for attack detection; 4) W/o Game Theory: Replace game 
theory weighting methods with fixed efficiency priority 
weights (w_share=0.8, w_protect=0.2). All variants were 
run 5 times in the same testing environment, and the mean 
and standard deviation of key performance indicators 
(privacy protection strength, access control accuracy, 
attack detection recall, comprehensive balance score) 
were recorded. The main experimental results are shown 
in Table 6. 

Table 6. Results of ablation experiment and 
statistical verification 

Model 
Config
uration 

Privacy 
protection 
intensity 

(%) 

Access 
control 

accuracy 
(%) 

Attack 
detection 
recall rate 

(%) 

Comprehens
ive balance 

score (0-
100) 

Fully 
propos

ed 
model 

93.1 
(±0.42) 

96.1 
(±0.35) 

91.3 
(±0.58) 

88.2 
(±0.91) 

w/o 
GP-

68.5 
(±1.15) 

96.0 
(±0.38) 

90.9 
(±0.62) 

78.6 
(±1.24) 

GAN 

w/o 
Blockc
hain-
AC 

92.9 
(±0.48) 

85.2 
(±1.02) 

91.1 
(±0.55) 

73.5 
(±1.58) 

w/o 
PNN-
AD 

93.0 
(±0.44) 

95.8 
(±0.41) 

60.1 
(±1.85) 

67.8 
(±1.93) 

w/o 
Game 
Theory 

93.1 
(±0.41) 

96.0 
(±0.36) 

91.2 
(±0.61) 

62.5 
(±2.01) 

 
The results of the ablation experiment indicate that 

each module plays an irreplaceable role in the framework. 
Removing the GP-GAN module (w/o GP-GAN) resulted 
in a sharp drop in privacy protection strength from 93.1% 
to 68.5% (a decrease of approximately 26.4%), 
highlighting its core role in preventing sensitive data 
breaches. Removing the blockchain access control module 
(w/o Blockchain AC) resulted in a decrease of over 10 
percentage points in access control accuracy, validating 
its necessity in providing fine-grained, tamper proof 
permission management. Removing the PNN detection 
module (w/o PNN-AD) resulted in a sharp decrease in 
attack detection recall from 91.3% to 60.1%, confirming 
the unique advantage of PNN in identifying complex 
attacks, especially side channel and injection attacks 
without explicit signatures. Finally, removing the 
weighted method of game theory (w/o Game Theory) 
resulted in a significant decrease in the overall balance 
score from 88.2 to 62.5, which directly proves the 
decisive role of the proposed dynamic balancing 
mechanism in reconciling the core contradiction of 
"efficiency" and "safety". In addition, the standard 
deviations of all key indicators are at a low level 
(maximum ± 2.01), indicating that the proposed 
mechanism has excellent stability and reproducibility. 

4. Conclusion 

This paper proposed a comprehensive security 
management mechanism for distributed financial systems 
based on generative artificial intelligence. The main 
contributions and findings are summarized as follows: 

4.1. Privacy-preserving data generation 

The GP-GAN-based method generates synthetic financial 
data that preserves statistical distribution characteristics 
while preventing leakage of sensitive information such as 
account details and transaction records. Experimental 
results demonstrate privacy protection strength exceeding 
92.6% with high data utility (KL divergence < 0.09). 

4.2. Fine-grained access control 
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The blockchain-based access control model with role-
based permission allocation and smart contract 
enforcement achieves 96.3% accuracy, significantly 
outperforming traditional RBAC (84.7%) and ABAC 
(88.2%) methods while providing immutable audit trails. 
Abnormal attack detection 

The restructured PNN model achieves 91.4% recall and 
89.4% precision in detecting side-channel attacks, data 
injection attacks, and unauthorized access attempts, with 
detection latency below 35ms. 

4.3. Cross-domain data flow management 

The game-theoretic weighting method balances sharing 
efficiency and security protection, achieving balance 
scores of 85-91 across different data sensitivity levels by 
dynamically adjusting security parameters. 

4.4. Edge computing privacy protection 

The lightweight privacy protection scheme achieves 
processing latency below 50ms on resource-constrained 
POS terminals, enabling real-time encryption and secure 
upload of financial data at the edge. 

The proposed mechanism addresses critical security 
challenges in distributed financial systems, including 
cross-institutional data leakage risks, unauthorized access, 
and the fundamental tension between data sharing and 
privacy protection. Although the mechanism proposed in 
this article performs well on simulation testing platforms, 
there are still several limitations. Firstly, all experimental 
data are semi synthetic and lack validation from real 
financial systems with noise and adversarial 
environments. In the future, testing will need to be 
conducted on desensitized production data from real 
sandboxes or cooperative financial institutions. Secondly, 
the execution delay of smart contracts in the blockchain 
access control module (approximately 47ms) may become 
a bottleneck during a surge in transaction volume (>104 
TPS), and large-scale stress testing has not yet been 
conducted. Thirdly, the parameters (α, β) of the weighted 
method in game theory are currently determined through 
offline cross validation and have not yet been fully 
adaptively adjusted online. Fourthly, the evaluation of 
privacy protection strength relies on member inference 
attacks, while the robustness of more complex attribute 
inference attacks or Bayesian reconstruction attacks has 
not yet been tested. The above limitations will be 
addressed in a targeted manner in future research. 

Although the mechanism proposed in this article 
performs well in experimental environments, deploying it 
in real distributed financial systems still requires 
consideration of the following practical constraints: 

(1) Blockchain performance bottleneck: In the current 
solution, the execution delay of smart contracts (about 
47ms) and the confirmation time of blockchain 
transactions (which may reach seconds due to the impact 
of consensus mechanisms) will become performance 

bottlenecks in high-frequency transaction scenarios. In the 
future, a layered architecture will be adopted to separate 
access control decision points from execution points. Core 
logs will only be on chain in the event of permission 
changes or dispute audits, while daily large-scale 
authorization verification will be completed off chain. 

(2) System scalability: As the number of nodes (e.g., 
from the current 15 to hundreds) and data volume (from 
millions to billions) increase, the training time of GP-
GAN and the computational complexity of PNN will 
grow exponentially. In the future, a federated learning 
framework will be introduced to allow each node to 
independently train local GAN models, sharing only 
model parameters instead of raw data; For PNN, 
clustering based approximate nearest neighbor search 
algorithm can be used to accelerate the calculation of the 
pattern layer. 

(4) Regulatory compliance: Data protection regulations 
in different jurisdictions (such as GDPR, CCPA) have 
varying definitions of the "anonymization" standards for 
synthetic data. In the future, the mechanism will be 
designed to be configurable, allowing regulatory agencies 
to act as a special verification node in the blockchain 
network, participate in the setting of game theory weights, 
and have built-in data minimization principles to ensure 
that the generated synthetic data does not contain 
information explicitly prohibited from collection by 
regulations. 

(5) Legacy system compatibility: Many financial 
institutions are still using outdated core banking systems, 
whose interfaces and data formats are not compatible with 
this framework. In the future, standardized adapter 
middleware will be developed to convert the data format 
of legacy systems into the format required by the 
framework and proxy all access requests.  
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	Attack simulation data: 50,000 labeled attack instances including side-channel attacks (20,000), data injection attacks (15,000), and unauthorized access attempts (15,000)



