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Abstract

INTRODUCTION: Distributed Internet of Things (IoT) communication must jointly satisfy low-latency forwarding, data
confidentiality, integrity, access control, and lifecycle protection. Performance-oriented routing may expose sensitive traffic
to malicious relays, high-risk links, unauthorized domains, and tampered flow entries.

OBJECTIVES: This study reformulates route optimization as a secure data-transmission and privacy-preserving path-control
problem.

METHODS: A three-layer SDN framework combines robust node-reputation and link-risk scoring, security-label matching,
attribute-based access control, flow isolation, AES-256-GCM authenticated encryption with ephemeral keys, signed rules,
and a diversity-aware improved genetic algorithm. A composite objective integrates delay, loss, utilization, route risk,
privacy exposure, and hard policy constraints. A reproducible Python/NetworkX discrete-event simulation compares
Dijkstra, ECMP, AODV, OLSR, RPL, classical GA, SDN-TE, trust-aware routing, and two proposed variants.

RESULTS: Across eight independent runs, the full scheme achieved 16.68 =+ 1.35 ms normal-operation delay and 98.54 +
0.21% packet delivery. With 20% malicious nodes, it maintained 98.18 + 0.39% packet delivery, reduced malicious-link
exposure from 20.83% for Dijkstra to 6.67%, eliminated observed plaintext leakage of sensitive payloads in the main runs,
and reduced attack-response latency from 722.22 + 23.53 ms to 130.92 + 6.34 ms. Paired comparisons against Dijkstra were
significant for malicious-link exposure, abnormal-path selection, leakage, packet delivery, and response latency (p < 0.05).
CONCLUSION: The framework converts security and privacy requirements into enforceable routing, cryptographic, access-
control, isolation, auditing, and lifecycle policies, enabling reproducible security-performance co-optimization for
distributed [oT.
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1. Introduction

Mathematical modeling provides a formal basis for jointly
coordinating communication efficiency, data security, and
privacy protection in distributed IoT systems [1]. Sensitive
telemetry, industrial commands, and cross-domain service
data may be exposed through eavesdropping, malicious
forwarding  nodes,  man-in-the-middle  interception,
unauthorized access, weak tenant isolation, flow-table
tampering, or improper key and retention management [2,3].
Conventional shortest-path and performance-oriented routing
methods primarily optimize network cost or reachability and
do not, by themselves, guarantee that a selected path is
appropriate for the sensitivity of the transmitted data [4].

Trust-aware [oT routing protocols such as SecTrust-RPL
and metric-based RPL trust schemes use node trust and
behavioral evidence to detect or avoid compromised relays
while maintaining routing performance [5,6].
Complementary studies address IoT data encryption and
transport-layer confidentiality [7], controller-side DDoS
threats in SDN [8], and broader IoT authentication and key-
security mechanisms [2]. However, route selection alone
cannot protect payload content or control how sensitive data
are accessed, isolated, audited, rotated, and deleted over their
lifecycle. Conversely, encryption and access-control studies
often protect data independently of route risk. The resulting
separation between network optimization and privacy

governance leaves sensitive flows vulnerable to
compromised relays and unauthorized cross-domain
forwarding.

This study develops an SDN-based secure transmission
framework in which node trust, link risk, traffic sensitivity,
cryptographic protection, access authorization, and isolation
policies are jointly considered during path selection and rule
deployment. The controller assigns signed sensitivity labels,
selects routes that satisfy risk and access constraints, and
activates differentiated protection for sensitive flows.
Security scores are calculated primarily from controller-
observed evidence and updated using robust aggregation to
limit manipulation.

The principal contributions are: (1) a multi-objective
secure path-control model that internalizes communication
cost, route risk, privacy exposure, and flow sensitivity; (2) a
lifecycle protection mechanism integrating authenticated
encryption, ephemeral keys, attribute-based access control,
tenant/domain isolation, signed rule installation, auditing, key
rotation, and retention-aware deletion; (3) robust node-
reputation and link-risk models resistant to contaminated
reports; and (4) a diversity-aware improved genetic algorithm
evaluated against relevant routing baselines using numerical
attack metrics, confidence intervals, significance tests,
convergence analysis, scalability analysis, and component-
level ablation.

2. Related Work

2.1. SDN and Distributed IoT Routing

SDN separates the control and data planes and provides
logically centralized topology awareness, programmable
flow rules, and policy-driven traffic engineering [9-12].
Distributed IoT processing also increasingly spans cloud and
edge resources to improve scalability and responsiveness
[19,20,23]. Dijkstra and ECMP remain common performance
baselines, while AODV, OLSR, and RPL represent shortest-
path, on-demand, proactive, and low-power/low-lossy
routing paradigms [4,13—15]. Genetic algorithms have also
been applied to network-selection problems [16], while SDN
enables programmable route and rule management [9,17].
Most of these approaches, however, optimize performance,
topology, or isolated security functions without explicitly
coupling route risk with sensitive-data protection.

2.2. Trust-Aware Routing and Data Protection

Trust-aware routing wuses historical behavior, packet-
forwarding evidence, and trust metrics to reduce reliance on
compromised nodes [5,6]. Related studies have examined IoT
intrusion detection [18], secure SDN flow-rule installation
[17], scalable distributed IoT architectures [19,20],
distributed-system testability [21], and blockchain-related
security threats [22]. Within EAI Endorsed Transactions on
Scalable Information Systems, Nazir et al. developed an
OpenFlow/Ryu-based SDN testbed [10], Wang investigated
IoT network-layer data-encryption standards [7], and
Vaghela et al. reviewed controller-side DDoS risks in SDN
[8]. These studies provide important components, but route
security, cryptographic content protection, access control,
and lifecycle governance are typically evaluated separately.

2.3. Research Gap

The unresolved problem is how to convert flow sensitivity
and privacy obligations into measurable path costs and
enforceable SDN actions while retaining predictable
communication performance. The proposed framework
therefore treats security and privacy as endogenous decision
variables and links route selection to payload protection,
access authorization, isolation, audit, and rule-recovery
actions.

3. Threat Model and Security Assumptions

3.1. System Model

The system consists of IoT terminals, edge/aggregation
switches, a logically centralized trusted SDN controller, a
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trust-and-risk evaluator, authorized application domains, and
cryptographic/access-control services. The controller collects
topology and QoS features, computes node and link scores,
evaluates candidate paths, verifies policy compliance, and
installs signed OpenFlow-equivalent rules. Application
payloads remain encrypted end to end; the controller uses
signed metadata and scores but does not decrypt business
data.

3.2. Adversary Capabilities and Scope

An attacker may compromise up to 20% of terminals or
forwarding nodes, eavesdrop on adjacent links, selectively
drop or modify packets, inject abnormal requests, conduct
man-in-the-middle  interception, = manipulate  locally
submitted trust observations, and attempt unauthorized flow-
table updates. The attacker cannot compromise the trusted

controller, forge controller signatures, break AES-256-GCM
or ECDH-derived session keys, or alter the authenticated
southbound channel. Global passive traffic analysis, physical
side-channel extraction, controller compromise, large-scale
jamming, and denial of service against the complete control
plane are outside the current scope.

3.3. Security Assumptions and Threat—
Defense Mapping

The controller and key-management service are isolated and
trusted; control messages are authenticated and integrity
protected; clocks are sufficiently synchronized for replay
protection; keys are generated from a secure random source
and rotated periodically; and trust scores are determined
primarily from controller-observed evidence. Table 1 maps
the evaluated threats to metrics, defenses, and experiments.

Table 1. Threat—defense—validation correspondence

Threat / capability Security metric Defense mechanism Validation
Eavesdropping / . AES-256-GCM, ECDH keys, labels, low-risk 5-20% malicious-
Data-leakage probability
MITM route node sweep
Selective drop / local PDR; delay; response Risk-aware rerouting, path diversity, re- Attack-perlod
L packet delivery
DoS latency optimization

and recovery

20% malicious-

Malicious relay Malicious-link hit rate Robust reputation, link risk, hard avoidance node main
experiment
Flow-table tampering Attack-response latency Signed rules, digest verlflcgtlon, clearing and Unaqthorlged-rule
reprogramming injection
- . . . 0-20%
Score manipulation MLHR and PDR under Clipping, trimmed aggregatlon, signed contaminated
contamination controller evidence .
observations

4. Secure Data Transmission and Privacy-
Preserving Path-Control Model
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Figure 1. Closed-loop security-aware SDN path-control and rule-execution cycle

Figure 1 illustrates the closed-loop execution cycle of
the proposed security-aware SDN path-control framework,
covering flow classification, sensitivity labeling, candidate-
path evaluation, policy validation, signed rule deployment,
continuous monitoring, and anomaly-triggered re-
optimization.

4.1. Robust Node Reputation and Link-Risk
Evaluation

Node reputation combines the previous score with controller-
observed anomaly, selective-drop,
authentication/compliance, and signed historical evidence.
All component values are normalized to [0,1], and the update
is clipped to prevent extreme reports from dominating.

T(1) = clipy, , { BT, (t =) + (1= B)E, (1)},

4
E0)=wo(1-a)+o,(1-d)+oxc, +a,s, Za)k =1
k= (1

In Eq. (1), a; is the anomaly rate, d; is the selective-drop
ratio, ¢; is authentication and rule-compliance evidence, s; is
signed historical reputation, B controls temporal smoothing,
and the nonnegative weights x sum to one. End devices
cannot directly assign their own final reputation.

Link risk aggregates normalized abnormal-traffic
alarms, packet loss, rule-tampering evidence, encryption
weakness, and cross-domain exposure:

7 (6) = Az 4 Az Az + A [ 1€, (1) |+ Ag, (0),

S
m=1

2)

< EAI

4

The controller updates scores every five equivalent
seconds. Observations are clipped and aggregated using a
10% trimmed mean; unsigned reports and values outside the
median-absolute-deviation threshold are rejected.

The route-level risk penalizes both the average and worst
link as well as the least-trusted forwarding node:

1
RPt)=a— Y r(O)+(1-a)ymax, .7, ()
(i,j)eP

+n[l-min _, T,(1)], 0<a<lp=0

)

4.2 Privacy Exposure and Composite Path
Cost
For a flow f, privacy exposure increases with sensitivity S,

missing or insufficient encryption Ef, unauthorized cross-
domain transitions X(P), and low node trust:

)
oP)=¢q,S,(1-E, ) +¢,X(P)+¢,[1-min,_, T (1],

(4)

The complete path cost is the weighted sum of
normalized route risk, end-to-end delay, packet loss,
maximum utilization, and privacy exposure:
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C(P)=wR(P)+w,D(P)+w,L(P)+w,U(P)+w;Q(P), 4.3 Diversity-Aware Improved Genetic

5 Algorithm
Zwk =1, w, 20 .
= A chromosome is a loop-free node sequence from source to
destination. The initial population combines k-shortest
(5) feasible routes with security-guided randomized routes.
Pairwise edge-set simé ity is constrained to preserve
Weights are selected according to the signed flow label. diversity. Repeated nodes are removed, disconnected
Confidential and highly sensitive traffic receive larger w1 and segments are repaired by the lowest-risk feasible connector,
ws values, stricter trust and risk thresholds, mandatory and sensitive-flow chromosomes containing a prohibited
authenticated encryption, and stronger domain-isolation relay are rejected whenever an alternative route exists.
rules. Public traffic uses a more balanced profile to limit

overhead.

Diversity-aware initial-solution generation and repair

1. Generate 2. Repair individuals 3. Diversity check 4. Compute fitness 5. Accept and add
candidate routes » Compute pairwise « Evaluate multi-objective cost to population
Remove repeated nodes PUSE: PRICWES el
« Generate k shortest Pevalrtieconbected edge-set similarity Cy(P): delay, loss, utilization, = Accept individuals
feasible routes Ko cmen e e « Enforce similarity route risk R(P), privacy satisfying all hard
* Generate security- lowest-risk feasible threshold T exposure Qy(P) constraints
guided randomized —  connector > . Remove most similar P . calculate penalties for « Add to initial
routes Reject sensitive-flow individual if diversity is constraint violations population
insufficient

routes containing *» Compute fitness:

prohibited relays when Fitness¢(P)= 1
alternatives exist PiPil e P 1/ ( Cs(P) + Penalty;(P) + ¢
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\
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Figure 2. Diversity-aware initial-solution generation and repair
The penalty term quantifies disconnected/loop Elitist selection retains the best feasible chromosomes.
violations, excess route risk relative to the flow-specific Security-guided crossover exchanges only segments whose
threshold 0f, and unauthorized domain transitions: end nodes can be connected without violating access and risk
constraints. Adaptive mutation is high during early
Penalty ,(P) = un, + t, max{0,R(P)—0,{+ u.n .
Y (P)= i + 1 { (P)-6, } s unaui exploration and decreases near convergence; every mutated
(6) chromosome is repaired(gyd revalidated.
Algorithm 1. Secure path optimization and privacy-preserving
The evolutionary search maximizes the reciprocal rule deployment
fitness:
. 1
Fitness ,(P) =
C,(P)+Penalty . (P)+¢
)
| Step | Operation
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Collect and normalize topology, QoS, trust, risk, sensitivity-label, encryption, and access-policy features.

Generate k-shortest and randomized diverse chromosomes; repair loops and disconnected segments.

Calculate R(P), Q(P), C(P), and hard-constraint penalties.

Apply elitist selection, security-guided crossover, adaptive mutation, and repair.

Validate leading candidates against the security/privacy policy library.

Install signed rules, encryption/key instructions, access decisions, and isolation tags.

N ||| W N =

Monitor QoS, scores, and rule digests; trigger re-optimization when thresholds are crossed.

Let Np denote population size, G the number of
generations, K the number of candidate paths, and [V|+|E| the
topology size. Feature collection is O(]V|+[E|), candidate
evaluation is O[K(|V[+|E|)], and the worst-case evolutionary
search is O[GNpK(|V|+|E|)]. The method targets SDN-
managed distributed IoT networks with heterogeneous flow
sensitivities and a trusted controller; fully controllerless or

globally compromised control planes require a different
design.

4.4. SDN Enforcement and Data Lifecycle
Protection

APPLICATION / POLICY PLANE

h |

DATA PLANE

e Security & Privacy GA Path Trust & Risk Crypto & Key ABAC/ .
' Policy Library Optimizer Evaluator Service Isolation '
1 ]
i '
) L}
1 ]
1 ]
) L]
1 ]
s v v v v 4 '
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e CONTROL PLANE o
1 E (=3
1 & B
P8 L
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' g & Candidate Validation Policy Verification Key / Isolation Orchestration 5
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Switches
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Encrypted / Isolated
Data Flows

Figure 3. Security- and privacy-aware SDN path-control architecture

The application/policy plane provides sensitivity labels,
trust/risk evidence, access policies, and cryptographic
requirements. The control plane jointly selects routes,
verifies label-specific policies, signs forwarding entries, and
coordinates key and isolation instructions. The data plane
forwards encrypted traffic only through authorized domains
and returns performance and security events for closed-loop
optimization.

Data protection covers the complete lifecycle. During
collection, only minimum routing and authorization
attributes are retained and device identifiers are
pseudonymized. During transmission, sensitive payloads use

AES-256-GCM authenticated encryption with ECDH-
derived ephemeral session keys, while labels and control
messages are digitally signed. During access, attribute-based
rules verify device role, application domain, sensitivity, and
operation. During forwarding, VLAN/VRF-equivalent
isolation and separate queues prevent cross-tenant mixing.
Audit events store integrity-protected hashes rather than
plaintext payloads. Keys are rotated every ten equivalent
minutes and destroyed when the retention period expires.

5. Experimental Design and
Reproducibility
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5.1. Platform and Topology

Unsupported Hyperledger Fabric, Caliper, Golang, PyTorch,
and reinforcement-learning entries have been removed. The
reported evaluation is a reproducible Python/NetworkX
discrete-event simulation implementing the mathematical
path-selection, attack-injection, score-update, authenticated-

encryption overhead, and rule-recovery models. The control
logic follows Ryu-compatible OpenFlow 1.3 semantics, but
no unexecuted blockchain, reinforcement-learning, or
physical Mininet deployment is claimed. Eight independent
runs use seeds 1000—1007, and all methods receive identical
topology and flow requests.

Table 2. Reproducible simulation platform

Configuration

Setting

Processor / memory

Intel Xeon 4.2 GHz; 32 GB

Operating system

Ubuntu 22.04

Runtime

Python 3.11

Libraries

NetworkX 3.6.1; NumPy 2.3.5; pandas /

SciPy

Independent runs

8 runs, seeds 1000-1007

Statistical reporting

Mean = 95% confidence interval; paired

two-sided t-test

Table 3. Topology, traffic, attack, and control parameters

Parameter

Setting

Topology

25 nodes; 92.9 + 13.1 undirected
links; connected random-geometric
graph

Flows per run

15 sequential source—destination
requests; 40% sensitive

Flow rate 0.4-3.0 Mbit/s
Link bandwidth 30-100 Mbit/s
Base loss rate 0.1-1.2%

Equivalent horizon

600 s; attacks active during the
second half

Malicious-node ratio

5%, 10%, 15%, and 20%

Attack types

Eavesdropping, MITM, selective
drop, local DoS, flow-table
tampering

Trust/risk update cycle

5 equivalent seconds

Rule verification

1 equivalent second; signed rule
digest

2 EA
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Figure 4. Evaluated edge-network topology and path-state features

5.2. Baselines, Metrics, and Statistical Tests

The comparison methods are Dijkstra, ECMP, AODV [13],
OLSR [14], RPL [15], classical GA routing, SDN traffic
engineering (SDN-TE), trust-aware routing, Proposed-B (the
improved GA without security/privacy cost and hard policy
control), and Proposed-A (the full method). KMP and BP are
removed because they are not communication-routing
baselines.

Communication metrics are end-to-end delay, delivered
throughput, packet delivery ratio (PDR), and attack-response
latency. Security metrics are malicious-link hit rate (MLHR),
abnormal/high-risk path selection ratio (APSR), and
sensitive-data leakage probability (DLP).

MLHR — paths containing malicious relays x 1 O O%
selected paths
®)
N abnormal or high-risk paths selected 0
APSR = x100%
N selected paths
(€))

04
03
L 02
5
0.1
0
Y Coordinate (m)
Nsensitive flows exposed 0
DLP = ——x100%
sensitive flows
(10)

A sensitive flow is counted as leaked when it traverses
an eavesdropping or MITM node without effective
authenticated content protection. Attack-response latency is
measured from unauthorized-rule injection or sustained
anomaly detection to rule clearing, route recomputation, and
signed reinstallation. Security experiments use 20%
malicious nodes unless otherwise stated. Values are reported
as mean = 95% confidence interval across eight paired runs.

6. Results and Discussion

6.1. Communication Performance and Attack
Response
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(a) Normal-cperation delay with 95% confidence intervals (b) Response latency under flow-table tampering/DoS
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Figure 5. Communication performance and attack-response comparison
Under normal traffic, Proposed-A achieved 16.68 + 1.35 the privacy overhead explicit rather than hidden. Under
attack, response latency decreased from 722.22 + 23.53 ms
for Dijkstra and 332.26 + 16.09 ms for Proposed-B to 130.92
+ 6.34 ms for Proposed-A.

increased delay by 1.76 ms relative to Proposed-B, making

Table 4. Communication performance (mean + 95% CI)

Algorithm Delay (ms) Throughput (Mbit/s) PDR (%) Attack response (ms)
Dijkstra 14.70 £ 1.39 23.49 + 2.31 98.56 + 0.18 722.2+235
ECMP 14.92 £ 1.44 23.48 +2.31 98.53 £ 0.17 672.1+£21.9
AODV 14.70 £ 1.39 23.49 £ 2.31 98.56 +£ 0.18 812.5+26.5
OLSR 14.75 +1.40 23.51 +2.31 98.65 +0.18 762.3 +£24.8
RPL 14.71 £1.40 23.50 £ 2.31 98.59 £ 0.18 8426 £27.5
Classical GA 14.98 £1.29 23.51+2.30 98.65+ 0.17 529.9+19.7
SDN-TE 14.92 +1.32 23.51+£2.30 98.65+0.18 391.2+12.7
Trust-Aware 15.75 £ 1.37 23.49 £+ 2.31 98.53 £ 0.20 361.1+11.8
Proposed-B 14.92 +1.32 23.51+2.30 98.65+0.18 332.3+16.1
Proposed-A 16.68 £ 1.35 23.49 +2.31 98.54 + 0.21 130.9+6.3

6.2. Quantified Security Performance

Table 5. Security performance with 20% malicious nodes (mean + 95% CI)

Algorithm MLHR (%) APSR (%) DLP (%) Attack PDR (%)
Dijkstra 20.83 + 8.35 57.50 + 11.03 3.00 £ 1.72 95.94 +2.01
ECMP 17.50 + 6.96 55.00 + 10.40 1.80 £ 1.72 96.01 £2.17
AODV 20.83 £8.35 57.50 + 11.03 3.00 +1.72 95.94 +2.01
OLSR 22.50 +6.50 57.50 + 9.54 3.60 £2.35 96.01 + 1.81
RPL 21.67 £9.16 58.33 + 10.40 3.00 +1.72 95.80 +2.24
Classical GA 2250 +7.78 57.50 + 12.82 3.60 +2.35 95.77 + 1.86
SDN-TE 2250 +7.78 57.50 + 12.82 3.60 +2.35 95.77 £ 1.86
Trust-Aware 7.50 +7.59 4750 + 11.16 0.60 + 1.18 97.63+1.19
Proposed-B 2250 +7.78 57.50 + 12.82 3.60 +2.35 95.77 + 1.86
Proposed-A 6.67 + 7.41 4750 + 11.16 0.00 + 0.00 98.18 +0.39
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Proposed-A reduced MLHR from 20.83% for Dijkstra
and 22.50% for Proposed-B to 6.67%. APSR fell to 47.50%,
no plaintext sensitive-payload leakage was observed in the
eight main runs, and attack-period PDR remained 98.18%.
Paired two-sided tests against Dijkstra showed significant
improvements in MLHR (p=0.0044), APSR (p=0.0054),
DLP (p=0.0112), PDR (p=0.0407), and response latency

(p<0.001). Against Proposed-B, the corresponding p-values
were 0.0040, 0.0093, 0.0199, 0.0201, and <0.001.

6.3. Attack-Ratio Sweep, Convergence, and
Scalability

(a) Exposure to malicious routing elements (b) Resilience under malicious-nade attacks (c) Convergence of the path-search process
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Figure 6. Malicious-node robustness and convergence of the path-search process

As the malicious-node ratio increased from 5% to 20%,
the full method maintained approximately 98% packet
delivery and kept residual sensitive-payload leakage at or
below 0.06% in the attack-ratio sweep. The proposed GA
stabilized near its final normalized cost after approximately

46 generations, whereas the classical GA required about 79
generations. Re-optimization time increased from 40.46 +
1.93 ms at 25 nodes to 311.07 + 4.86 ms at 150 nodes,
remaining below the one-second control interval in the
evaluated range.

Table 6. Scalability of the proposed path re-optimization

Nodes Re-optimization time (ms, mean + 95% CI)
25 40.46 £ 1.93

50 90.64 + 3.49

75 14470 £ 2.18

100 198.72 £ 2.10

150 311.07 £+ 4.86

6.4. Ablation and Score-Contamination
Robustness

Table 7. Ablation of security and privacy components

Variant Delay (ms) PDR (%) MLHR (%) DLP (%) Response (ms)
Proposed-A 17.70 98.18 6.67 0.00 130.9
Proposed-B 15.01 95.77 22.50 3.60 332.3
Proposed-NoAvoid 16.41 98.06 10.83 1.80 208.3
Proposed-NoLabel 16.10 97.38 7.50 0.60 186.5
Proposed-NoDiff 17.05 98.28 7.50 0.60 170.6
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Removing the security/privacy cost (Proposed-B)
increased MLHR from 6.67% to 22.50%, reduced PDR from
98.18% to 95.77%, increased DLP from 0 to 3.60%, and
raised response latency from 130.9 to 332.3 ms.

Removing hard avoidance, label matching, or differentiated
forwarding also degraded one or more security metrics,
confirming that the components contribute complementary
functions rather than merely increasing model complexity.

Table 8. Robustness against contaminated reputation observations

Contaminated observations (%) | MLHR (%) PDR (%)
0 6.57 98.25
5 8.21 97.64
10 9.72 97.11
15 11.38 96.86
20 12.78 96.30

With 20% contaminated reputation observations, robust
clipping and trimmed aggregation limited MLHR to 12.78%
and preserved a 96.30% PDR. The result demonstrates that
manipulated score inputs can degrade performance but do not
fully control the route decision under the controller-side
evidence model.

6.5. Discussion and Limitations

The results reveal an explicit security-performance trade-off.
Proposed-A does not have the lowest normal-operation delay
because encryption, access checks, label verification, and
rule signatures incur an average 1.76 ms overhead relative to
Proposed-B. This cost is compensated by lower exposure to
malicious relays, reduced leakage, higher packet delivery
during attacks, and markedly faster rule recovery. The
method is most suitable for SDN-managed industrial or
cross-domain IoT networks where flow sensitivities differ
and the control plane can enforce cryptographic and isolation
policies.

The evaluation remains a mathematical discrete-event
simulation. A physical Mininet/Ryu/OpenFlow deployment,
larger topologies, real cryptographic libraries, controller-
failure experiments, global traffic-analysis defenses, and
privacy-preserving telemetry aggregation remain future
work. These limitations are stated to prevent the numerical
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