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Abstract

INTRODUCTION:The distributed digital economy, characterized by decentralization and cross-entity data flow, improves
factor allocation efficiency but increasingly raises concerns over data security and privacy abuse.

OBJECTIVES: Unlike the conventional digital economy, which often centers on centralized platforms (e.g., e-commerce,
cloud computing), the distributed digital economy in this paper specifically refers to an economic system where data—as a
production factor—is stored, computed, and circulated across multiple independent nodes without a central coordinating
authority, relying on technologies such as blockchain, distributed ledger, edge computing, and peer-to-peer networks. Its
core governance features include decentralized data control, consensus-based verification, and peer-to-peer economic
activities.

METHODS: This paper studies data security and privacy protection in the distributed digital economy from two aspects:
economic impact and governance mechanism. Based on panel data from 30 provinces in China from 2018 to 2023, this paper
uses the entropy weight-TOPSIS method, a two-way fixed effects model, a mediation effect model, and a spatiotemporal
heterogeneity model to empirically test the economic impact and transmission mechanism of data security and privacy
protection on the distributed digital economy.

RESULTS: The empirical analysis results show that the level of data security and privacy protection significantly and
positively promotes the development of the distributed digital economy, with each unit increase leading to a 0.412 unit
increase in the development index. Blockchain smart contracts, privacy computing standards, and cross-border data flow
rules play significant mediating roles, accounting for 93.7% of the total mediating effect. This positive economic effect
exhibits significant spatiotemporal differences, increasing year by year, and is significantly higher in the eastern region than
in the central and western regions.

CONCLUSION: Based on empirical analysis results, optimization paths are proposed from four levels: collaborative
governance, technology empowerment, regional balance, and institutional improvement, in order to improve the level of
data security and privacy protection in the distributed digital economy.
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In the current global digital wave, distributed digital
economy has become the core engine driving economic
growth. By distributed digital economy, this paper refers
specifically to a economic system where data as a
production factor is stored, computed, and circulated across

1. Introduction
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multiple independent nodes without a central coordinating
authority, relying on technologies such as blockchain,
distributed ledger, edge computing, and peer-to-peer
networks. This definition distinguishes itself from the
broader digital economy literature, which often treats
digitalization as a general productivity enhancement tool
(e.g., e-commerce, cloud computing, or industrial internet)
without emphasizing the decentralized, multi-node
architecture. In contrast, the distributed digital economy
highlights three distinctive features: (1) decentralized data
governance, where no single entity has exclusive control;
(2) cross-node data flow that requires consensus
mechanisms and cryptographic verification; and (3)
economic activities (e.g., decentralized finance, distributed
manufacturing, sharing economy) that operate on a peer-
to-peer basis rather than through centralized platforms.
With the deep integration of emerging technologies such as
blockchain, artificial intelligence, and the Internet of
Things, distributed architecture has reshaped traditional
economic models, giving rise to new formats such as
decentralized finance, distributed manufacturing, and
sharing economy [1]. However, this change has also raised
dual challenges for data security and privacy protection:
frequent data breaches, lack of cross-border data flow
regulation, algorithmic discrimination, and abuse of user
profiles, which not only threaten individual rights and
corporate reputation, but may also shake the foundation of
sustainable development of the digital economy [2-5]. In
this context, data security and privacy protection are
understood as a multi-dimensional construct encompassing
institutional ~environments (laws and compliance
standards), technological capabilities (encryption, privacy
computing, smart contracts), and governance mechanisms
(cross-border data flow rules, regulatory enforcement).
This paper explicitly treats them as an integrated
governance capacity that reduces security risks and
enhances trust, rather than conflating them arbitrarily.

In the context of the digital economy, Wilson et al. [6]
explored strategies for the sustainable development of the
environment, economy, and education technology through
the circular digital economy. This study shows that digital
technology significantly reduces the environmental
footprint of economic activities by optimizing the resource
recycling chain and improving the efficiency of renewable
energy systems. The digital economy has decoupled
economic growth from resource consumption by
reconstructing green supply chains, fostering emerging
industries such as carbon trading, and promoting Industry
4.0 technology to reduce energy consumption in traditional
industries. The open sharing of digital educational
resources, the reduction of experimental teaching energy
consumption by virtual laboratories, and the cultivation of
sustainable development capabilities through project-based
learning have jointly promoted the green transformation of
education models. Alhitmi et al. [7] studied the data
security and privacy risks of Al-driven marketing in the
economic and commercial fields. Data anonymization and
desensitization technologies, through techniques such as
blurring and data slicing, make the original data impossible

to recover in reverse, protecting user identity and sensitive
information.

This study therefore explores data security and privacy
protection in the distributed digital economy from both
economic impact and governance mechanism perspectives,
aiming to provide theoretical support and practical
pathways for the digital economy.

2. Theoretical analysis and research
hypotheses

2.1. Distributed digital economy

Distributed digital economy is a new economic form that
relies on distributed technologies such as blockchain,
distributed storage, and edge computing to realize
decentralized storage, cross-node circulation, and
collaborative utilization of data elements. Its core
characteristics include decentralization, cross-entity
participation, efficient data circulation, and risk spillover.
Compared with the traditional centralized digital economy,
the distributed digital economy breaks the data monopoly
of a single subject, lowers the threshold and cost of data
circulation, promotes the transformation of data elements
from static storage to dynamic circulation [8], and thus
improves the efficiency of element allocation. The
development of the distributed digital economy depends on
the safe and orderly circulation of data elements. Data
security and privacy protection are the premise for its
sustainable development. If security risks cannot be
effectively controlled, it will lead to enterprises not daring
to participate in data transactions and consumers not
wanting to provide personal information, thereby blocking
the circulation of data elements [9] and restricting the scale
expansion and quality improvement of the distributed
digital economy.

While the empirical analysis in this paper operates at the
provincial level using composite indicators, it is essential
to explain how these macro-level proxies reflect the
underlying distributed technical mechanisms. The
distributed digital economy’s core technical features—
node collaboration, data flow paths, and consensus-based
verification—cannot be directly observed in provincial
panel data. However, their economic consequences
manifest in aggregated outcomes that are measurable. For
instance, the adoption of blockchain smart contracts at the
firm level increases transaction efficiency and reduces
intermediation costs, which in turn raises the output value
of the cloud computing industry and the scale of distributed
data transactions—both components of our DDE index.
Similarly, privacy computing standards affect the
interoperability of data-sharing protocols across nodes;
higher standardization leads to more frequent cross-entity
data collaborations, which is captured by indicators such as
the number of privacy-compliant enterprises and the scale
of distributed data transactions. Cross-border data flow
rules influence the compliance cost and risk exposure of
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multinational data transfers, which affect the compliance
rate of cross-border data transactions and the passing rate
of data export security assessments. Thus, although the
empirical model does not directly simulate node-level
dynamics, the composite indicators are theoretically
grounded proxies that aggregate the economic impact of
distributed technical mechanisms. This paper adopts a
macroeconomic governance perspective rather than a
computer-science  simulation  approach, and the
interpretation of results is confined to the economic impact
level.

2.2. Data security and privacy protection

Data security refers to ensuring the integrity,
confidentiality, and availability of data throughout its entire
lifecycle of collection, storage, circulation, use, and
destruction through technology, systems, and management,
and preventing risks such as data leakage, tampering, and
abuse; privacy protection focuses on personal information
rights and prevents personal information from being
illegally collected, leaked, or used through compliance
management and technical protection [10]. In the context
of distributed digital economy, data security and privacy
protection exhibit characteristics of synergy, complexity,
and cross-regional nature.

Data flows across multiple nodes, making the spread of
security risks faster and the scope of impact wider; the
decentralized nature of distributed architecture makes it
difficult to define security responsibilities, increasing the
difficulty of privacy protection. The framework of data
security and privacy protection is shown in Figure 1.

Data security and privacy

prote‘ction
Safet; C li . Regulats
| Daey ompliance Risk control cguiatory
investment level intensity
Proportion of Process Emergency Inspection
technology standardization d frequenc
investment Tesponse spee 4 4
Key metrics Compliance Risk rnan Penalty intensit;
Y capability Sk governance Y Y

Figure 1. Framework diagram of data security and
privacy protection

This  figure  constructs the  implementation
path framework for data security and privacy protection,
with data security and privacy protection as the overall

goal, extending downwards to four main lines:
security  investment, compliance level, risk
management, and regulatory intensity. Security

investment is mainly based on technology investment,
which enhances the core protection capabilities of the
distributed digital economy;

compliance level is formed through process
standardization construction to form enterprise compliance
capabilities [11]; risk control emphasizes emergency
response efficiency to achieve closed-loop risk governance
of data security and privacy protection; regulatory intensity
forms external constraints through inspection frequency
and penalty intensity.

2.3. Economic impact of data security and
privacy protection on the distributed digital
economy

Data security and privacy protection affect enterprises,
consumers, and industries, generating multi-dimensional
economic impacts on the distributed digital economy. At
the enterprise level, improved DSP helps avoid compliance
penalties and reduces reputational losses and compensation
costs from data breaches, thereby promoting digital
business expansion. At the consumer level, effective
privacy protection enhances trust in digital platforms and
increases willingness to participate in data transactions,
expanding market scale. At the industrial level, security
requirements drive R&D investment in privacy computing,
encryption, and blockchain, fostering cross-enterprise data
sharing and collaborative innovation. Consequently,
improved DSP has a significant positive economic impact
on DDE, leading to research hypothesis H1.

2.4. Data security and privacy protection
governance mechanism of distributed digital
economy

Given the decentralized and cross-regional nature of the
distributed digital economy, data security and privacy
protection cannot rely on any single actor or technology. A
collaborative governance mechanism needs to be built [12-
15]. Among them, the collaborative linkage of blockchain
smart contracts, privacy computing standards and cross-
border data flow rules is the core path to achieve a balance
between security and development. The following data
security and privacy protection governance mechanism of
distributed digital economy is proposed:
(1) Blockchain smart contracts

The decentralized and tamper-proof characteristics of
blockchain can realize the traceability and supervision of
the entire data circulation process. Smart contracts can
automatically execute the security and compliance clauses
in data transactions and reduce the security risks caused by
human intervention [16]. By setting data access
permissions and transaction rules through smart contracts,
data can be made available but not visible, which can both
ensure the efficiency of data circulation and prevent
privacy leakage.
(2) Application of privacy computing standards

Federated learning, differential privacy and other privacy
computing methods are the core technologies for achieving
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data security and privacy protection. However, the privacy
computing technology standards of different enterprises
and industries are not uniform, resulting in poor technical
compatibility and data flow obstruction. Establishing a
unified privacy computing standard [17] can standardize
technology research and development and application,
realize data security sharing of different nodes and different
subjects, and effectively improve the efficiency of data
element flow.

(3) Cross-border data flow rules solve cross-regional

governance problems

The cross-regional characteristics of the distributed digital
economy make cross-border data flow increasingly
frequent. However, cross-border data flow faces problems
such as differences in privacy protection rules of different
countries and regions and spillover of security risks. It is
necessary to establish unified cross-border data flow rules,
clarify the data export security assessment standards and
responsibility division mechanism [18], and realize the safe
and orderly flow of cross-border data.

Through the coordinated action of the three, a multi-
governance system of technical guarantee for blockchain
smart contracts, privacy computing standards, and cross-
border data flow rules is formed, which can transform the
investment in data security and privacy protection into
economic effects and promote the high-quality
development of the distributed digital economy [19]. Based
on this, the research hypothesis H2 is proposed: the
coordinated governance mechanism of blockchain smart
contracts, privacy computing standards and cross-border
data flow rules plays an intermediary role in the economic
impact of data security and privacy protection on the
distributed digital economy.

Data security and privacy protection levels exhibit
regional development imbalances, with the eastern region
significantly higher than the central and western regions,
and this trend is increasing year by year. The positive
economic impact of data security and privacy protection on
the distributed digital economy has certain spatiotemporal
differences. Based on this, we propose research hypothesis
H3: The positive economic impact of data security and
privacy protection on the distributed digital economy
exhibits  significant  spatiotemporal  heterogeneity,
specifically manifested in the positive effect showing a
year-on-year increasing trend, and the effect intensity in the
eastern region being significantly higher than that in the
central and western regions.

3. Research Design

3.1. Data source

Thirty provincial-level administrative regions in China
(excluding Tibet and Hong Kong, Macao and Taiwan) from
2018 to 2023 were selected as the research sample to
construct panel data for empirical analysis. The main data
sources include: (1) The "White Paper on the Development

of China's Digital Economy" and the "Report on the
Development of China's Data Security", which are used to
obtain core indicator data related to distributed digital
economy, data security and privacy protection; (2) Annual
statistical data released by the Cyberspace Administration
of China, the Ministry of Industry and Information
Technology and the National Bureau of Statistics, which
supplement relevant indicators such as government
supervision, R&D investment and economic development
level; (3) Wind database and CEIC database, which
improve the subdivided indicator data such as enterprise
cost, cross-border data flow and privacy computing; (4)
Digital economy development plans and data security-
related policy documents of various provinces, which
organize relevant indicators of governance mechanisms.

The collected data were preprocessed: First, missing
values and outliers were removed, and a small number of
missing data were supplemented by linear interpolation;
Second, all continuous variables were standardized or
logarithmized to eliminate the influence of dimensions and
alleviate heteroscedasticity [20], so as to ensure the
reliability of the empirical results. Finally, 180
observations were obtained, and the overall data quality
was good, which could meet the needs of empirical
analysis.

3.2. Variable measurement

Four categories of variables are selected: explained
variables, core explanatory variables, mediating variables
and control variables. All comprehensive index variables
are constructed using the entropy weight-TOPSIS method,
and single continuous variables are standardized or
logarithmized.

Determination of the comprehensive index of
indicators

Select entropy weight TOPSIS method to determine the
comprehensive index of comprehensive indicators.
Entropy weighting method is an objective weighting
method that determines the objective weights of each
secondary indicator through the calculation of indicator
information entropy, avoiding subjective biases [21] and
providing scientific basis for the synthesis of
comprehensive indices. The expression for the specific

gravity Py of the/ -th indicator after completing the
standardization process is calculated as follows:

' )
2%
xl
In formula (1), ”? is the number of evaluation objects; " 7
is the standardization result of the province! and indicator

J.
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Calculate the information entropy ’ of the indicator Jis
as follows:
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Calculate the objective weight  / of the indicator Jis as
follows:

l—e/.
w, =
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J=1

In formula (3), is the number of indicators.
The basic comprehensive index calculation formula of
each indicator is as follows:

_ !
S, = Zl W, XX 4)
=

Explained variable

Construct a comprehensive index of the development level
of distributed digital economy from four dimensions:
digital infrastructure, distributed industry scale, data
element circulation, and innovation output, as the
dependent variable. Specific indicators include: the number
of broadband access ports, the number of distributed
storage servers, the output value of the cloud computing
industry, the scale of distributed data transactions, the
number of patent authorizations related to the digital
economy, and the number of digital industry employees.
The entropy weight-TOPSIS method is used to calculate
the comprehensive index of the development level of
distributed digital economy. The higher the value, the
higher the level of development of distributed digital
economy.

Core explanatory variable

Data security and privacy protection level is selected as the
core explanatory variable. A comprehensive index is
constructed from four dimensions: security investment,
compliance level, risk control, and regulatory intensity.
Specific indicators include: the proportion of data security
R&D investment to GDP, the number of data security
companies, the proportion of privacy compliance certified
companies, the incidence of data breaches, the number of
data security regulatory enforcement actions, and the rate
of handling personal information protection complaints.
The entropy weight-TOPSIS method is used to calculate
the comprehensive index; a higher value indicates a higher
level of data security and privacy protection.

Mediating variable

(1) Blockchain smart contracts

The proportion of blockchain smart contract application
enterprises, smart contract transaction scale, and
blockchain security technology investment are used as

three indicators to reflect the application popularity of
blockchain smart contracts [22].

(2) Privacy calculation standard

Three indicators are used to reflect the standardization and
application level of privacy computing technology: the
number of privacy computing standards, the popularization
rate of privacy computing technology, and the R&D
investment in privacy computing.

(3) Cross-border data flow rules

Three indicators are used to reflect the standardization of
cross-border data flow: the compliance rate of cross-border
data transactions, the pass rate of data export security
assessment, and the number of cross-border data regulatory
policies.

Control variables

In order to alleviate the bias of omitted variables, five
control variables are set as follows:

(1) Economic development level

The economic development level of a region determines
the local fiscal investment capacity. Economically
developed regions have more funds to invest in data
security technology R&D and privacy protection system
construction [23]. At the same time, the economic
foundation will also affect the development scale of the
distributed digital economy. Therefore, it is necessary to
control the interference of this variable.

(2) R&D investment intensity

R&D investment directly affects digital technology
innovation, which can not only promote the iteration of
distributed digital economy technology, but also empower
the upgrading of privacy protection technologies such as
data encryption and risk prevention [24]. Controlling this
variable can accurately identify the economic effect of data
security governance itself.

(3) Urbanization rate

Urbanization  drives  population and  industrial
agglomeration, expands digital application scenarios and
data circulation scale, and the higher efficiency of data
supervision and privacy protection in urban areas will have
a significant impact on the development of the distributed
digital economy, which needs to be controlled.

(4) Openness to the outside world

The higher the degree of openness to the outside world, the
more frequent the cross-border data flow and digital trade,
the higher the cross-border data security risk and privacy
compliance pressure. At the same time, external capital and
technology will also affect the development of local digital
economy [25], which is an important external influencing
factor.

(5) Digital infrastructure level

Broadband penetration rate and the number of 5G base
stations are the hardware foundation for the operation of
the distributed digital economy. A sound digital
infrastructure provides support for distributed data storage
and transmission, and also determines the hardware
conditions for data security protection [26]. It is the core
control variable for studying digital economy-related
issues.
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Based on the above, from the perspective of economic
impact and governance mechanism, we analyze the impact
of data security and privacy protection on distributed
digital economy and construct the variable system for
empirical analysis, as shown in Table 1.

Table 1. Empirical analysis variable system

Variable Variable

type Variable name symbol Handling method
Development .
Explained level of DDE ;O;):gmt
variable distributed yslem
S processing
digital economy
Core Data  security 100-point
explanatory and privacy DSP system
variable protection level processing
. 100-point
Blockchain BC system
smart contract .
processing
. Privacy . .
MeFJ|at|ng computation PC Handllr]g with a
variable 100-point scale
standard
Rules on cross- 100-point
border data flow CR system .
processing
Economic Logarithmic
development InGDP 9 .
processing
level
R&D
investment RD Standardization
intensity
Control Urbanization  pg standardization
variable rate
Degree of
openness tothe OPEN Standardization
outside world
- 100-point
!_evel of digital INF system
infrastructure .
processing

Detailed indicator system, data sources, and
weight stability

To address potential validity concerns, this subsection
provides a full disclosure of the secondary indicators, their
data sources, the entropy-weight TOPSIS results, internal
consistency checks, and alternative measurement tests.

(1) Secondary Indicators and Data Availability.

The Distributed Digital Economy (DDE) index comprises
three dimensions. The digital infrastructure dimension uses
broadband access ports and the number of distributed
storage servers, sourced from the China Statistical
Yearbook and CSDN for 2018-2023. The distributed
industry scale dimension draws on cloud computing
industry output value and the number of digital industry
employees from Wind and MIIT. The data element
circulation dimension relies on distributed data transaction
scale and the number of data exchanges from CEIC and
provincial digital economy white papers. The innovation
output dimension captures the number of digital economy
patent authorizations and new digital products from CNIPA
and the NBS. The Data Security and Privacy Protection

6

(DSP) index includes four dimensions: security investment
(data security R&D investment as a share of GDP and the
number of data security companies from NBS and CSDN),
compliance level (the proportion of privacy-compliant
certified enterprises from CAC and provincial reports), risk
control (incidence of data breaches per 10,000 firms and
the personal information protection complaint handling
rate from CAC and the 12321 complaints center), and
regulatory intensity (the number of data security regulatory
enforcement and inspection actions from CAC and MIIT).
The Blockchain Smart Contract (BC) index uses the
proportion of enterprises applying blockchain smart
contracts, smart contract transaction scale, and blockchain
security technology investment from Wind and provincial
digital economy plans. The Privacy Computing Standard
(PC) index is built from the number of privacy computing
standards issued, the popularization rate of privacy
computing technology, and R&D investment in privacy
computing, sourced from CAC, MIIT, and the China
Communications Standards Association. The Cross-border
Data Flow Rules (CR) index relies on the compliance rate
of cross-border data transactions, the passing rate of data
export security assessments, and the number of cross-
border data regulatory policies from CAC, MIIT, and
provincial governments. Finally, the Digital Infrastructure
(INF) index uses broadband penetration rate and the
number of 5G base stations per 10,000 people from MIIT
and the NBS. All indicators cover the period 2018-2023.
(2) Entropy-weight TOPSIS Weight Results.

Averaged over the sample period, the top three secondary
indicators by weight differ across composite indices. For
DDE, distributed data transaction scale carries the highest
weight (0.187), followed by cloud computing output value
(0.165) and the number of patent authorizations (0.152),
with the full weight range spanning 0.042 to 0.187. For
DSP, data security R&D investment as a share of GDP is
the most heavily weighted (0.212), followed by the number
of regulatory enforcement actions (0.178) and the
incidence of data breaches, which carries a negative weight
0f 0.145; the overall range is 0.038 to 0.212. For BC, smart
contract transaction scale leads (0.198), followed by the
proportion of application enterprises (0.172) and security
technology investment (0.143), with weights ranging from
0.052 to 0.198. For PC, the popularization rate of privacy
computing technology is the most important (0.205),
followed by the number of standards issued (0.188) and
R&D investment (0.160), ranging from 0.071 to 0.205. For
CR, the compliance rate of cross-border data transactions
carries the highest weight (0.192), followed by the number
of regulatory policies (0.176) and the passing rate of data
export assessments (0.158), with a range of 0.058 to 0.192.
(3) Internal Consistency and Temporal Comparability.
Cronbach's alpha for the secondary indicators within each
composite index exceeds 0.75 across all indices (DDE:
0.82; DSP: 0.79; BC: 0.81; PC: 0.77; CR: 0.80; INF: 0.78),
indicating acceptable internal consistency. Temporal
comparability was verified by recalculating entropy
weights separately for each year; the rank correlation of
secondary indicator weights between adjacent years
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exceeds 0.9, suggesting stable weight structures over time.
Thus, panel data comparisons across years are valid.

(4) Alternative Measurement Tests (Robustness).

To further validate the composite indices, we conducted
three robustness checks: (a) reconstructing all indices using
principal component analysis (PCA) instead of entropy-
weight TOPSIS; (b) applying a simple arithmetic mean
(equal weights) as an alternative aggregation; and (c)
employing a jackknife approach that drops one secondary
indicator at a time to assess sensitivity. The correlation
coefficients between the original and PCA-based indices
range from 0.86 to 0.94, and the baseline regression results
using these alternative indices remain qualitatively
unchanged, with the coefficient of DSP remaining positive
and significant at the 1% level. These tests confirm that the
measurement results are not driven by the specific
aggregation method and that the indicator weights are
stable.

These tests confirm that the measurement results are not
driven by the specific aggregation method and that the
indicator weights are stable.

To further validate the construct wvalidity of the
composite indices, we conducted a convergent validity test
by correlating each sub-index with theoretically related
external criteria. For example, the DDE index correlated at
0.71 (p<0.01) with provincial digital economy output
reported by the China Academy of Information and
Communications Technology (CAICT), and the DSP index
correlated at 0.68 (p<<0.01) with the number of data security
incidents reported to the Cyberspace Administration of
China. These moderate-to-high correlations support the
convergent validity of our composite measures.
Additionally, we performed a variance inflation factor
(VIF) analysis for all secondary indicators within each
composite index; the mean VIF values were below 3.5,
indicating no severe multicollinearity that would distort the
entropy weights. This comprehensive validation enhances
the transparency and robustness of our measurement
approach.

3.3. Empirical analysis model construction

Combining research hypotheses and theoretical
analysis, a two-way fixed effects model and a mediation
effect model are constructed to test the direct economic
effects of data security and privacy protection and the

DDE, = 3, + ,DSP, + f,DSF,

ar,

In formula (8), Ye 'is the time dummy variable;

Region, is the regional dummy variable.
If B, is significantly positive, indicating that the positive

effect is increasing year by year; if’B 3is significantly

x Year,

mediating role of collaborative governance mechanisms,
respectively. At the same time, a spatiotemporal interaction
term is added to test the spatiotemporal differences of the
effects. The specific model settings are as follows:

Benchmark regression model
The benchmark regression model is constructed as follows:

DDE, = f3,+ B,DSE, +Y_y Controls,, + 1, + 4, + &,
Q)

In formula (5), i represents the province;t

represents the

year; ijs  the distributed digital economy

development index of the provincei and the yeart ; it
is the core explanatory variable, namely the comprehensive

. . . . Controls,,
index of data security and privacy protection; v

is the control variable group; Hi is the individual fixed

A . g, .
effect; " 7is the time fixed effect; “is the random
disturbance term.

If A is significantly positive, then H1 is valid.

Mediation effect model

The three-step mediation method combined with the
Bootstrap method of repeated sampling 1000 times was
used to test the mediating role of blockchain smart
contracts, privacy computing standards, and cross-border
data flow rules. The model settings are as follows:

M, =o,+a,DSP, + Z YV, Controlsl.tj + 4+ A, +&,(6)
DDE, =6, +6,DSE, +6,M, + z;/jControlSi{/. + o+ A+ 5,

(7

- : . a 0,
Where, " is the mediator variable; ©and ?are the

. a, O, O . .
intercept term; ', !, “2are the influence coefficient.

If both %1 and 2 are significant and the mediation effect
value is not 0, then the mediation effect is valid, and
hypothesis H2 is valid.

Spatiotemporal effect model
The spatiotemporal effect model is constructed as follows:

+ [,DSP, x Region, + z y,Controls,, + i, + 1, + &,

®)
positive, it indicates that the effect intensity in the eastern
region is higher than that in the central and western regions,
and H3 is valid.
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4. Empirical analysis results

4.1. Descriptive statistical results

The descriptive statistical analysis results of each variable
are shown in Table 2.

Table 2. Descriptive statistics

Variable

Standard

Variable name Observed value ~ Mean . Minimum Maximum
symbol deviation

Development level of

distributed digital DDE 180 42.95 15.62 12.38 89.75

economy

Data security and

privacy protection DSP 180 50.5 12.87 28.65 78.92

level

Blockchain — smart g 180 30.5 16.23 5.87 68.95

contract

Privacy computation o 180 27.1 15.78 3.25 65.32

standard

Rules on = cross- oo 180 34.35 14.92 8.76 72.15

border data flow

Economic InGDP 180 2.25 0.32 1.58 3.02

development level

R&D investment pn 180 2.15 0.87 0.89 4.92

intensity

urbanization rate URB 180 62.35 7.82 45.62 89.35

Degree of openness  5py 180 34.8 18.75 8.23 98.65

to the outside world

Descriptive  statistics show that there are 180 contracts and privacy computing standards, reflecting that

observations for each variable, with no missing values,
indicating good data quality. The mean of the distributed
digital economy development index is 42.95, and the
standard deviation is 15.62. The difference between the
maximum and minimum values is large, reflecting
significant differences in the level of distributed digital
economy development among provinces. The mean of the
comprehensive index of data security and privacy
protection is 50.50, and the standard deviation is 12.87,
with a range of 28.65-78.92, indicating that the overall
level of data security and privacy protection in provinces is
improving, but there are still some gaps between regions.
Among the mediating variables, the mean of cross-border
data flow rules is higher than that of blockchain smart

the standardization process of cross-border data flow in
provinces is relatively fast. The values of the control
variables are all within a reasonable range, with no
abnormal extreme values, which lays a good foundation for
subsequent empirical testing.

4.2. Benchmark regression results

To test research hypothesis H1: Data security and privacy
protection have a significant positive economic impact on
the distributed digital economy, a baseline regression was
conducted based on a two-way fixed effects model. The
regression results are shown in Table 3.
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Table 3. Benchmark regression results

Explanatory variable No control variable

Including control variables

Two-way fixed effects

DSP
InGDP
RD -
URB -
OPEN -
INF

Constant term

0.528***(12.36)

10.253**%(3.78)

Individual fixed effects Nothing
Time fixed effect Nothing
R? 0.486
F-value 152.78***

0.456***(10.89)

2.352**(2.41

)

3.671***(3.85)

1.895%(1.93)

2.015*(2.35)
4.236"(4.98)
8.762*%(2.54)

Nothing
Nothing
0.623

98.65"**

0.412°%(9.72)
2.189*(2.27)
3.428***(3.69)

1.763*(1.88)
1.876**(2.21

)

4.012"(4.75)
7.985*%(2.39)

Have
Have
0.689
89.32***

The values in parentheses in Table 3 are t-values; ***,
** and * indicate significance at the 1%, 5%, and 10%
levels, respectively. A baseline regression model was used
to control for individual and time-fixed effects, mitigating
the impact of provincial heterogeneity and macroeconomic
shocks. The baseline regression results show that the
coefficient of the core explanatory variable DSP is
significantly positive in all three models and passes the 1%
level significance test. Specifically, in the two-way fixed
effects, the DSP coefficient is 0.412, meaning that for every
unit increase in data security and privacy protection, the
distributed  digital economy development index
significantly increases by 0.412 units, perfectly consistent
with the research hypothesis H1, indicating that data
security and privacy protection have a significant positive

economic impact on the development of the distributed
digital economy, thus validating H1. Regarding control
variables, the coefficients of InGDP, RD, URB, OPEN, and
INF are all significantly positive, consistent with
theoretical expectations. The results indicate that higher
levels of economic development, greater R&D investment
intensity, higher urbanization rates, higher openness to the
outside world, and more complete digital infrastructure
lead to higher levels of distributed digital economy
development.

4 3. Mediation effect test results

The results of the mediation effect test of research
hypothesis H2 are shown in Table 4.

Table 4. Results of mediation effect test

Tnspection steps Explained Cor.e explanatory Coefficient U Mediating effect Proportion of mediating
variable variable value  value effect
DDE DSP 0.412%** 9.72 - -
Benchmark BC DSP 0.325%** 8.65 - -
regression PC DSp 0.358%** 9.13 - -
CR DSP 0.382%** 9.57 - -
Mediation DDE BC 0.287%** 7.92 0.093 22.60%
regression DDE PC 0.408%** 8.85 0.146 35.70%
DDE CR 0.385%** 9.03 0.147 36.00%
Total effect DDE VDasriflr;ed‘atmg 0.412%%% 972 0.386 93.70%

In Table 4, *** indicates significance at the 1% level.
Empirical analysis results show that blockchain smart
contracts, privacy computing standards, and cross-border
data flow rules all play significant mediating roles. In the
three-step mediation method, the coefficients of DSP for
the three mediating variables and the coefficients of the
three mediating variables for DDE all passed the 1% level
significance test, indicating that the mediation effect is

significant. In terms of the proportion of the mediation
effect, cross-border data flow rules have the highest
proportion, followed by privacy computing standards, and

blockchain smart contracts have the lowest. The combined
mediating effect of the three reaches 93.7%, indicating that
the positive impact of data security and privacy protection
on the distributed digital economy is mainly transmitted
through the synergistic transmission of these three paths,
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and the role of a single governance path is limited. In
summary, the evidence fully supports research hypothesis
H2.

Although the statistical mediation effects are significant,
the wunderlying governance chain requires further
clarification. Below we explain how each mediating
variable was quantified at the provincial level and how it
transmits the economic impact of DSP to DDE.

(1) Blockchain smart contracts (BC). Provincial-level
BC is measured by three secondary indicators: the
proportion of enterprises applying blockchain smart
contracts (survey-based), smart contract transaction scale
(aggregated from platform data), and blockchain security
technology investment (provincial R&D expenditure
allocated to blockchain security). While these indicators
are aggregated at the provincial level and may not capture
firm-level smart contract executions directly, they reflect
the overall adoption intensity and economic scale of
blockchain-based automated governance within each
province. Given the lack of publicly available cross-
provincial smart contract execution logs, these proxies
represent a reasonable balance between data availability
and theoretical relevance. The mediating role operates as
follows: higher DSP levels (e.g., stricter compliance
requirements and security investment) incentivize firms to
adopt blockchain smart contracts to automate data access
control and transaction rule enforcement. Smart contracts
reduce human intervention and tampering risks, which in
turn lowers the transaction costs of data exchange and
increases trust among distributed nodes. Consequently,
more firms participate in distributed data transactions,
boosting the DDE index through increased transaction
scale and innovation output. The mediation effect of BC
(0.093) accounts for 22.6% of the total effect, reflecting
that smart contracts are a necessary but not sufficient
condition for DSP-driven growth.

(2) Privacy computing standards (PC). PC is quantified
by the number of privacy computing standards issued
(nationally and provincially adapted), the popularization
rate of privacy computing technology (share of firms using
federated learning or differential privacy), and R&D
investment in privacy computing. The transmission
mechanism: higher DSP levels drive standardization
efforts, which solve the technical incompatibility problem
across different platforms and nodes. Standardized privacy
computing enables “data available but not visible”
collaboration—data from multiple sources can be jointly
analyzed without exposing raw information. This increases
cross-entity data sharing, reduces privacy compliance costs
per transaction, and accelerates data element circulation, all
of which contribute to DDE. The PC mediation effect
(0.146, 35.7%) is larger than BC’s, likely because
standardization has broader and more direct impacts on
data liquidity.

(3) Cross-border data flow rules (CR). CR is quantified
by the compliance rate of cross-border data transactions,
the passing rate of data export security assessments, and the
number of cross-border data regulatory policies. The
mechanism: higher DSP levels lead to clearer and more
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harmonized cross-border rules, which reduce legal
uncertainty and compliance costs for multinational data
transfers. With well-defined responsibility allocation and
security assessment standards, firms are more willing to
engage in cross-border digital trade and distributed
collaborations. This expands market scale, attracts foreign
investment, and enhances the distributed digital economy’s
scope, reflected in higher DDE scores. CR’s mediation
effect (0.147, 36.0%) is the highest, underscoring the
critical role of cross-border governance in China’s
provincial digital economy integration with global markets.

The total mediation effect (93.7%) reflects the
synergistic interaction among BC, PC, and CR. They are
not independent parallel pathways but complementary:
smart contracts provide automated enforcement, privacy
computing enables secure collaboration, and cross-border
rules create a legitimate institutional environment. Their
joint effect is more than the sum of individual effects.
However, the 93.7% figure should be interpreted as the
share of DSP's total effect that operates through these three
measured mediators, not as proof of full mediation.
Unmeasured pathways may also exist.

4.4. Spatiotemporal effect test results

Based on the spatiotemporal effect model, the interaction
terms of DSP and time dummy variables and regional
dummy variables were introduced to test the
spatiotemporal heterogeneity of the impact of data security
and privacy protection on the distributed digital economy
and to test research hypothesis H3. The test results are
shown in Table 5.

Table 5. Results of spatio-temporal effect test

Explanatory Coefficient - Significance
variable value
DSP 0.297** 7.85 1%
DSPxYear 0.032*** 6.92 1%
DSPxRegion 0.189*** 7.36 1%
All are 4 g9
Control variable  significantly 4'72 1%-10%
positive ’
Individual/time Have ) )
fixed effects
R? 0.756 - -

Table 5 shows the results of the spatiotemporal effect
test. The interaction coefficient between DSP and Year is
0.032, and it passes the 1% level significance test,
indicating that the positive effect of data security and
privacy protection on the distributed digital economy
shows a year-on-year increasing trend. This is consistent
with the current development status of continuous
improvement of data security and privacy protection
policies, continuous technological iteration, and
continuous enrichment of application scenarios in various
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provinces. The interaction coefficient between DSP and
Region is 0.189, and it passes the 1% level significance
test. The positive effect of data security and privacy
protection on the distributed digital economy in the eastern
region is significantly stronger than that in the central and
western regions. This is mainly because the eastern region
has more complete digital infrastructure, more sufficient
R&D investment, and more active data transactions,
resulting in a more prominent implementation effect of data
security and privacy protection. In contrast, the central and
western regions are limited by resource endowment, and
the release of the effect is relatively lagging. In summary,
research hypothesis H3 is fully verified.

The eastern region’s higher effect intensity
(DSPxRegion coefficient 0.189) can be attributed to three
observable factors that directly relate to distributed
architectures: (1) the density of distributed storage nodes
(eastern provinces have 2.3 times more distributed storage
servers per capita than central-western provinces); (2) the
volume of cross-node data transactions (eastern provinces
account for 78% of total distributed data transaction scale);
and (3) the availability of privacy computing service
providers (eastern provinces host 85% of certified privacy
computing vendors). These factors amplify the economic
return of DSP investments because the baseline distributed
infrastructure is already in place. In contrast, central-
western regions face constraints in node density and
transaction volume, so the same unit increase in DSP yields
a smaller marginal impact on DDE. This explanation links
the statistical heterogeneity to observable distributed
system features.

4.5. Robustness test

To ensure the reliability of the empirical results, three
mainstream methods were used to conduct robustness tests.
The stability of the core conclusions was verified from
three dimensions: variable replacement, sample
adjustment, and model replacement. The specific test
process and results are as follows:

(1) Replace the core explanatory variables

The core explanatory variable "Comprehensive Index of
Data Security and Privacy Protection" is replaced with a
single core indicator "Percentage of R&D Investment in
Data Security". This indicator directly reflects the
investment in regional data security and privacy protection
and is highly correlated with the DSP comprehensive
index, thus effectively replacing the core explanatory
variable for regression testing.

(2) Change the sample range

Five provinces with a high concentration of digital
industries (Beijing, Shanghai, Guangdong, Zhejiang, and
Jiangsu) were removed. The remaining 25 provincial
samples were used to reconstruct panel data for empirical
testing. The purpose was to eliminate the interference of
extreme values in provinces with developed digital
industries and to verify the applicability of the conclusions
in ordinary areas.
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(3) Change the regression model
A random effects model is used to replace the two-way
fixed effects model in the benchmark regression. The
applicability of the random effects model is verified
through the Hausman test. The regression results of the two
models are compared to test the stability of the core
coefficients.

The specific regression results of the three robustness
tests are shown in Table 6.

Table 6. Robustness test results

Core

Inspection explanator Coefficie valu Significanc
Method y variable nt e ¢
Benchmar
k DSP 0.412 9.72 1%
regression
Proportio
n of R&D
Test 1 investme  0.398 9.25 1%
nt in data
security
Test 2 DSP 0.395 896 1%
Test 3 DSP 0.407 9.58 1%

Analyzing the experimental results in Table 6, among
the three robustness tests, the regression coefficients and
significance of the control variables are basically consistent
with the baseline regression results, further verifying the
scientific nature of the model specification. The results
show that the positive impact of the core explanatory
variables on the explained variables is always significant,
the mediating effect and spatiotemporal heterogeneity
characteristics remain stable, the fluctuation range of the
core coefficients is within 5%, and all test results pass the
significance test. This fully demonstrates that the empirical
results of this paper have good robustness and reliability,
and the research conclusions are not affected by variable
selection, sample range, or regression model. They can
truly reflect the economic impact and transmission
mechanism of data security and privacy protection on the
development of the distributed digital economy, providing
solid empirical support for the subsequent policy
formulation of digital security and privacy protection.

4.6. Endogeneity tests and alternative
identification strategies

To address potential reverse causality and omitted variable
bias (e.g., provinces with higher DDE may invest more in
DSP, or regional institutional quality—such as the
effectiveness of local data governance laws and
enforcement capacity—may simultaneously affect both
DSP and DDE), we implemented three additional
identification strategies beyond the two-way fixed effects
model.
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(1) Lagged explanatory variables. We re-estimated the
baseline model using one-year and two-year lags of DSP
(L1.DSP and L2.DSP) as the core explanatory variables.
The results are reported in Table 7.

Table 7. Regression with lagged DSP

Fixed
effect R?

Dependent  Coefficie  Coefficie ~ Co
variable: nt of nt of ntr

DDE L1.DSP L2.DSP ols s
0.
Model with 0.385*** Ye
- Yes 67
L1.DSP (8.92) s 9
. 0.
Model with 0.367***  Ye
Yes 65
L2.DSP (8.41) s 8

Note: “***” js p <(.01.

Both lagged coefficients remain positive and significant,
although slightly smaller than the contemporaneous
coefficient (0.412). This reduces the concern that reverse
causality drives the results, because past DSP cannot be
caused by current DDE.

(2) Instrumental variable approach. Following the
literature on digital governance, we used the provincial
average internet penetration rate in 2005 (pre-sample
period) and the number of post offices per 10,000 people
(historical infrastructure) as instrumental variables for
DSP. These historical instruments correlate with current
data security investments (through path dependence) but
are unlikely to directly affect current DDE except through
DSP. The first-stage F-statistic was 23.5 (>10), rejecting
weak instrument concerns. The second-stage IV estimate
for DSP was 0.489 (p<0.01), with a 95% confidence
interval [0.312, 0.666], confirming a positive robust
positive association.

(3) Dynamic panel model (system GMM). We estimated
a system GMM model with DDE lagged as an endogenous
variable and DSP treated as predetermined. The Arellano-
Bond test for AR(2) yielded a p-value of 0.23, indicating
no second-order serial correlation. The coefficient of DSP
was 0.358 (p<0.01), close to the baseline result.

Given these additional tests, the positive relationship
between DSP and DDE 1is robust to alternative
identification strategies. However, we caution that causal
claims should still be interpreted with care, as no
observational study can completely rule out unobserved
confounding. Therefore, we frame the main conclusion as
a robust positive association supported by multiple
identification approaches, rather than a definitive causal
statement.
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5. Research Conclusions and
Countermeasures

5.1. Research conclusions

Based on panel data from 30 provincial-level regions in
China from 2018 to 2023, this study systematically and
empirically examines the economic impact of data security
and privacy protection on the development of the
distributed digital economy and the mediating role of
collaborative governance mechanisms. The core findings
are as follows:

(1) Positive economic impact. Data security and privacy
protection have a significant positive association with the
development of the distributed digital economy. After
addressing potential endogeneity using lagged variables,
instrumental variables, and system GMM, the positive
coefficient remained statistically significant (ranging from
0.358 to 0.489), supporting a robust positive association.

(2) Mediating role of collaborative governance. The
synergistic mechanism involving blockchain smart
contracts, privacy computing standards, and cross-border
data flow rules plays a significant mediating role. The
mediation effect of cross-border data flow rules accounts
for the highest proportion (36.0%), followed by privacy
computing standards (35.7%), and blockchain smart
contracts (22.6%). The total mediation effect reaches
93.7%, indicating that the positive impact of DSP is
primarily transmitted through these three intertwined
pathways.

(3) Spatiotemporal heterogeneity. The positive
association exhibits significant spatiotemporal differences:
it strengthens year by year and is significantly stronger in
the eastern region than in the central and western regions.
These differences are attributable to regional disparities in
digital infrastructure, R&D investment, and data
transaction activity.

(4) Control variables. Economic development level,
R&D investment intensity, urbanization rate, openness to
the outside world, and digital infrastructure level all show
significant positive associations with DDE, confirming that
the distributed digital economy's development results from
a synergistic effect of multiple factors.

5.2. Countermeasures

Based on the above research conclusions, the following
countermeasures are proposed from four levels:
collaborative governance, technological empowerment,
regional balance, and institutional improvement, to
enhance the data security and privacy protection level of
the distributed digital economy.
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Constructing a multi-faceted collaborative
governance system

Focusing on the synergistic linkage of blockchain smart
contracts, privacy computing standards, and cross-border
data flow rules, this addresses the challenges of data
security governance in distributed scenarios. First, promote
the application of blockchain smart contracts, leveraging
their decentralized and immutable characteristics to
achieve full traceability and supervision of data circulation,
reducing security risks caused by human intervention, and
focusing on expanding application coverage in scenarios
such as data transactions and cross-border data
transmission. Second, accelerate the improvement of the
privacy computing standard system, unify the standards
and specifications for technology research and
development, application, and evaluation, solve the
problems of poor technical compatibility and data flow
obstruction among different entities, and promote the large-
scale application of privacy computing technology in
various industries. Third, improve the rules for cross-
border data flow, refine the standards for data export
security assessment and the responsibility division
mechanism, improve the compliance rate of cross-border
data transactions, and achieve safe and orderly cross-
border data flow.

Strengthen technology research and
development and investment

Increase R&D investment related to data security and
privacy protection, guiding enterprises and research
institutions to focus on key technological breakthroughs in
areas such as privacy computing, encryption technology,
and blockchain, improving the level of technological self-
control and reducing dependence on external technologies;
promote R&D investment towards the central and western
regions, encouraging enterprises in these regions to
increase R&D investment related to data security through
fiscal subsidies and tax incentives, narrowing the
technological gap with the eastern regions. Simultaneously,
improve digital infrastructure construction, focusing on
promoting the deployment of 5G base stations, distributed
storage servers, and other infrastructure in the central and
western regions, improving the coverage and service
quality of digital infrastructure, and providing hardware
support for the implementation of data security and privacy
protection policies and the application of technologies.

Implement regional differentiated policies

In view of the regional heterogeneity of the impact of data
security and privacy protection, implement differentiated
governance strategies. The eastern region, leveraging its
advantages in the digital industry, will focus on promoting
innovation in collaborative governance mechanisms,
exploring pathways for the deep integration of data security
and the distributed digital economy, and creating
exemplary models. The central and western regions will
prioritize improving their data security regulatory systems
and digital infrastructure, increase data security
compliance training, enhance the data security

management capabilities of enterprises and governments,
and simultaneously strengthen technological cooperation
and talent exchange with the eastern region, learning from
its advanced experience to accelerate the release of positive
effects and gradually narrow the regional development gap.
From an international perspective, the collaborative
governance framework proposed in this study—integrating
blockchain smart contracts, privacy computing standards,
and cross-border data flow rules—offers transferable
insights for other large-scale digital economies facing
similar distributed data governance challenges, such as the
European Union's Data Governance Act and the emerging
distributed data-sharing frameworks in Southeast Asia.
However, the empirical findings are primarily based on
China's provincial panel data, where institutional
conditions (e.g., centralized policy implementation and
regional digital strategies) may differ from those in market-
driven or federal systems. Future research should explore
cross-country comparisons and examine how varying
institutional contexts moderate the economic impact of
data security and privacy protection.
Improving the institutional
regulatory system
Relevant laws and regulations on data security and privacy
protection should be improved, corporate responsibilities
clarified, and penalties for violations such as data leaks and
privacy abuse increased, thereby raising compliance costs
and compelling enterprises to prioritize data security and
privacy protection; establish a cross-departmental
collaborative regulatory mechanism, integrating regulatory
resources from departments such as cyberspace
administration, industry and information technology, and
statistics, to achieve full-process supervision of data
circulation and prevent the spillover of security risks;
strengthen publicity and guidance to raise the data security
awareness of enterprises and consumers, guide enterprises
to standardize their behavior in data collection, storage,
circulation, and use, and guide consumers to establish a
privacy protection concept.

safeguards and
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