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Abstract

INTRODUCTION: Distributed industrial edge monitoring requires long-sequence models to remain reliable
under non-stationary operating conditions while preventing sensitive local data from being exposed through
cross-node historical-state sharing.

OBJECTIVES: This work addresses secure reuse of historical representations under feature drift, privacy
leakage, and poisoned-memory propagation.

METHODS: We propose HSDC-Net, which locally encodes heterogeneous process streams, releases clipped
and differentially private latent anchors, estimates cross-node inconsistency and recursive source trust, aligns
reliable historical states through low-rank context transport, and restricts correction to a learned nuisance-
drift subspace.

RESULTS: Experiments on four industrial datasets show that HSDC-Net consistently improves predictive
performance and drift robustness with moderate online latency. It also suppresses malicious-anchor
acceptance while maintaining a finite privacy budget with only limited utility degradation relative to the
non-private variant.

CONCLUSION: HSDC-Net provides a unified privacy-aware and poisoning-resilient mechanism for robust
distributed industrial monitoring without centralizing raw manufacturing streams across heterogeneous
monitoring and maintenance tasks.
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1. Introduction aging, material-batch variation, process-mode switch-
ing, acquisition noise, and equipment degradation
gradually alter local feature distributions, while differ-
ent edge nodes may operate under different contexts.
Historical states are therefore useful only when their
relevance to the current condition can be identified,
because uniformly retaining old states causes stale-
context interference whereas aggressively forgetting
them discards reusable long-term process knowledge.
Meanwhile, transmitting raw observations or unre-
stricted hidden states may expose proprietary pro-
cess information, and an authenticated but compro-
mised node may inject manipulated representations

Distributed industrial monitoring is moving from cen-
tralized acquisition toward cloud—edge-device archi-
tectures in which sensors, cameras, controllers, and
manufacturing machines continuously generate het-
erogeneous long-sequence data at multiple edge
nodes. This deployment reduces raw-data transmis-
sion but changes the learning problem from con-
ventional sequence prediction into secure historical-
state reuse under distributed non-stationarity. Sensor
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into shared memory. Several algorithmic challenges
follow. The difficulty is amplified because privacy per-
turbation changes the same latent space used for drift
and inconsistency assessment. Rather than assuming
that privacy noise can be explicitly separated from
other latent deviations, it should be treated as an
additional bounded uncertainty source whose influence
must be controlled during anchor release and historical
reuse. Benign drift, genuine task-relevant degradation,
and malicious state manipulation can all appear as
latent deviations, so they require complementary drift-,
uncertainty-, and trust-related assessments rather than
interpretation as uniquely identifiable causes from a
single score. Historical states must be evaluated by
age, context, uncertainty, and source credibility; privacy
perturbation must preserve enough latent geometry
for matching; and the whole mechanism must remain
lightweight enough for real-time edge deployment.

Existing sequence models and online adaptation
techniques address only parts of this problem. LSTM
introduced gated recurrent memory for long-term
dependency modeling, but its recurrent state does
not explicitly judge whether historical information
remains valid after distribution shift [20]. Informer
improves long-sequence efficiency through sparse
attention, yet efficient access to remote dependencies
does not prevent obsolete or unsafe states from affect-
ing current representations [21]. PatchTST strengthens
long-horizon modeling through patch-based channel-
independent representations, but its temporal statis-
tics are designed for forecasting rather than trust-
aware distributed state reuse [22]. ODEStream supports
buffer-free streaming adaptation through an ODE-
based adaptor, although parameter adaptation does not
explicitly separate nuisance drift from task-relevant
degradation or protect shared historical representations
[23]. Black-box adaptation can respond to online dis-
tribution shifts without internal retraining, but the
correction remains performance-driven rather than
security-aware [1]. Retraining policies determine when
model updates are justified, yet model-level retraining
can be expensive for continuously distributed edge
streams [2]. Bayesian weight enhancement improves
test-time adaptation by controlling parameter uncer-
tainty, but uncertainty-aware parameter adjustment
does not establish whether a remote historical source
is trustworthy [3]. Time-series attribution identifies
when and where temporal shifts occur, while attribu-
tion alone cannot construct a protected historical ref-
erence or suppress poisoned memory [4]. Orthogonal-
rotation continual learning improves streaming adap-
tation of time-series foundation models, but it mainly
mitigates forgetting rather than privacy leakage or
malicious cross-node state injection [5]. Drift-resilient
residual boosting improves forecasting under changing
distributions, yet it does not jointly model temporal

2 EA

reliability, source trust, differential privacy, and task-
preserving latent compensation [6]. The key research
gap is therefore not merely how to adapt after drift, but
how to securely reuse distributed historical information
when that history is heterogeneous, privacy-sensitive,
time-varying, and potentially contaminated. Existing
approaches generally optimize sequence representa-
tion, online adaptation, or continual updating as sepa-
rate objectives, while secure historical-state reuse addi-
tionally requires privacy-aware release, source-sensitive
reliability assessment, temporal decay, context align-
ment, and selective compensation without assuming
explicit causal identification of every latent deviation.
To address this gap, we propose HSDC-Net, a
privacy-preserving and trust-aware historical-state
decay compensation framework for secure distributed
industrial edge monitoring across heterogeneous
industrial monitoring tasks rather than a single
manufacturing process. Each edge node wuses a
lightweight temporal encoder to transform multimodal
observations into compact states while keeping raw
measurements and images local. Stable states are
summarized into bounded latent anchors, clipped
to control sensitivity, and released through Gaussian
perturbation with a per-release (€, 6p) differential-
privacy guarantee; repeated releases consume
additional privacy budget and are therefore controlled
through bounded communication intervals and release
counts for cumulative privacy accounting. At the
gateway, HSDC-Net compares candidate anchors
with context-compatible cross-node states, computes
inconsistency scores, and recursively updates source
trust, so anomalous or low-trust anchors are rejected
or downweighted before reference construction.
Accepted anchors are further weighted by temporal
age, uncertainty, context discrepancy, source trust, and
inconsistency, then transported toward the current
operating context by a low-rank adapter. Rather than
directly replacing the current state, HSDC-Net learns a
low-dimensional nuisance-drift subspace and applies
gated compensation only to the projected residual,
preserving task-relevant degradation outside that
subspace. Theoretical analysis establishes temporal-
decay monotonicity, trust-dependent reliability,
per-release differential-privacy p rotection,a ndan
error bound including privacy noise and residual
malicious influence. E xperiments o n f our industrial
datasets evaluate prediction, benign drift, efficiency,
and poisoning robustness under distributed edge
partitioning. The design evaluates benign feature
drift and suspicious anchor inconsistency through
distinct operational scores, allowing the drift estimator
and source-trust mechanism to be examined for
their different r oles w ithout c laiming e xplicit causal
separation between drift and malicious manipulation.
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The contributions are: (1) privacy-protected historical-
anchor sharing without centralizing raw streams; (2)
source-trust and cross-node-consistency modeling
for poisoned-anchor suppression; (3) context-aligned
historical decay with nuisance-subspace compensation
for suppressing nuisance drift while preserving task-
relevant degradation; and (4) a unified theoretical and
experimental analysis of prediction utility, privacy,
robustness, and deployment efficiency.

2. Related Works

Industrial drift handling has increasingly shifted
from static fault detection toward explicit modeling
of non-stationary process behavior. Chapelin et al.
developed a data-driven framework for detecting
and diagnosing drift in heterogeneous production
processes, demonstrating that distribution change itself
can be monitored as an operational signal; however,
drift diagnosis remains separated from the question of
whether historical representations should be retained,
discarded, or trusted across nodes [7]. Benatia et al.
introduced continual learning for failure prediction
under non-stationary condition-monitoring streams,
which improves temporal adaptability but relies on
model updating rather than constructing a bounded
historical reference with explicit state-level reliability
[8]. Process-mining-based IPDD further detects process
drift from evolving execution behavior, yet its objective
is to identify structural change rather than compensate
latent representation drift while preserving task-
relevant degradation [9]. The broader review of
industrial process-monitoring approaches confirms the
transition toward data-driven, adaptive, and intelligent
monitoring, but also reveals that prediction, adaptation,
privacy, and security are usually treated as separate
system functions [10]. From the representation-sharing
perspective, these studies largely focus on benign
monitoring and adaptation and do not directly address
privacy-protected cross-node state release or poisoning-
aware admission of shared historical representations.
From an algorithmic perspective, these studies motivate
non-stationary monitoring but do not resolve the
central problem considered here: a historical state can
be statistically old, contextually mismatched, privacy-
sensitive, or maliciously supplied, and these properties
require different treatment rather than a single drift
score or retraining trigger.

Recent manufacturing research further empha-
sizes multimodal representation learning and process-
specific instability modeling. Deep-learning applica-
tions in metal additive manufacturing have demon-
strated the value of visual, thermal, and sensor rep-
resentations, while also highlighting variability, lim-
ited generalization, and data-management challenges
across manufacturing conditions [11]. Oueslati et al.

explicitly coupled in-process monitoring with CTWD
drift estimation for WAAM instability prediction, but
the estimated drift is used mainly as a predictive
indicator and does not determine the trustworthi-
ness of shared historical latent states [12]. Physics-
guided multi-source fusion improves LPBF melting-
state recognition by integrating heterogeneous process
knowledge and sensing information [13]. However, this
line of work primarily focuses on predictive fusion
and does not explicitly address privacy-preserving rep-
resentation exchange in distributed monitoring envi-
ronments. Heat-input control with deep-learning-based
indirect stability measurement similarly strengthens
process-state inference, but its representation is opti-
mized for control observability rather than secure cross-
node reuse [14]. Machine-learning monitoring crite-
ria can provide process-sensitive evidence for WAAM
instability detection [15], but this formulation does not
consider adversarial manipulation of historical repre-
sentations in distributed monitoring systems. Repro-
ducible process-monitoring research also stresses con-
sistent data processing, evaluation protocols, and trans-
ferable learning pipelines, but reproducibility alone
does not solve privacy leakage or poisoned-memory
propagation in distributed deployment [16]. These
methods therefore clarify how informative industrial
representations can be extracted and adapted, whereas
privacy-preserving release, poisoning-aware validation,
and trustworthy reuse of representations across nodes
remain distinct representation-management require-
ments addressed by HSDC-Net.

Task-oriented industrial models further illustrate the
distinction between predictive modeling and secure
representation sharing. A locally spatiotemporal soft
sensor for cement production captures neighboring
temporal and process dependencies to improve key-
indicator prediction, but its local correlation structure
does not provide a mechanism for evaluating remote
historical sources or protecting latent information
exchanged between distributed nodes [17]. Mechanism-
assisted learning for machining incorporates physical
insight into nonequilibrium process dynamics, which
helps preserve meaningful process evolution, yet it
does not explicitly decompose shared latent devia-
tions into nuisance drift and adversarial contamina-
tion [18]. Forecast-assisted remaining-useful-life pre-
diction improves predictive-maintenance decisions by
exploiting future degradation tendencies, but histor-
ical forecasting accuracy alone cannot prevent unre-
liable or privacy-sensitive states from entering a dis-
tributed reference bank [19]. HSDC-Net differs from
these approaches at the representation-management
level. It keeps raw manufacturing streams local, shares
only clipped and privacy-perturbed anchors, evaluates
cross-node inconsistency and recursive source trust
before historical reuse, and then combines temporal
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decay with low-rank context transport. Most impor-
tantly, the current-reference residual is projected onto
a learned nuisance-drift subspace before compensa-
tion, so legitimate degradation outside that subspace
is preserved. Accordingly, HSDC-Net addresses privacy
protection, poisoning-aware reliability, and drift adap-
tation jointly within historical-reference construction
rather than treating the absence of these mechanisms
in task-specific industrial models as deficiencies of their
original objectives.

3. Method

3.1. Problem Formulation and Framework Overview

Modern industrial monitoring increasingly relies on
distributed industrial networks in which heterogeneous
sensing, computation, and monitoring functions are
deployed across production devices, industrial edge
nodes, gateways, and cloud platforms [10]. Consider
a distributed monitoring system consisting of M edge
nodes,

E ={E,Ey ..., En), (1)

where each node is connected to a local group
of sensors, cameras, controllers, or manufacturing
machines. Different edge nodes may correspond
to different production lines, machines, material
batches, operating stages, or geographically separated
manufacturing sites.

At edge node E;, the multimodal observation at time
step t is defined as
i = [Xi; Vi €] € R%, (2)

’

where x;; contains multivariate sensor measurements,
v;; contains visual or thermal features, and c;; repre-
sents material formulation, batch identity, equipment
configuration, operating stage, and other local pro-
cess contexts, consistent with heterogeneous and multi-
source industrial monitoring settings [11, 13]. When
image data are unavailable, v;; is omitted without
modifying the temporal framework.
The local production sequence observed by edge node
Ei is
Ot = {Oi,l:---loi,T,}- (3)

A local temporal encoder generates

h, = fo(0i1),  Vir = go(hd,) (4)

where y;; may denote a quality indicator, fault state,
degradation score, or remaining useful life.

Under non-stationary manufacturing conditions,
industrial monitoring representations may vary with
operating-condition changes and evolving process
distributions [7]. The uncorrected representation is
modeled as

h), =s;;+d;;+ey (5)

where s; ; denotes the task-relevant physical state, d; ;
is nuisance drift caused by sensor aging, material
variation, acquisition-condition changes, or process-
mode switching, and €;; is encoding noise.

Unlike centralized monitoring, distributed indus-
trial monitoring additionally introduces data-security
and privacy risks. Raw sensor streams, manufacturing
images, equipment trajectories, and detailed process
contexts may contain proprietary production informa-
tion and therefore should not be directly exposed to a
coordinating gateway or other edge nodes. Meanwhile,
authenticated edge nodes may become compromised
and transmit manipulated historical states, causing
poisoned representations to enter a shared historical
memory and subsequently affect other nodes.

Accordingly, HSDC-Net considers two
representation-level threats. First, an honest-but-
curious coordinating gateway follows the prescribed
protocol but may attempt to infer sensitive local
information  from  transmitted representations.
Second, a subset of authenticated edge nodes may
be compromised and inject manipulated historical
anchors.  Authentication, communication-channel
encryption, denial-of-service attacks, and identity
forgery are assumed to be handled by the underlying
network-security infrastructure and are outside the
present scope.

To address non-stationary representation drift while
reducing both privacy leakage and poisoned-memory
propagation, HSDC-Net constructs

h§, =Ce (h!, Ay cir, Ty), (6)

where A, denotes a bounded privacy-protected histor-
ical anchor bank maintained by the coordinating gate-
way and periodically synchronized to registered edge
nodes as a read-only snapshot, and

o Tt (7)

contains the dynamic source-trust scores of all reg-
istered edge nodes. The synchronized snapshot con-
tains only privacy-protected anchors and the reliability
metadata required for local reference construction; raw
observations and unrestricted local states are never
broadcast.

Rather than directly sharing raw samples or unre-
stricted hidden states, each node constructs bounded
latent prototypes from locally stable observations and
applies privacy perturbation before transmission. The
coordinating gateway evaluates the cross-node consis-
tency of each received prototype and maintains source
trust over time. After each gateway update, the result-
ing trusted anchor-bank snapshot and source-trust
metadata are synchronized to the registered edge nodes
for local drift estimation and historical-reference con-
struction. Historical-anchor reliability is then jointly

Tt = [Tl,t’ .
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determined by temporal age, contextual compatibility,
latent similarity, predictive uncertainty, source trust,
and cross-node consistency.

The complete inference and secure historical-sharing
path is

Oi,l:t - h,('),t - Bi,t - Pi,t - A (8)

K c =
=Pkt = T = hi; > Vi

where ﬁi,t denotes the current local drift intensity, P, ;
is a privacy-protected anchor packet, py;; denotes the
trust-aware reliability of historical anchor k for node
E;, and r;; is the trusted context-aligned historical
reference.

Figure 1 presents the complete architecture of
HSDC-Net. Heterogeneous manufacturing observations
remain at their originating edge nodes and are locally
encoded into long-sequence latent states. Only stable
latent prototypes are clipped and privacy protected
before transmission. At the coordinating gateway, cross-
node consistency and historical source behavior are
jointly evaluated to suppress potentially poisoned
anchors. The resulting bounded trusted anchor bank
supports adaptive historical-state decay, context trans-
port, historical-reference construction, and subspace-
selective drift compensation. Compensated represen-
tations are finally used for quality monitoring, fault
diagnosis, and predictive maintenance.

3.2. Lightweight Long-Sequence Representation,
Private Anchor Sharing, and Drift Characterization

To eliminate scale inconsistency and reduce outlier
effects without introducing future information, each
sensor channel at edge node E; is causally normalized:

Xitj — Med(xi,t—wn+1:t,j)
IQR(Xj -, +1:1,j) + €

(9)

Xitj =

Missing measurements are filled using the latest locally
available valid value, and a binary missingness mask is
appended to the input.

The fused local representation is
Zi; = LN (Wx;(i,t + vai,t + chi,t + bz) . (10)

HSDC-Net combines a causal depthwise temporal
convolution with a gated state-space recurrence. The
local feature is

ei;=LN [z,-,t + W, PWConv (DWConvkré(zi,t_kH:t))],
(11)
where k and 6 denote the kernel size and dilation factor.

The long-term local state is updated as

aj =0 (Wylej¢i]+by), (12)
bj,=o0 (Wb[ei,tﬁci,t] +by), (13)
si;=ai 08, +bi OWeeiy, (14)

(15)

h?,t = LN(ei't + Wssﬁt).

This structure captures local process fluctuations and
long-term equipment evolution with linear sequence
complexity.

Each edge node maintains a temporary local
prototype set

L K;
Aby = 1{my g, ik Tiko Uik ik sy » (16)

where m; ; is a stable latent prototype, c; is its local
operating context, T;y is its latest update time, u; is
its uncertainty, and n; is the number of local states
represented by this prototype.

To bound the contribution of an individual observa-
tion before historical-state sharing, each local compen-
sated representation is clipped according to

C
Clip~(h)=hmin|1, ——|. 17
pe(h) ( um&+e) (17)
The local anchor is formed as

1 .
m = — Z Clipc(he ), (18)

where S; ;. denotes the local observation set assigned to
prototype k.

For two neighboring local datasets differing in one
observation, the sensitivity of the clipped mean is
bounded by

A < —. 19
ik = ik ( )

Before an anchor leaves the local edge node, Gaussian
perturbation is applied:

We=mig+zl, z,~N (0, a,fAf’kI). (20)

Sensitive process contexts are not transmitted in their
original form. A compact context embedding is first
obtained as

ef’k =E.c ks (21)

after which

&, =Clipc (¢5,) +25,, 25, ~ N (0,0247, 1).

ik,c
(22)
The transmitted historical-state packet is therefore

_ .
Pie = (8010 €, Tt i Mg 1) (23)
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Figure 1. Overall architecture of HSDC-Net for privacy-preserving and trust-aware distributed industrial edge monitoring. Raw

manufacturing observations remain at their originating edge nodes, while bounded latent anchors are privacy protected before

transmission. Cross-node consistency and source-trust evaluation suppress unreliable or poisoned historical states, after which trusted

anchors support adaptive historical-state decay, low-rank context transport, historical-reference construction, and gated compensation
in the nuisance-drift subspace

Raw sensor vectors Xx;,, visual observations v;,, and
complete local temporal trajectories are not included in
Pij:

The coordinating gateway maintains a bounded
historical anchor bank

— K
At = {mkré-if Th» Uks s Skr Ak} (24)

k=1’

where s, identifies the authenticated source node
and Ay records the latest cross-node inconsistency
score of anchor k. At each communication round, the
gateway distributes a read-only synchronized snapshot
of Equation (24), together with the corresponding
source-trust values, to the registered edge nodes.
Consequently, the following drift score is evaluated
locally at E; against this synchronized trusted snapshot
rather than requiring the gateway to access the node’s
recent unperturbed latent sequence.

The recent local latent distribution is compared with
the trusted anchor distribution through random Fourier
features:

2

. 1 t K _
Dy = w—dg_z ¢(h2€)—;nk,t¢<mk) :

t-wg+1 2

< EAl

(25)

where
i Ty, 1 exp(=yaAx)
Z]I'(:1 ansj,t exp(=yad;j) + €

Tt = (26)

Thus, anchors contributed by historically unreliable
nodes or exhibiting strong cross-node inconsistency
have limited influence on drift characterization.
Current-state uncertainty is estimated by
Uiy =0 (wlh?’t + bu). (27)
For a classification task, the predictive posterior and
its maximum confidence are defined as
pi; = Softmax (gr(hY)),  Pimaxs = max[pi]..
(28)
Thus, p;jmax,s measures the confidence of the current
fault-state prediction rather than introducing an
additional latent score. For regression-only monitoring
tasks without a categorical posterior, the p; max: > 7p
condition below is omitted, while the uncertainty and
drift conditions remain active.
A local state is eligible for historical-memory
construction only when

—

ui,t < Ty, Di,t < T4, Ti,t > Tr.

(29)

Pimax,t > Tp»
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For classification tasks, the first three conditions
reject unstable or uncertain local states, whereas the
trust constraint prevents a persistently suspicious
source from continuously contributing new historical
information. For regression-only tasks, eligibility is
determined by u;; < 7, 5,-,1‘ <1t4,and T;; > .

3.3. Trust-Aware Historical-State Decay and Latent
Compensation

Privacy perturbation alone cannot prevent a compro-
mised authenticated node from intentionally submit-
ting manipulated latent anchors. HSDC-Net there-
fore evaluates each candidate anchor against context-
compatible historical information contributed by mul-
tiple nodes before allowing it to significantly influence
the shared reference.
For a candidate anchor m; x, let

N ={Gn: e - <=} G0

denote the set of context-compatible historical anchors.
A robust reference center is obtained through

mﬁk,t = GeoMed({fﬁN (D e -/\/z‘,k,t})' (31)

where GeoMed(:) denotes the geometric median.
The normalized cross-node inconsistency score of
candidate anchor (i, k) is defined as

_ R 112
”mLk - mi,k,tHz

Med {[@;1 - m [ 1) € Mg} + e
(32)
For all candidate anchors submitted by source E; in
the current communication round, the instantaneous
consistency score is

Ajgt =

1
Ri,=—— Y exp(=Air,), 33
1,t |Bi’t| k;t p l,k,t) ( )

where B; ; denotes the set of candidate anchors reported
by node E;.

A bounded source-trust score is recursively main-
tained as

T = clipig, 1) [(1 = %7)Tipo1 + K7R; 4], (34)

where «xr €(0,1) controls trust adaptation. Conse-
quently, an isolated abnormal update does not imme-
diately eliminate a node, while persistent inconsistent
submissions progressively reduce its historical influ-
ence.

For global anchor k when serving current node E;, the
contextual discrepancy is

Aep;, =E.c;; —¢€. (35)

HSDC-Net constructs the relation descriptor

~T1,0
qk F— 1 mk hi,t
SL,E T I 5
[kl lh?, 112 +
”Aei,i,t‘ 53 Dits ties Ui g (36)
1- TSk,t;Ak:|'

Compared with a purely drift-oriented relation descrip-
tor, the last two terms explicitly quantify source unreli-
ability and cross-node inconsistency.

An adaptive positive decay rate is generated as

kit = Amin + Softplus [w] MLPy(qeif) + ba],  (37)

where A, > 0.
The trust-aware historical reliability is then

Ok,it = (1 = up) Ty, (1 + Ark’t)*/\k,i,z
c 12 (38)
cexp e e, - vach
where
ATk,t = max(O, t— ). (39)

Equation (38) has two security-relevant properties.
A low-trust source directly reduces the reliability of
all historical states originating from that node, while
an individually inconsistent anchor is additionally
suppressed by exp(—y4Ag). Because source trust also
enters the learned relation descriptor in Equation (36),
the total dependence of reliability on trust additionally
involves the trust sensitivity of the adaptive decay
rate; this dependence is characterized explicitly in
Proposition 2 below.

The normalized anchor weight is

exp [log(py,ir + €)/7a]
LK, exp [log(pjis + )/ |

Afit = (40)

Because trusted historical anchors may originate
from different production lines, material formulations,
operating stages, or sensor environments, directly
combining them may introduce systematic context
bias. HSDC-Net therefore applies a low-rank context
adapter:

gi. =0 (Weqyi:+bg), (41)
My i, = My + U, Diag(g], V7 M Aef, ], (42)

where the adapter rank r, is substantially smaller than
the feature dimension 4.
The trusted context-aligned historical reference is

K
;= Zak,i,tﬁk—n',t- (43)
=1
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Directly replacing the current representation with
r;; is undesirable because legitimate equipment
degradation or process evolution may differ from
historical states. HSDC-Net therefore learns a low-rank
nuisance-drift basis

U, € Rdwd, P, = UdU;ir, Ty << d. (44)
The orthogonality condition
U0, ~1,, (45)

encourages P; to behave as a valid low-dimensional
projection.
A channel-wise compensation gate is defined as
0....D. .
gc.t =0 (WC[hi,t’ Tt Di,tl Mi,t] + bc),

L,

) (46)

G;; = Diag (gft)

The compensated state is
h¢, = IN[hf, - G; P4(h{, — 1;,)]. (47)

Figure 2 provides a geometric interpretation of the
proposed mechanism. Panel A illustrates how benign
manufacturing drift and maliciously manipulated
representations may move observed states away from
a stable latent manifold. Panel B shows that recent,
context-compatible, low-uncertainty, low-anomaly, and
trusted historical anchors receive larger reliability
weights and are transported to the current operating
context before aggregation. Panel C decomposes the
current-reference residual into task-relevant evolution
and nuisance components so that compensation is
restricted to the learned drift subspace.

When drift is negligible, g; , approaches zero and the
original representation is largely retained. When sub-
stantial nuisance drift occurs, the correction strength
increases. When a historical state originates from an
untrusted source or exhibits strong cross-node inconsis-
tency, its reliability approaches zero before historical-
reference construction, thereby limiting poisoned-
memory propagation.

The final local outputs are

i):'r,t = gr(hf’t),

(48)
corresponding to quality prediction, fault monitoring,
and remaining useful life estimation, respectively.

¥ =g, ¥, = g(hdy),

3.4. Learning Objective and Secure Online Inference

To explicitly identify nuisance-drift directions, moder-
ate label-preserving perturbations are introduced dur-
ing training:

t
Xipj = AjXigj + b] +K; T + €i i (49)

where aj, bj, and Kj simulate sensor-gain variation,
offset bias, and slow baseline drift. Channel dropout,
local time warping, random missingness, and visual
brightness variation may also be applied within ranges
that do not change the underlying task label.

Let hf,’to and h{} denote the uncorrected and compen-
sated representations generated from the augmented
sequence. The augmentation-induced difference should
be captured primarily by the nuisance-drift subspace:

Lsup = % Z ”(I - Pd)(h?,,l? - hgt)”i : (50)
it

The compensated representation is required to
remain invariant to these label-preserving perturba-

tions: )
_ a,c c 2
Liny = 3 ;Hhi,t ~he ||} (51)
i,
The multi-task prediction loss is

Etask = /\q[,q + /\f[:f + /\r[:r, (52)

where £, may use the Huber loss for quality regression,
Ly uses weighted cross-entropy for fault classification,
and £, uses mean-squared or heteroscedastic regression
for remaining-useful-life prediction.

Reference consistency is imposed only within the
nuisance-drift subspace:

Lot =5 ) IPaths, i} (53)
it

Task-relevant information outside the estimated
nuisance subspace is preserved by

Lore = % Z”(I ~P,)(h, - sg[hgt])”j (54)
it

The drift basis and compensation gate are regularized
by

Lorth = ||U—drUd - Ird”f:r L:gate = % Z”gf,tHl (55)
it

To prevent the learned context transport from exces-
sively amplifying privacy perturbation or abnormal his-
torical deviations, the low-rank adaptation magnitude
is additionally constrained through

1 — — 12
Ladapt = ﬁu ; ”mkai,t - mk”2- (56)
it,
The complete training objective is

L= 'Ctask + ﬁlﬁsub + ﬁZ'Cinv + ﬁ3£ref

(57)
+ ﬁ4£pre + ﬂS‘Corth + ﬁé‘cgate + ﬁ7£adapt'
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Figure 2. Mechanism of trust-aware historical-state decay and subspace-selective compensation. Panel A illustrates representation

deviation caused by manufacturing drift and potentially manipulated historical states. Panel B shows source-trust evaluation, anomaly-

aware reliability estimation, and low-rank context alignment of privacy-protected historical anchors. Panel C separates task-relevant
evolution from nuisance drift and applies gated compensation only to the learned drift subspace

For an eligible local state, the closest context-
compatible local anchor is selected by

15+ nellBeleis - ciplll3].
(58)
If the matching distance is below 7,, the local
prototype is updated through

k* = arg mkin [’7h||hzc',t —m,

m; o — (1 =G po)m; g + G o,
(59)

Cik = min(n; g, Bmax) + 17
Its local context, uncertainty, timestamp, and sample
count are updated similarly.

Before transmission, the updated local prototype
is converted into the privacy-protected packet in
Equation (23). At the coordinating gateway, a newly
received anchor is admitted to the shared historical
bank only when both its instantaneous cross-node
inconsistency and its updated source-trust score satisfy

Ai,k,t < Ty, Ti,t > T7. (60)

Anchors violating either condition are rejected and are
not allowed to update the shared historical memory.

If a received anchor matches an existing trusted
anchor, the shared prototype is updated as

l"ﬁk* «— (1 — ék*)ﬁlk* -+ ék*ﬁii,kl (61)

2 EA

where
T; 1 exp(—=yaAik.)
ng + T, exp(=YaAi i) + €

&k = (62)

Thus, even among accepted states, updates from less
reliable sources have a smaller effect on the stored
anchor.

When the global bank is full, the anchor with the
minimum utility

ni(1 = up) Ty, exp(=yaAx)
1+t—-1;

Up = (63)
is replaced. The utility jointly penalizes obsolete,
uncertain, anomalous, and low-trust historical states.
Figure 3 illustrates the online behavior of HSDC-
Net in a distributed production trajectory. During sta-
ble operation, low-uncertainty local states generate
privacy-protected historical anchors and maintain high
source trust, while compensation remains weak. When
benign raw-material variation or sensor drift emerges,
incompatible historical anchors are gradually down-
weighted and the compensation response increases.
When a compromised edge node injects inconsistent
anchor states, its anomaly score increases, its source
trust decreases, and its anchors are either rejected or
assigned negligible historical weight. In contrast, gen-
uine equipment degradation is encouraged to remain
outside the nuisance-drift subspace, while benign dis-
tribution variation and suspicious historical anchors are
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Algorithm 1 Training and Secure Online Inference of
HSDC-Net

Require: Distributed
Vi, }?ﬁl, anchor capacity K
Ensure: Predictions ), trusted anchor bank Ar
1: Initialize HSDC-Net parameters, anchor banks, and
Tip=1
2: for each training epoch do
3:  for each edge node E; do
4: for each time step t do
5: Use the latest synchronized trusted-bank
snapshot to encode o;; and locally estimate
h?,t' u;, and 5i,t

streams  {O; 1.1, }f\il , targets

6: Compute trust-aware anchor weights and
historical reference r; ;

7: Obtain compensated state h;, and task
predictions

8: Update local anchors if Equation (29) holds

9: end for

10:  end for

11:  Optimize Equation (57) using AdamW

12: end for

13: for each online communication round do

14:  for each edge node E; do

15: Perform local inference and construct an

eligible private anchor packet P, i

16:  end for

17:  Evaluate anchor inconsistency and update source
trust T; ;

18:  Reject anchors violating Equation (60)

19:  Update the bounded trusted anchor bank

20:  Synchronize the updated read-only trusted-bank
snapshot and source-trust metadata to registered
edge nodes

21: end for

22: return ) and At

handled through the compensation and trust mecha-
nisms without assuming explicit causal identification of
their origins.

3.5. Theoretical Analysis and Computational
Complexity

Proposition 1. For fixed context difference, uncertainty,
source trust, cross-node inconsistency, and positive
decay rate Aj;; >0, the historical reliability in
Equation (38) decreases monotonically with temporal
distance ATy ;.

Proof. For fixed quantities other than temporal
distance, define

p(AT) = Cp(1 + A7), (64)

where
Cp = (1 —up)Ty, s exp [—yCIIAezi’tllg - yAAk] >0. (65)

Then

dp _ -A-1
m = —Cp/\(]. + AT) < 0.

Therefore, older states receive progressively smaller
reliability even when their security and contextual
attributes remain unchanged. O
Proposition 2. For fixed temporal distance, context,
uncertainty, and anomaly score, let the adaptive decay
rate in Equation (37) be written as A(T) with T =
T, +- The historical reliability in Equation (38) is
monotonically increasing with source trust whenever
the trust sensitivity of the learned decay rate satisfies

(66)

IMT) _ 1
T ~ Tln(1+Aty,)

Aty > 0. (67)
For ATy, =0, reliability is strictly increasing in T
independently of dA/JdT.

Proof. With all non-trust quantities fixed, define

p(T) = CrT(1 + At )T, (68)
where
Cr = (1 - u)exp [~ycllAe B - yad] > 0. (69)
Taking the total derivative with respect to T gives
dp 1 IMT)
ﬁ —p(T) [T—ln(l +ATk,t)T:|. (70)

Because p(T) > 0, Equation (70) is nonnegative when-
ever Equation (67) holds. When Aty ; = 0, the logarith-
mic term vanishes and dp/dT = p(T)/T > 0. Thus, the
direct multiplicative trust term always favors trusted
sources, while global monotonicity in the presence of
the learned trust-dependent decay rate requires the
stated sensitivity condition rather than following auto-
matically from the multiplicative factor alone. O

Proposition 3. Suppose a clipped prototype has ¢,
sensitivity A; ; as defined in Equation (19). For 0 < ¢, <
1and0<6p<1,if

21n(1.25/5,)
0oy —),
p Ep

(71)

then transmission of m;; in Equation (20) satisfies
(€p, 6, )-differential privacy with respect to one observa-
tion contributing to the local anchor.

Proof. Equation (17) bounds every local representa-
tion by C, giving the mean prototype sensitivity

Ajp £ —.

(72)
nj k
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Figure 3. Secure online monitoring workflow of HSDC-Net over distributed manufacturing stages. Stable local states generate privacy-

protected historical anchors, benign operating drift activates adaptive compensation, and inconsistent anchor injection reduces source

trust and historical influence. The nuisance-drift subspace suppresses non-task-relevant variation while preserving genuine equipment
degradation for quality monitoring, fault diagnosis, and predictive maintenance

Equation (20) adds zero-mean Gaussian noise with
standard deviation o0,A;. Under Equation (71), the
standard Gaussian mechanism therefore provides
(€p, 0p)-differential privacy for each released prototype.

The privacy guarantee applies to the released
prototype rather than raw observations. Repeated
releases consume additional privacy budget; therefore,
the communication interval and the number of anchor
releases are explicitly bounded during deployment.

Theorem 1. Assume that the clean context-aligned
historical reference satisfies

ro=sipte, el <e. (73)

Let privacy perturbation introduce aggregate reference
error
p
le? > < &, (74)

and suppose the total normalized weight assigned to
residual malicious anchors after trust-aware weighting
is at most w,,. If every transported anchor satisfies

||ﬁk—>i,t”2 < Brt (75)

then the trusted historical-reference error is bounded
by
“ri,t - Si,t”Z <&+ &t 2B,wy,. (76)

Proof. Let H and M denote the accepted benign and
malicious anchor sets, respectively, and define

Wy = Z Qi t- (77)
keM

The actual reference may be decomposed into the clean
reference, privacy perturbation, and residual malicious

2 EA

contribution:
¥ p m
T =1, te  tej. (78)

Because both benign and transported malicious anchors
are bounded by B,, replacing a benign normalized
contribution by a malicious one changes the aggregate
reference by at most 2B, per unit weight. Therefore,

”eZItHZ < 2B, wy. (79)
Applying the triangle inequality to

ri =Sy =el, + ef,t +efy (80)
gives Equation (76). O

Theorem 1 shows that representation privacy and
poisoned-anchor robustness influence the historical ref-
erence through two explicit terms. Stronger privacy per-
turbation increases €p) whereas effective source-trust
suppression decreases w,,. This creates a measurable
privacy-robustness—utility trade-off rather than assum-
ing that privacy protection is cost free.

Theorem 2. Assume that

[X-Pa)d;s, < &a (81)

and let the minimum and maximum compensation
activations be gnin and gmay, respectively. Let N (-) =
LN(:) denote the LayerNorm mapping in Equation (47).
Assume that, over the bounded latent domain encoun-
tered during inference,

IV (a) - N (b)|l; < Lynlla—bll, (82)

for a finite constant Ly > 0, and that the task-relevant
latent state is represented in the same normalized
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coordinate system, i.e., N'(s;;) = s; ;. Define

Xip = 1= GiPall, <1+ gmax- (83)

Under the historical-reference bound in Equation (76),
the compensated-state error satisfies

I =i, < Bun (1 = gl + &4+ i lei

+ Zmax (sr +éep+ 2Brwm) ] (84)
Proof. Define the pre-normalization compensated
state as e
hi; =h), -G Py(hf, —1;)). (85)
Then h{, = N(H;t). Using Equation (82) and N (s;;) =
s;: gives

I = sicll, < Lo [ = s (86)
Substituting Equation (5) yields
Hzc‘,t —Sit = (- Gi,th)di,t
+ (-G Pyei;
+ G Pa(rip —siy). (87)
The drift term can be decomposed as
(I-Gj)Pad;, + (I-Py)d;. (88)
Since the gate entries lie in [gmin, Smax )
(1= Gi)Padis||, < (1= gmin)lldisllo.  (89)
Moreover, Equation (83) gives
”(I - Gi,th)ei,t||2 < Xitlleill, (90)

while ||G; ;Pyll; < gmax- Combining these inequalities

with the assumed projection error, Equation (76), and

the triangle inequality yields Equation (84). O
Compared with the uncorrected representation

0
02, = siell, < lidiclla + llell2, (91)

HSDC-Net provides a smaller upper bound whenever

Lin|(1 = gmin il + £+ gl

*gmax (&1 + € + 2B,w0) | < Il + el (92)
Therefore, the benefit of compensation depends not
only on the removable nuisance drift and reference
quality but also on the local Lipschitz factor of Lay-
erNorm, rather than assuming that the normalization
operation is non-expansive.

Under the standard assumptions that £ is lower
bounded, has an L-Lipschitz gradient, and is optimized
using unbiased stochastic gradients with bounded
variance o2, stochastic gradient descent with 1 < 1/L
satisfies

N-1
1 21 2[£(©g) — L] 2
N ;]E[HVE(@")IIZ] <= N Lot (99)
Selecting
n=0(N""?) (94)

gives an O(N~!/2) convergence rate to a first-order
stationary point.

Let d denote the latent dimension, d. the protected
context dimension, K the global anchor capacity, r, the
context-adapter rank, r; the drift-subspace rank, d(p the
random-feature dimension, and w, the drift-estimation
window. The local online complexity per observation is

O(d? + Kdr, + Kd + Kd + drg + wady). (95)

Let B; denote the number of anchor candidates
processed during one gateway update and I, denote
the number of iterations used by the geometric-median
solver. Gateway-side trust evaluation requires

O (IgB,d + B,Kd) (96)

operations in the worst case, while this computation is
executed only during bounded anchor-update rounds
rather than for every raw sensor sample.

The memory complexity of an edge node is

O(Kd+Kd,+dr, +dry), (97)
and a transmitted anchor packet requires
O(d +d,) (98)

floating-point values, independent of the length of the
original production sequence.

Because K, r,, r;, d., and w; are bounded,
neither local inference memory nor communication
size grows with the complete production-history
length. Raw sensor sequences and manufacturing
images remain local, while only compact privacy-
protected latent prototypes are exchanged. HSDC-
Net therefore retains the bounded-memory and linear-
sequence characteristics of the original historical-state
compensation framework while extending it to privacy-
aware and poisoning-resilient distributed industrial
edge monitoring.

4. Experiment

4.1. Experimental Settings

All experiments are conducted on a workstation
with an Intel Core i9-13900K CPU, 64 GB RAM,
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and an NVIDIA RTX 4090 GPU using Ubuntu
22.04, Python 3.10, PyTorch 2.2.2, and CUDA 12.1.
Four industrial datasets are used: AMMT for melt-
pool response prediction, TEP for fault recognition,
NASA Milling Wear for tool-wear estimation, and
Aluminum Lap-Joint Fatigue Crack Growth for crack-
state prediction. For the prediction, drift-robustness,
and efficiency ex periments, in dependent builds, runs,
cutters, or specimens are assigned to four logical edge
nodes, with each trajectory stored locally and only
privacy-protected historical anchors transmitted to the
coordinating gateway. For the poisoning-robustness
experiment, each of these four local partitions is further
divided into ten non-overlapping authenticated logical
edge clients, yielding M,.. = 40 clients; consequently,
compromised ratios of 10%, 20%, and 40% correspond
to 4, 8, and 16 compromised clients, respectively.
Samples are chronologically divided into 60%, 20%,
and 20% training, validation, and testing sets, and
trajectories from the same physical instance do not
cross partitions. Controlled benign shifts include sensor
bias, gain variation, baseline drift, Gaussian noise, and
random missingness at three severity levels. HSDC-Net
is compared with LSTM [20], Informer [21], PatchTST
[22], and ODEStream [23] using identical partitions,
preprocessing, input windows, and prediction heads.
HSDC-Net uses a latent dimension of 128, anchor
capacity of 32, drift window of 64, context-adapter rank
of 8, drift-subspace rank of 16, and anchor-weight
temperature of 0.5; the protected context dimension is
d. = 16, and the default per-release privacy setting is €,

= 4 and 6, = 107°. All models are optimized with
AdamW using a batch size of 64, learning rate 3 x 1074,
weight decay 107, and early stopping. Regression
results are reported using RMSE and R°, with MAE
additionally reported for Milling Wear; classification
uses Macro-F1 and AUROC. Drift robustness is
evaluated using Performance Retention and feature-
drift suppression rate (FDSR), while security robustness
uses malicious-anchor acceptance rate (MAAR) and
Trust Gap. Inference latency and peak GPU memory
characterize online efficiency. All experiments are
repeated with five random seeds and reported as mean+
standard deviation. No inferential p-value is reported
from the five seeds.

For reproducibility, let Q% and Q° denote the
clean and shifted/attacked task metrics, respectively,
and let D" and D denote the mean latent drift
discrepancies before and after compensation under the
same perturbation. The principal robustness metrics

2 EA

are defined as

S
100 (? %, higher-is-better metric,
PR = QY+ ¢
= 0
100 %, lower-is-better metric,
Q° +
e
BC acc
FDSR=1-——, MAAR=_—_ma_,
D +¢ N +e

1 1
TrustGap= — Y Ti—— Y T,
g

(99)
where PR denotes Performance Retention, N7 and

N;“a? are the numbers of admitted and submitted
malicious anchors, and H and M are the benign
and compromised source sets. For communication
accounting, m; ; € R!%8 and Ef,k € R'° are transmitted
in FP32, requiring (128 +16)x4 =576 bytes. The
timestamp 7; x, uncertainty u;x, sample count n; ;, and
source identifier i each use one 32-bit field, adding 16
bytes. Thus, one anchor packet requires 592 bytes, i.e.,
0.578 KiB, reported as 0.58 KB in Table 2.

4.2. Overall Distributed Process-Monitoring
Performance

The first experiment evaluates the basic predictive per-
formance of HSDC-Net when manufacturing trajecto-
ries are distributed across independent edge nodes and
raw data remain local. All methods use identical dis-
tributed partitions and task-specific prediction settings.
As reported in Table 1, HSDC-Net achieves the best
results across all four datasets. Compared with ODE-
Stream, it reduces AMMT RMSE from 0.151 to 0.132,
increases TEP Macro-F1 from 0.919 to 0.941, reduces
Milling Wear MAE from 0.076 to 0.064, and reduces
Aluminum Lap-Joint RMSE from 0.206 to 0.181. LSTM,
Informer, and PatchTST model temporal dependencies
but do not explicitly correct the validity of histori-
cal representations under distributed non-stationarity,
while ODEStream performs online adaptation with-
out separating nuisance drift from task-relevant degra-
dation. HSDC-Net instead reuses privacy-protected
historical anchors according to temporal, contextual,
uncertainty, and source-reliability information and
applies correction only within the learned nuisance-
drift subspace. The results show that useful historical
information can be shared across edge nodes without
centralizing the original manufacturing streams.

4.3. Robustness under Progressive Feature Drift

The second experiment evaluates robustness to benign
non-stationarity by introducing sensor bias, gain varia-
tion, baseline drift, Gaussian noise, and missingness at
low, medium, and high severity levels. All edge nodes
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Table 1. Overall process-monitoring performance of different methods on four industrial datasets. The best result is highlighted in

bold and the second-best result is underlined. Values are reported as mean + standard deviation over five random seeds; no
inferential significance marker is used

Method AMMT TEP Milling Wear Aluminum Lap-Joint
RMSE | R?1 Macro-F1 1 AUROC 1 MAE | R21 RMSE | R21
LSTM 0.184+0.006 0.842+0.009 0.884+0.008 0.931+0.006 0.091+0.004 0.817+0.011 0.237+0.009 0.793+0.013
Informer 0.169+0.005 0.861 +£0.008 0.901 +0.007 0.944+0.005 0.085+0.004 0.836+0.010 0.224+0.008 0.811+0.012
PatchTST 0.158 £0.005 0.874+0.007 0.913+0.006 0.951+0.005 0.079+0.003 0.851+0.009 0.211+0.007 0.829+0.010
ODEStream 0.151 +0.004 0.881 +0.006 0.919+0.005 0.956 +0.004 0.076 +0.003 0.858 +0.008 0.206+0.006 0.837 +0.009
HSDC-Net 0.132+0.003 0.909+0.005 0.941+0.004 0.972+0.003 0.064+0.002 0.889+0.006 0.181+0.005 0.872+0.007
remain benign in this experiment so that the reported ~ 4.5. Security Robustness and Privacy—Utility

degradation reflects benign distribution shift rather
than poisoned-anchor injection.

As shown in Fig. 4, HSDC-Net consistently main-
tains the highest performance retention as drift severity
increases. Under high drift, it retains 92.1% perfor-
mance on AMMT, 93.5% on TEP, 91.4% on Milling
Wear, and 90.2% on Aluminum Lap-Joint. These results
indicate that HSDC-Net can suppress benign distribu-
tion variation while preserving task-relevant process
evolution across heterogeneous edge nodes. Unlike con-
ventional sequence models that retain drifted histori-
cal statistics, HSDC-Net evaluates context-compatible
historical anchors and restricts compensation to the
learned nuisance-drift subspace, thereby handling ordi-
nary non-stationarity without unnecessarily activating
security-oriented source rejection.

4.4. Efficiency—Drift Suppression Trade-Off

The third experiment evaluates whether HSDC-Net
achieves stronger drift suppression without excessive
online inference overhead. Average latency and FDSR
are jointly compared, with the upper-left region of Fig. 5
indicating a better efficiency-robustness trade-off.

As illustrated in Fig. 5, HSDC-Net consistently
achieves high FDSR with moderate inference latency.
It obtains FDSR/latency pairs of 0.724/4.86 ms on
AMMT, 0.751/3.72 ms on TEP, 0.708/4.08 ms on Milling
Wear, and 0.694/4.29 ms on Aluminum Lap-Joint,
substantially outperforming ODEStream in both drift
suppression and latency. Although LSTM has lower
computational cost, its FDSR remains only 0.158-0.196.
The efficiency of HSDC-Net results from its linear-
complexity temporal encoder, bounded anchor bank,
low-rank context transport, and low-dimensional drift
compensation. Privacy perturbation and source-trust
evaluation are executed only during anchor-update
rounds, so the added security mechanisms do not
substantially increase per-window inference cost.

Analysis

The fourth experiment evaluates the robustness of
HSDC-Net against poisoned historical-anchor sharing
in distributed edge networks and examines the utility
cost introduced by privacy protection. The Mg, =
40 authenticated logical edge clients defined in
Section 4.1 are used here, and 4, 8, or 16 clients are
randomly designated as compromised, corresponding
to compromised-client ratios of 10%, 20%, and 40%,
respectively. HSDC-Net is compared with variants
without source-trust weighting and without differential
privacy.

As shown in Table 2, source-trust evaluation is
critical for resisting poisoned historical anchors. When
the compromised-client ratio increases from 10%
to 40%, HSDC-Net maintains performance retention
from 98.1% to 90.4%, whereas HSDC-Net w/o Trust
decreases from 94.2% to 74.8%. The complete model
also reduces MAAR from 0.238 to 0.056 and produces
a Trust Gap of 0.603, indicating that inconsistent
malicious sources are effectively separated from benign
nodes and prevented from dominating historical-
reference construction. HSDC-Net w/o DP provides
slightly higher robustness, reaching 91.2% retention
at 40% compromised clients, but its €p = indicates
the absence of differential-privacy protection. In
comparison, HSDC-Net uses a finite per-release privacy
parameter of €, =4 with less than one percentage
point of performance loss relative to the non-private
variant. With d =128, d. =16, FP32 representation
fields, and four 32-bit metadata fields, each transmitted
packet contains 592 bytes (0.578 KiB), which is
reported as 0.58 KB. Thus, the proposed privacy and
trust mechanisms provide a favorable security—privacy—
utility trade-off without increasing communication size.

5. Conclusion

This paper proposed HSDC-Net, a privacy-preserving
and trust-aware historical-state decay compensation
framework for secure distributed industrial edge mon-
itoring under non-stationary operating conditions.
HSDC-Net keeps raw sensor and visual streams at
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Figure 4. Performance retention of different methods under progressively intensified benign feature drift in the distributed edge setting.
The curves represent the mean results over five independent runs, and the shaded regions denote the corresponding standard deviations

Table 2. Security robustness and privacy—utility performance of HSDC-Net under distributed historical-anchor sharing. The privacy
parameter €, is specified per released anchor

Performance Retention under Compromised Edge Clients

Method MAAR| TrustGapT ep/release Comm./ Anchor |
10% 20% 40%

HSDC-Net w/o Trust 94.2% 87.5% 74.8% 0.238 0.000 4 0.58 KB

HSDC-Net w/o DP 98.8% 96.3% 91.2% 0.047 0.624 [+ 0.58 KB

HSDC-Net 98.1% 95.6% 90.4% 0.056 0.603 4 0.58 KB

local edge nodes and exchanges only bounded privacy-
perturbed historical anchors, while cross-node consis-
tency and recursively updated source trust prevent
unreliable or manipulated anchors from dominating
the shared memory. Adaptive historical-state decay
further combines temporal age, context discrepancy,
uncertainty, and source reliability, and a low-rank con-
text adapter transports reliable historical information
toward the current operating condition. Instead of

2 EA

directly forcing current representations toward his-
torical references, the proposed nuisance-drift pro-
jection restricts compensation to task-irrelevant vari-
ation and preserves genuine equipment degradation
and process evolution. Experiments on four industrial
datasets showed consistent improvements in predic-
tion accuracy and robustness to progressive benign
drift while maintaining moderate online latency. Secu-
rity experiments further demonstrated that source-trust
evaluation substantially suppresses malicious-anchor
acceptance and preserves monitoring performance as
the compromised-node ratio increases, while the finite
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Figure 5. Efficiency—drift suppression trade-off of different methods on the four datasets under distributed edge monitoring. The

horizontal and vertical error bars denote the standard deviations of inference latency and FDSR over five independent runs, respectively.

Marker size represents peak GPU memory consumption, and the dashed line indicates the Pareto frontier considering lower latency
and higher drift suppression

privacy setting introduces only limited degradation
relative to the non-private variant without increasing
transmitted-anchor size. The theoretical analysis addi-
tionally characterizes temporal reliability, trust depen-
dence, prototype privacy, and the influence of privacy
noise and residual malicious anchors on compensation
error. Nevertheless, the current study evaluates dis-
tributed operation through logically partitioned indus-
trial datasets and assumes authenticated communica-
tion and a coordinating gateway following the pre-
scribed protocol; repeated private releases also require
explicit privacy-budget management, and trust estima-
tion may become more difficult when benign nodes
exhibit strongly heterogeneous contexts or multiple
malicious sources collude. Future work will therefore
investigate adaptive privacy-budget allocation, stronger
Byzantine-robust anchor aggregation, collusion-aware
trust modeling, secure aggregation, and deployment

2 EA

across physically distributed industrial edge devices
and production sites.
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