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Abstract

This work considers the problem of secure and reliable information transmission via relay cooperation in
two-hop relay wireless networks without the information of both eavesdropper channels and locations. While
previous work on this problem mainly studied infinite networks and their asymptotic behavior and scaling law
results, this papers focuses on a more practical network with finite number of system nodes and explores the
corresponding exact result on the number of eavesdroppers one network can tolerate to ensure desired secrecy
and reliability. We first study the scenario where path-loss is equal between all pairs of nodes and consider
two transmission protocols there, one adopts an optimal but complex relay selection process with less load

balance capacity while the other adopts a random but simple relay selection process with good load balance
capacity. Theoretical analysis and numerical results are then provided to determine the maximum number
of eavesdroppers one network can tolerate to ensure a desired performance in terms of the secrecy outage
probability and transmission outage probability. We further extend our study to the more general scenario
where path-loss between each pair of nodes also depends on the distance between them, for which a new
transmission protocol with both preferable relay selection and good load balance as well as the corresponding
theoretical analysis and numerical results are presented.
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1. Introduction for ensuring the high confidentiality requirements of
these applications.
Two-hop ad hoc wireless networks, where each packet
travels at most two hops (source-relay-destination)
to reach its destination, have been a class of basic
and important networking scenarios [1]. Actually, the
analysis of basic two-hop relay networks serves as the
foundation for performance study of general multi-
hop networks. Due to the promising applications of
ad hoc wireless networks in many important scenarios
(like battlefield networks, vehicle networks, disaster
recovery networks), the consideration of secrecy (and
also reliability) in such networks is of great importance

Traditionally, the information security is provided
by adopting the cryptography approach, where a
plain message is encrypted through a cryptographic
algorithm that is hard to break (decrypt) in practice
by any adversary without the key. The cryptography
is acceptable for general applications with standard
security requirement (like education system and public
networks). Based on the cryptography, H. Wang et
al. proposed a rule-based framework to identify and
address issues of sharing for the global education
system in [2], studied a problem of protecting privacy of
individuals in large public survey rating data in [3] and
proposed a privacy-aware access control model in web
service environments in [4]. While these methods may
not be sufficient for applications with a requirement
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of strong form of security (like military networks
and emergency networks). This is because that the
cryptographic approach can hardly achieve everlasting
secrecy, since the adversary can record the transmitted
messages and try any way to break them [5]. That is
why there is an increasing interest in applying signaling
scheme in physical layer to provide a strong form of
security, where a degraded signal at an eavesdropper is
always ensured such that the original data can be hardly
recovered regardless of how the signal is processed
at the eavesdropper. We consider applying physical
layer method to achieve secure and reliable information
transmission in the two-hop wireless networks. By now,
a lot of research works have been dedicated to the study
of physical layer security based on cooperative relays
and artificial noise, and these works can be roughly
classified into two categories depending on whether the
information of eavesdroppers channels and locations is
known or not.

For the case that the information of eavesdroppers
channels and locations is available, to achieve the goal
of maximizing the secrecy rates while minimizing the
total transmit power, a few cooperative transmission
schemes have been proposed in [6][7][8], and for two-
hop wireless networks the optimal transmission strate-
gies were presented in [9][10]. With respect to small
networks, cooperative jamming with multiple relays
and multiple eavesdroppers and knowledge of channels
and locations was considered in [11][12]. Even if only
local channel information rather than global channel
state information is known, it was proved that the near-
optimal secrecy rate can achieved by cooperative jam-
ming schemes [13][14]. Except channel information, the
relative locations were also considered for optimizing
cooperative jamming and power allocation to disrupt an
eavesdropper with known location [15][16]. In addition,
L. Lai et al. established the utility of user coopera-
tion in facilitating secure wireless communications and
proposed cooperation strategies in the additive White
Gaussian Noise (AWGN) channel [17], R. Negi et al.
showed how artificially generated noise can be added
to the information bearing signal to achieve secrecy
in the multiple and single antenna scenario under the
constraint on total power transmitted by all nodes [18].
The physical layer security issue in a two-way untrusted
relay system was also investigated with friendly jam-
mers in [19][20]. The cooperative communication in
mobile ad hoc networks was discussed in [21]. Effective
criteria for relay and jamming node selection were
developed to ensure nonzero secrecy rate in case of
given sufficient relays in [22]. In practice, however, it is
difficult to gain the information of eavesdropper chan-
nels and locations, since the eavesdroppers always try to
hide their identity information as much as possible. To
alleviate such a requirement on eavesdroppers informa-
tion, some recent works explored the implementation of
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secure and reliable information transmission in wireless
networks without the information of both eavesdropper
channels and locations.

For the case that the information of eavesdrop-
per channels and locations is unknown, the works in
[23][24] considered the secrecy for two-hop wireless
networks, the works in [25][26][27] considered the
secrecy for large wireless networks, and the further
work in [28] considered the energy efficiency cooper-
ative jamming strategies. These works considered how
cooperative jamming by friendly nodes can impact the
security of the network and compared it with a straight-
forward approach based on multi-user diversity. They
also proposed some protocols to embed cooperative
jamming techniques for protecting single links into a
large multi-hop network and explored network scaling
results on the number of eavesdroppers one network
can tolerate. A.Sheikholeslami et al. explored the inter-
ference from multiple cooperative sessions to confuse
the eavesdroppers in a large wireless network [29]. The
cooperative relay scheme for the broadcast channel was
further investigated in [30][31]. It is notable, however,
that these works mainly focus on exploring the scaling
law results in terms of the number of eavesdroppers
one network can tolerate as the number of system nodes
there tends to infinity. Although the scaling law results
are helpful for us to understand the general asymptotic
network behavior, they tell us a little about the actual
and exact number of eavesdroppers one network can
tolerate. In practice, however, such exact results are of
great interest for network designers.

This paper focuses on applying the relay cooperation
to achieve secure and reliable information transmission
in a more practical finite two-hop wireless network
without the knowledge of both eavesdropper channels
and locations. The main contributions of this paper as
follows.

* For achieving secure and reliable information
transmission in a more practical two-hop wireless
network with finite number of system nodes
and equal path-loss between all pairs of nodes,
we consider the application of the cooperative
protocol proposed in [24] with an optimal and
complex relay selection process but less load
balance capacity, and also propose to use a new
cooperative protocol with a simple and random
relay selection process but good load balance
capacity.

* Rather than exploring the asymptotic behavior
and scaling law results, we provide theoretic
analysis for above two cooperative protocols to
determine the corresponding exact results on
the number of eavesdroppers one network can
tolerate to meet a specified requirement in terms
of the maximum secrecy outage probability and
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the maximum transmission outage probability
allowed.

* We further extend our study to the more
general and practical scenario where the path-loss
between each pair of nodes also depends on their
relative locations, for which we propose a new
transmission protocol with both preferable relay
selection and good load balance and also present
the corresponding theoretical analysis under this
new protocol.

The remainder of the paper is organized as follows.
Section 2 presents system models and also introduces
transmission outage and secrecy outage for the analysis
of transmission protocols. Section 3 considers two
transmission protocols for the scenario of equal
path-loss between all pairs of nodes and provides
the corresponding theoretical analysis and numerical
results. Section 4 further presents a new transmission
protocol and its theoretical analysis to address distance-
dependent path-loss issue. Section 5 presents the
analysis on load balance. The numerical results are in
Section 6 and Section 7 concludes this paper.

2. System Models
2.1. Network Model

As illustrated in Fig.1 that we consider a network
scenario where a source node S wishes to communicate
securely with its destination node D with the help of
multiple relay nodes Ry, Ry, - - -, R,,. In addition to these
normal system nodes, there are also m eavesdroppers
Ey, E,, ---, E,, that are independent and also uniformly
distributed in the network. Our goal here is to ensure
the secure and reliable information transmission from
source S to destination D under the condition that
no real time information is available about both
eavesdropper channels and locations.

2.2. Transmission Model

Consider the transmission from a transmitter A to

a receiver B, and denote by x:-A) the " symbol

transmitted by A and denote by y;B) the i" signal
received by B. We assume that all nodes transmit
with the same power E;, path-loss between all
pairs of nodes is independent, and the frequency-
nonselective multi-path fading from A to B is a complex
zero-mean Gaussian random variable. The fading is
assumed constant during K message transmissions,
called flat interval hereafter, and varies randomly and
independently from interval to interval. Under the
condition that all nodes in a group of nodes, R, are
generating noises, the i’ signal received at node B from
node A is determined as:

European Alliance
for Innovation

EAI

. E2 E3

O @ &

El R4

Figure 1. System scenario: Source S wishes to communicate
securely with destination D with the assistance of finite relays
Ry, Ry, ---, R, (n=4 in the figure) in the presence of passive
eavesdroppers Eq, E,, -+ -, E,;, (m=4 in the figure). Cooperative
relay scheme is used in the two-hop transmission. A assistant
node is selected randomly as relay (R; in the figure).
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where d, p is the distance between nodes A and B,
a > 2 is the path-loss exponent. The noise {nEB)} at
receiver B is assumed to be ii.d complex Gaussian

. . (B)|? 2
random variables with E '”i | =Ny, and |hA’B|

[S—

is exponentially distributed with mean E[|hA,B|2

Without loss of generality, we assume that E [|h A’B|2] =
1. The SINR C4 g from A to B is then given by

Eghap| dy%

= 2
Y aser Es|ha,p|” d3%5 + No/2

In the wireless transmission, the receiver can decode
the message if and only if the received signal quality
is better than a special threshold. In this paper, for
a legitimate node and an eavesdropper, we use two
separate SINR thresholds yr and g to define the
minimum SINR required to recover the transmitted
messages, respectively. Therefore, a receiver (relay or
destination) is able to decode a packet if and only
if the SINR at receiver is greater than yz, while
the transmitted message is secure if and only if the
SINR at each eavesdropper is less than yg. In this
paper, Yr and yr depend on the sensitivity of the
receiver. When the node is manufactured, the SINR
threshold is determined. In the subsequent analysis on
the numerical results, (yg, yg) is fixed as (0.5, 0.5)
for Protocol 1 and 2, and (0.5,15) for Protocol 3. If
the eavesdroppers are original system nodes which are
captured by the adversary, the SINR threshold yf can

Can
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be identical to y. If the eavesdroppers are illegal nodes
distributed by the adversary, y¢ is not relative to yg.

2.3. Transmission Outage and Secrecy Outage

For a transmission from the source S to destination
D, we call transmission outage happens if D can not
decode the transmitted packet, i.e., D received the
packet with SINR less than the predefined threshold yi.

The transmission outage probability, denoted as PO(L) , s
then defined as the probability that transmission outage
from S to D happens.

We predefined a upper bound ¢; on P(T), which is an

out
extremely small quantity and if the PD(uTt) is less than
€, the communication is regarded as reliable. &; is
determined according to the transmission outage the
application can tolerate. For the video transmission, it
can be tolerated that some messages are lost, thus ¢
can take a larger value i.e. 107!, For the applications in
which the messages can not be lost, &; can take a smaller
value i.e. 1072.

We call the communication between S and D is
reliable if P;Zt) < &;. Notice that for the transmissions

from S to the selected relay R;» and from R to D, the
corresponding transmission outage can be defined in

the similar way as that of from S to D. We use O(ST_))R .
j

T ..
and OE%~3—>D to denote the events that transmission
j

outage from source S to R;- happens and transmission
outage from relay R;- to D happens, respectively. Due to
the link independence assumption, we have

(T) (T) (T) (T) (T)
Pout = P(OS—>R]->(-)+P(OR/'*—)D)_P(OS%R]%)'P(OR]-*%D

Regarding the secrecy outage, we call secrecy outage
happens for a transmission from S to D if at least
one eavesdropper can recover the transmitted packets
during the process of this two-hop transmission, i.e., at
least one eavesdropper received the packet with SINR
larger than the predefined threshold yg. The secrecy

outage probability, denoted as Po(,fg, is then defined as
the probability that secrecy outage happens during the
transmission from S to D.

We predefined a upper bound ¢; on P

 ut» which is

an extremely small quantity and if the Pu(,fz is less

than &;, the communication is regarded as secure. &; is
determined by the amount of messages obtained by the
eavesdroppers can be tolerated which represents a level
of security. If the higher secure level is required, ¢; can
take a smaller value i.e. 107!, Otherwise, ¢, can take a
larger value i.e. 0.2, which means it is able to tolerate
20% messages obtained by the eavesdroppers.

We call the communication between S and D is

secure if P, < ¢e;. Notice that for the transmissions
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from S to the selected relay Rj* and from Rj* to D,
the corresponding secrecy outage can be defined in the

similar way as that of from S to D. We use O(SS_))R],* and

S
O;QJEHD to denote the events that secrecy outage from

source S to Rj- happens and secrecy outage from relay
Rj- to D happens, respectively. Again, due to the link
independence assumption, we have

(S) (S) (S) (S) (S)
Pout = P(OS—>R]-*)+ p (ORj*—>D) - P(OS—>RJ-*). P (ORJ'*—>D)

3. Secure and Reliable Transmission under Equal
Path-Loss

In this section, we consider the case where the path-loss
is equal between all pairs of nodes in the system (i.e.,
we set dgp =1 for all A= B). We first introduce two
transmission protocols considered for such scenario,
and then provide theoretical analysis to determine the
numbers of eavesdroppers one network can tolerate
under these protocols.

3.1. Transmission Protocols

The first protocol we consider (hereafter called Protocol
1) is the one proposed in [24], in which the optimal relay
node with the best link condition to both source and
destination is always selected for information relaying.
Notice that although the Protocol 1 can guarantee the
optimal relay node selection, it suffers from several
problems. Protocol 1 involves a complicated process
of optimal relay selection, which is not very suitable
for the distributed wireless networks, in particular
when the number of possible relay nodes is huge.
More importantly, since the channel state is relatively
constant during a fixed time period, some relay nodes
with good link conditions are always preferred for
information relaying, resulting in a severe load balance
problem and a quick node energy depletion in energy-
limited wireless environment.

Based on above observations, we propose to use a
simple and random relay selection rather than the
optimal relay selection in Protocol 1 to achieve a better
load balance among relay nodes in terms of the energy
consumption. Notice that the energy consumption
hereafter indicates the energy consumed by each relay
for relaying message to the destination for the source.
By modifying the Protocol 1, the new transmission
protocol (hereafter called Protocol 2) works as follows.

1) Relay selection: A relay node, indexed by j*, is
randomly selected from all candidate relay nodes
Rj,j=12--,n

2) Channel measurement: The selected relay R;
broadcasts a pilot signal to allow each of other
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relays to measure the channel from R;: to itself.
Each of the other relays Rj,j =12 ,nj=j
then knows the corresponding value of hR],,Rj*.
Similarly, the destination D broadcasts a pilot
signal to allow each of other relays to measure
the channel from D to itself. Each of the other
relays R;,j=1,2,---,n,j =" then knows the
corresponding value of hRJ,,D.

3) Two-hop transmission: The source S transmits
the messages to the selected relay Rj-, and
concurrently, the relay nodes with indexes in R; =

{i= e, m,
interference at eavesdroppers. The relay R;. then

transmits the messages to destination D, and
concurrently, the relay nodes with indexes in R, =

2
< ’c} transmit noise to generate

{] =% |hR],,D|2 < T} transmit noise to generate
interference at eavesdroppers.

Remark 1: The parameter T involved in the Protocol
1 and Protocol 2 serves as the threshold on fading,
based on which the set of noise generating relay nodes
can be identified. Notice that a too large T may disable
legitimate transmission, while a too small 7 may not
be sufficient for interrupting all eavesdroppers. Thus,
the parameter 7 should be set properly to ensure both
secrecy requirement and reliability requirement.

Remark 2: The two protocols considered here have
their own advantages and disadvantages and thus
are suitable for different network scenarios. For the
protocol 1, it can achieve a better performance in
terms of the number of eavesdroppers can be tolerated
(see Theorem 1). However, it involves a complex relay
selection process, and more importantly, it results in an
unbalanced load and energy consumption distribution
among systems nodes. Thus, such protocol is suitable
for small scale wireless network with sufficient energy
supply rather than large and energy-limited wireless
networks (like wireless sensor networks). Regarding
the Protocol 2, although it can tolerate less number
eavesdroppers in comparison with the Protocol 1
(see Theorem 2), it involves a very simple random
relay selection process to achieve a good load and
energy consumption distribution among system nodes.
Thus, this protocol is more suitable for large scale
wireless network environment with stringent energy
consumption constraint.

3.2. Analysis of Protocol 1

We now analyze that under the Protocol 1 the number
of eavesdroppers one network can tolerate subject to
specified requirements on transmission outage and

secrecy outage. We first establish the following two

T)

lemmas regarding some basic properties of Po(ut, Po(lft)
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and 7, which will help us to derive the main result in
Theorem 1.
Lemma 1: Consider the network scenario of Fig.l

with equal path-loss between all pairs of nodes, under
T)

the Protocol 1 the transmission outage probability Po(ut

and secrecy outage probability Po(;fﬁ there satisfy the
following conditions.

out

(n-1)(1-¢") (n=1)(1-¢7)
P(S) <2m- ! —|m- !
1+ VE 1+ ')/E

P(T) <2 [1 _ e—?.y,{(n—l)(l—e”)r]n _ [1 _ 6—2)/1{(11—1)(1—3’1)1]2”

out =

The proof of Lemma 1 can be found in the Appendix
A.

Lemma 2: Consider the network scenario of Fig.l
with equal path-loss between all pairs of nodes, to

ensure Po(uTt) <& and Po(,fz < & under the Protocol 1, the

parameter T must satisfy the following condition.

log(—lfvﬁ)
te|-log|l+

_log[l (- \/1—_st)'l‘]

(n-1)log (1 +vg) [ 2yr(n—1)

The proof of Lemma 2 can be found in the Appendix
B.

Based on the results of Lemma 2, we now
can establish the following theorem regarding the
performance of Protocol 1.

Theorem 1. Consider the network scenario of Fig.1
with equal path-loss between all pairs of nodes. To

T
guarantee Po(ut) <& and Po(iz < & under the Protocol
1, the number of eavesdroppers m one network can

tolerate must satisfy the following condition.

—(n-1) log[l—(l—\/l—t‘t)% ]

ms(l—\/l——es)-(l+7/5)\/ 2VR

The proof of Theorem 1 can be found in the Appendix
C.

3.3. Analysis of Protocol 2
Similar to the analysis of Protocol 1, we first establish
the following two lemmas regarding some basic

properties of PO(MTt), Po(ig and t under the Protocol 2.

Lemma 3: Consider the network scenario of Fig.1
with equal path-loss between all pairs of nodes,

the transmission outage probability PO(L) and secrecy
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outage probability Po(sg under the Protocol 2 satisfy the
following conditions.

Pl < 2[1 - eI ) gyeintiie T)r]z

[

The proof of Lemma 3 can be found in the Appendix
D.

Lemma 4: Consider the network scenario of Fig.1
with equal path-loss between all pairs of nodes, to

ensure Pa(ut) < & and Pout < g5 under the Protocol 2, the

parameter 7 must satisfy the following condition.

log (=575 “log (1)

T € |-log 1+(n—1 Jlog 1+7/E

2yr(n-1)
The proof of Lemma 4 can be found in the Appendix
E.
Theorem 2. Consider the network scenario of Fig.1
with equal path-loss between all pairs of nodes. To

guarantee Po(ut) < ¢ and Pout < ¢ based on the Protocol
2, the number of eavesdroppers m the network can

tolerate must satisfy the following condition.

—(n-1)log(1-¢¢)

ms(l—\/l——es)~(1+y5) 2R

The proof of Theorem 2 can be found in the Appendix
E

Remark 3: It can be observed that the right hand side
in Theorem 1 is larger than that of Theorem 2, when all
the given parameters are same for Theorem 1 and 2.This
means that more eavesdroppers can be tolerated in the
network applying Protocol 1 than Protocol 2, given
the same system settings and reliability and security
requirements.

4. Secure and Reliable Transmission under
Distance-Dependent Path-Loss

In this section, we consider the more general scenario
where the path-loss between each pair of nodes
also depends on the distance between them. We
first introduce the coordinate system adopted in our
discussion, and then propose a flexible transmission
protocol to achieve both the preferable relay selection
and good load balance under such distance-dependent
path-loss scenario. The related theoretic analysis
is further provided to determine the number of
eavesdroppers one network can tolerate by adopting
this protocol.
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Figure 2. Coordinate system for the scenario where path-loss
between pairs of nodes is based on their relative locations.

4.1. Coordinate System

To address the distance-dependent path-loss, we
consider a two-hop relay wireless network deployed in
a square of unit area and defined by the the coordinate
system shown in Fig.2, where the source S located
at coordinate (0,0.5) wishes to establish two-hop
transmission with destination D located at coordinate
(1,0.5). Since only one S — D pair is considered in this
paper, we can define a coordinate axis system with x-
axis parallel to the segment S — D. In addition to the
source S and destination D, we assume that there are
n cooperative relays and m eavesdroppers of unknown
channels and locations independently and uniformly
distributed in the network area. This scenario is similar
to ones in [23][24] [29].

4.2. Transmission Protocol

Notice that under the distance-dependent path-loss
scenario, the further the distance between a transmitter
and a receiver, the weaker the signal received at
the receiver. Thus, the system nodes located in the
middle region between source S and destination D
are preferable relays. Based on such observation, we
propose here a general and practical protocol (hereafter
called Protocol 3) to ensure both the preferable relay
selection and good load balance for distance-dependent
path-loss scenario, which works as follow.

1) Relay selection: We first define a relay selection
region [a,1 —a] x [b, 1 — b] between source S and
destination D, where a and b are two parameters
determining the area of the selection region. Since
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this region is located in the normalized network,
we can scale it such that 0<a<0.5,0<b <0.5.
A relay node, indexed by j, is then selected
randomly from relays falling within the relay
selection region.

2) Channel measurement: Each of the other relays
measures the channel from the selected relay
Rj- and destination D by accepting the pilot
signal from R;» and D for determining the noise
generation nodes.

3) Two-hop transmission: The source S and the
selected relay Rj: transmit the messages in two-
hop transmission. Concurrently, the relay nodes
with indexes in Ry = {] =] |hR]-,Rj*|2 < T} in the
first hop and the relay nodes with indexes in R, =
{] =% IhR],,DI2 < T} in the second hop transmit
noise respectively to help transmission.

Remark 4: In the Protocol 3, a trade off between the
preferable relay selection and better load balance can
be controlled through the parameters a and b, which
determine the relay selection region. As to be shown in
Theorem 3 that by adopting a small value for both a
and b (i.e., a larger relay selection region), a better load
balance capacity can be achieved at the cost of a smaller
number of eavesdroppers one network can tolerate.

4.3. Analysis of Protocol 3

To address the near eavesdropper problem and also to
simply the analysis for the Protocol 3, we assume that
there exits a constant ry > 0 such that any eavesdropper
falling within a circle area with radius ry and center
S or Rj: can eavesdrop the transmitted messages
successfully with probability 1, while any eavesdropper
beyond such area can only successfully eavesdropper
the transmitted messages with a probability less than
1. Based on such a simplification, we can establish the
following two lemmas regarding some basic properties
of Pout, O(Et and 7 under this protocol.

Lemma 5: Consider the network scenario of Fig.2,

under the Protocol 3 the transmission outage probabil-

ity P, t ) and secrecy outage probablhty
the followmg conditions.

t  there satisfy

Pl <li-e™ o7

out —

rRel-t1e T)((P1+<Pz)] (1-9)+1-9

1 (n-1)(1-e7%)
R 1-— 2
L+ )/E'Pro“) (1= )]

1 (n=1)(1-€7")
—|m nr02 +|——m— (1 —nroz)
L+ ypipro®
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2

here,

9= [1—(1—2a)(1—2b)]n

P = jl J-l ! dxdy
0 J0 [(x-0.5)+(y-0.5)]
P2 = Jl jl dxdy
0o Jo [ “1)2+(p 0.5)2]
¢ = \1-a2+(05-bp

1 1 1
= EEE—— dxd
4 J:) J;) (x2+y?)2 Y

The proof of the Lemma 5 can be found in the
Appendix G.
Lemma 6: Consider the network scenario of Fig.2, to

ensure Po(ut) < ¢ and Pout < & by applying the Protocol

3, the parameter T must satisfy the following condition.

—=Ttry

1-VI—gs 2
log (—)

(n—1)log (1 + yepre®)

1-7t72
Te|-log|l+

\/ log(1 é‘)gl)”‘
"Noyr(n=1) (@1 + @2)

here, 9, @1, ¢, ¢ and ¢ are defined in the same way
as that in Lemma 5.

The proof of the Lemma 6 can be found in the
Appendix H.

Based on the results of Lemma 6, we now can
establish the following theorem about the performance
of Protocol 3.

Theorem 3. Consider the network scenario of Fig.2.
To guarantee P(fut) <¢& and PU(MZ <& based on the
Protocol 3, the number of eavesdroppers m the network

can tolerate must satisfy the following condition.

1-VI—g,

Trrg?+ (1 -nrg?)w

here,
—(n—l)log( ll:ég )
=(1+ VEll)Voa)_ YR(P1+92)$7
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9, @1, @2, ¢ and ¢ are defined in the same way as that
in Lemma 5.

The proof of the Lemma 6 can be found in the
Appendix I.

Remark 5: From the practical point of view, the two-
hop transmissions are not independent as the common
relay is used. In practical, the distance between source
S and the selected relay R;. is correlative with the
distance between the selected relay R;- and destination
D. However, the independence assumption has no any
affects on our results, which is described as follow. 1)
In the case of equal path-loss (described in the section
3), the channel state information is exponentially
distributed, which is independent of distance between
transmitter and receiver. Thus, in this case, this
assumption holds. 2) In the case of distance-dependent
path-loss (described in this section), in each hop, the
worst case about distance between source S and the
selected relay R;- and between the selected relay R;- and
destination D is considered, and a minimum value of
maximum number of eavesdroppers one network can
tolerate is obtained. Thus this assumption has no affect
on our results.

5. Analysis on Load Balance

Load balance is used to characterize how the energy
consumptions among n system relays are balanced.
For the three protocols considered in this paper, we
denote the corresponding load balance by L(),L(?) and
LB, Recall that each of the channels stays constant
during K message transmissions (i.e., flat interval). We
assume that total N messages are transmitted are from
the source S to the destination D and the unit energy
consumption of one message transmission is I for the
message relay. In addition, we define the expectation of
the energy consumption for each relay R;,i1 =1,2,--- ,n

under protocol 1,2 and 3 by Cfl),sz) and CP) and

variance by ai(l), ai(z) and 01(3)' respectively. In order

to analyze the load balance performance of different
protocols, we simply characterize it as follows
(4) _ Max; Cl(»A) — min; C;A) oY
o (o9

@)
iz C

i

, where A = 1,2 and 3. Notice that the larger the L4 is,
the worse the energy consumption is balanced among n
relays.

5.1. Analysis of Protocol 1

As the flat interval is K message transmissions, there
are % intervals in each of which all the channels stay
constant. We define the number of such intervals in
which relay R;,i =1,2,---,n is selected as the message

relays by Y;. Notice that a relay is always selected as
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the message relay during the same interval. Hence,
the energy consumption of relay R; is C}l) = [H)KY;.
Defining the event that relay R; is selected as the
message relay in one interval by A;, we have

P(

>

)= Lw P(A; | x)f (x)dx

0 n
[ T POmintns g, e, ) < 2)f (x)dx
j=1,j=i

2(1 _ e—ZX)n—le—Zxdx

Il
S

Il
::I'—\h

where f(x)=2e> for x>0 is the pdf of
min(lhsrRilz, IhR’.’Dlz). From the above, we know that Y;
is a binomial random variable with parameters % and
%. Therefore, the expected energy consumption of each

relay R; is

IysN
E[CM] = [KE[Y;] = 2=
and the variance is
2
(1) _ 7272 IgN(n—-1)
(71- = IOK UYi = KT
Consequently,
(1)
(M % _ Iy(n—1)
1)
E[C; ] "

5.2. Analysis of Protocol 2

For each relay R;,i=1,2,---,n, define the times
of being selected as the message relay among N
transmissions by X;. Obviously, C;z) = [yX;. Since the
message relay is randomly selected, the probability
that relay R; is selected as the message relay is %
for each transmission, resulting in X; is a binomial
random variable with parameters N and 1. Therefore,
the expected energy consumption of each relay R; is

2 Iy,N
E[C{”)] = L E[X;] = 2~

and the variance is

2)
01‘( = Igoxz. =

IZN(n-1)
n2
At last,

()
JC I L(n-1) _ ﬂ

1
2
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Following the above, we can observe that the random
relay selection protocol outperforms the optimal relay
selection protocol in terms of the load balance
performance.

Remark 6: We notice that the expected number
of messages suffering from transmission outage and

secrecy outage during N transmissions are K- ¥ P( ) =

out —
NPO,U and K- ¥ O(St) = Out ) for Protocol 1, and NPout)

and NPO(ME for Protocol 2. Besides, the variance of

the number of message suffering from outages are
kNP1 -PT ) and KNPY)(1 - PS,,) for Protocol 1,

out
and NPO(M)(l pr, a d NPoug(l py,;) for Protocol
2. Here, P, (t and P t are the transmission outage

probability and secrecy outage probability of the
corresponding protocol. The derivation is similar to that
of the load balance and thus is omitted here. Therefore,
it can be observed that the non-stationary channel has
no impact on the reliability and security for these
protocols, while the variance of the number of messages
suffering from outages increase with K for Protocol 1.

5.3. Analysis of Protocol 3

Similarly, for each relay R;,i=1,2,---,n, we define
the times of being selected as the message relay
among N message transmissions by Z; and the energy

consumption by CZ@), which is a function of parameters
a and b. Here, we neglect the case (a=0.5b=0.5)
where no relays will be selected as the message relay
and thus the transmission could not be conducted.
Again, we have Ci3) =1IyZ;. According to the relay
selection protocol, each relay R; lies in the relay
selection region with probability p = (1 —2a)(1 — 2b).
Furthermore, we define the event that relay R; is
selected as the message relay during one transmission
by B;. Thus, P(B;) = % where U ~ B(n—1,p) is the
number of relays in the relay selection region in
addition to R;. Applying the law of total probability,

p
P(B; U+1i
n—1 p n-1
- k+1( k )pk(l Py
k=0
n—ll n
_ L k+1 n—1-k
_;n(k+1)p (1-p)
1w (n\
i i(1 = pyn-i
" L (].)p( p)
j=1
_1-(-pr
h n

Following the above, Z; is a binomial random

variable with parameters N and M. Therefore, the
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expectation of the energy consumption for each relay R;
is

3 IoN(1 = (1 - p)"
E[cf )]:IOE[ZZ-]: 0 n( P
and the variance is
2
; BN1-(1-p)")( 1-(1-p)"
0,-()213021.20 _ 1— (n p)

Thus, the load balance of protocol 3 is

) _ PAY)
L) o 9i _10(1_M)
n

Notice that p decreases as the parameters a or b
(i.e., the area of the relay selection region) increases.
Therefore, L(3) increases with increasing a and b,
implying that enlarging the relay selection region can
achieve better load balance performance. It is notable
that each relay can be selected as the message relay
with probability 1/# in the case (a = 0,b = 0), which
reduces to the Protocol 2 where the message relay is
randomly selected from the whole region. Therefore,
the load balance of Protocol 3 in this case is identical
to that of Protocol 2.

6. Numerical Results

6.1. The Number of Eavesdroppers one Networks can
Tolerate

To compare the number of eavesdroppers can be
tolerated by Protocol 1 with that of Protocol 2, we
show in Fig.3 and Fig.4 respectively how the number of
eavesdroppers can be tolerated varies with the number
of system relays n when ¢; = 0.1, ¢, = 0.1, yg = 0.5 and
¥e = 0.5. From these two figures, we can see clearly that
the number of eavesdroppers can be tolerated increases
exponentially with the number of system relays n as n
increases by a proper step (i.e.,10 in Protocol 1 and 100
in Protocol 2). This is because as the number of relays
increase, although the threshold t decreases in order
to guarantee the reliability requirement, the expected
number of noise-generating nodes increases, resulting
in more interference can be generated to suppress the
eavesdroppers. It can also be observed from Fig.3 and
Fig.4 that Protocol 1 can tolerate significantly more
eavesdroppers than Protocol 2. For instance, when the
number of relays n is less than 200, Protocol 2 can
hardly tolerate any eavesdroppers while Protocol 1 can
tolerate relative large number of eavesdroppers. This is
due to the reason that larger value of 7 can be adopted
in Protocol 1 than Protocol 2 under the same reliability
requirement (i.e.,¢;) and number of relays n and also the
number of eavesdroppers can be tolerated is relatively
sensitive to the threshold 7.
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Figure 3. Maximum number of eavesdroppers for Protocol 1 vs.
n, when ¢ = 0.1, &, = 0.1, yg = 0.5 and yg = 0.5.
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Figure 4. Maximum number of eavesdroppers for Protocol 2 vs.
n, when ¢, = 0.1, &, = 0.1, yg = 0.5 and yg = 0.5.

Fig.5 shows the maximum number of eavesdroppers
one network can tolerate for Protocol 3 with ry = 0.1, &
= 0.2, & = 0.2 and yg = 15. In Fig.5 , the number of
eavesdroppers one network can tolerate is small than
that of protocol 1 and protocol 2. There are two reasons.
On the one hand, For reliable transmission, the worse
case that the noise generation nodes can be very near to
the receivers (the selected relay or destination) exists
and is considered, thus the receivers will be disturbed
seriously. On the other hand, the case that the
eavesdroppers can be near to the transmitters (source or
the selected relay) exists and is considered, especially
any eavesdropper falling within a circle area with
radius ry and center S or R; can eavesdrop the
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Figure 5. Maximum number of eavesdroppers for Protocol 3 vs.

transmitted messages successfully with probability 1.

In the practical networks, these case dose not always

happenthus more eavesdroppers can be tolerated.

6.2. Load Balance among Relays

In order to clearly illustrate the load balance perfor-
mances of different transmission protocols, simulations
are conducted under the settings of n =20, N = 1000
and Iy = 1. The comparison between the load balance
of optimal relay selection protocol and random relay
selection protocol is shown in Fig.6 and we present
how the load balance of protocol 3 varies with the
area of relay selection region in Fig.7. For ease of
simulation, the load balance is represented by the ratio

(A) (A)
max; C; C: .
i i defined above.

—min;
ey

The Fig.6 indicates clearly that the load balance of
random relay selection stays constant with varying
flat interval K whereas the load balance of optimal
relay selection protocol increase as the flat interval K
increases, which implies that the random relay selection
protocol can achieve better load balance than the
optimal relay selection protocol.

It can be easily observed from Fig.7 that there is
a clear threshold (about 1.0 in Fig.7) of the area of
relay selection region beyond which the load balance
performance cannot be improved by enlarging the
area of the relay selection. However, the load balance
decreases dramatically from 0.14 to 0.028 (i.e.,the load
balance performance is improved) with the area of relay
selection region below the threshold. This is due to the
reason that the probability P(B;) increases significantly
(from 0.00158 to 0.0439) with the area of the relay
selection region when the latter is below the threshold
and increases slowly (from 0.0439 to 0.05) when the
latter is above the threshold.

A further careful observation of Fig.6, Fig.3 and
Fig.4 indicates that Protocol 1 is suitable for small
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networks and Protocol 2 is suitable for large networks
with both the considerations of eavesdropper tolerance
capability and load balance performance, according
with the Remark 2.

Remark 7: Regarding the performances of Protocol
1 and Protocol 2, both of which are proposed in
the scenario with equal path loss, we notice that
although Protocol 1 has a better eavesdropper-tolerance
capability than Protocol 2, it has a worse load balance
performance than Protocol 2. Hence, clear tradeoff
between the security and load balance performance
exists for these two protocols. Therefore, Protocol
1 is suitable for the applications requiring strong
security with acceptable load balance performance,
while Protocol 2 is suitable for the applications
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requiring good load balance with acceptable security
requirement. Regarding the performances of Protocol
3 which is designed for the scenario with distance-
dependent path loss, we notice that although it has a
relatively good load balance, its eavesdropper-tolerance
capability is far from acceptable, which limits its
application.

7. Conclusion

To achieve reliable and secure information transmission
in a two-hop relay wireless network in presence of
eavesdroppers with unknown channels and locations,
several transmission protocols based on relay cooper-
ation have been considered. In particular, theoretical
analysis has been conducted to understand that under
each of these protocols how many eavesdroppers one
network can tolerate to meet a specified requirement
on the maximum allowed secrecy outage probability
and transmission outage probability. Our results in this
paper indicate that these protocols actually have dif-
ferent performance in terms of eavesdropper-tolerance
capacity and load balance capacity among relays, and in
general it is possible for us to select a proper transmis-
sion protocol according to network scenario such that
a desired trade off between the overall eavesdropper-
tolerance capacity and load balance among relay nodes
can be achieved. As a possible future work, the per-
formances study in more practical network scenarios
where the source and destination are distributed within
the environment instead of on the border of the network
will be of great challenge. Furthermore, it is very inter-
esting to explore the impact of the correlation of the
two-hop links on the number of eavesdroppers can be
tolerated which is regarded as a promising future work.
Besides, conducting analysis on the performance of
Protocol 1 in the scenario with distance-dependent path
loss will be another interesting future direction. How to
improve Protocol 3 to further enhance its eavesdropper-
tolerance capability while ensuring an acceptable load
balance can also be a promising future research topic.

Appendix A. Proof of Lemma 1

Proof. Notice that PO(L) is determined as

(T) (T) (T) (T)
Pout =P (OSHR}* ) +P (OR]*%D) -P (OSHRJ*) P (ORJ*HD
Based on the definition of transmission outage
probability, we have
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T
P(0f k. )= P(Csry < 7a)
b E; - |hsg.? B
= <R
Y rer, Es Ihrr P+ No/2 =

b s .. I*
LRier, Ihr; R[>~

-

Compared to the noise generated by multiple system
nodes, the environment noise is negligible and thus is
omitted here to simply the analysis. Notice that R; =

{] =5 |hR].lR],*|2 < T}, then
2
< VR]

p(o
= P(lhs r,I* < yrIR1IT)
< P(H' < yglRyl7)

(T)
S—>R]-*

s, R |
)<r
[RqlT

where H' = min('hS,Rj* ’
random variable among the n exponential random
2 ’]_|2), j=1,2,---,n. From
reference [32], we can get the distribution function
of the min(|hS’Rj2,
1,2,---

,’hD,R].*‘Z) is the largest

variables min (|h57R].

2
,].| ) for each relay R;,j=

, n as following,

1= e—2x

F X) =
mi”(th,lez'lhD,lez)( ) {0

From reference [32], we can also get the distribution
function of random variable H' as following,

Fopi (x {[1 e

Therefore, we have

x>0
x<0

x>0
x<0

Pl ) <li-e

Since there are n—1 other relays except Rj:, the
expected number of noise-generation nodes is given
by [Ril=(n=1): P (g, . < 7) = (n=1)- (1),
Then we have

(T)

P (OS—>R]'*) < [1 - eiZVR(”*l)(l—e—T)T]n
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Employing the same method, we can get

e e

Thus, we have

pr

out <2 [1 ’ZVR(nfl)(lffT)T]n — [1 - e*ZVR(n—l)(l—e’T)rr”

Similarly, notice that Pout is given by

p5)

According to the definition of secrecy outage
probability, we know that

(=

(5)
p (OS—>R4

I

{Cs, > 75}]

Il
—_

Thus, we have

( SOR ) ZP Cs,E; >)/E)

Based on the Markov inequality,
7’5]

E; - |hs g, |?
g, 5>

P(Csr, 2 7E) < P[ZRjeRl

=E ) o
{hR].,Ei,]:O,l,---,n+mp,]¢]*},721

—velhe. 2.2
]_I EhR]-,Ei [e VEIhR; ;| ]

R]‘ERl

)]

Therefore,

RjER]

(8)
p (OS%R]-*

m l |R1| 1 |Rl|
)S;(lﬂm) _m'(lﬂ/E)

Employing the same method, we can get

[Ral
Rj*—>D - 1+7E

Since the expected number of noise-generation nodes
is given by [Rq| =|R,| = (n—1)-(1 —¢e7"), thus, we can
get
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Appendix B. Proof of Lemma 2

Proof. The parameter 7 should be set properly to satisfy
both reliability and secrecy requirements.
¢ Reliability Guarantee

s . T
To ensure the reliability requirement Po(ut) <&, wWe
know from the Lemma 1 that we just need

2 [1 - e—z)’R("—l)(l—fT)T]n _ [1 _ e—zl/k(n—l)(l—ffr)T]zn <eg
Thus,

[1— e retn=bi=er] < g - (T,

That is,

==

|

2=

2yp(n-1)1-e") 1> log[l —(1-1-4)
By using Taylor formula, we have

—log[l ~(1-vT=%) ]
2yr(n-1)

The above result indicates the maximum value the
parameter T we can take to ensure the reliability
requirement.

e Secrecy Guarantee

T <

. S
To ensure the secrecy requirement PY)

ut < €5, we know
from the Lemma 1 that we just need

1\ 1 (D=
m- ( ) - [m . ( ) < &
1+ YE 1+ YVE
Thus,
L\
. <1-4/1-
" (1 +VE ) B .

That is,

log (—17‘{27785)

T>-log|l+
ST (i—1)log (1 +7p)

The above result implies the minimum value
parameter T we can take to guarantee the secrecy
requirement.

O
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( 1 )(nl)'(leT) [ ( 1 )(nl)-(leT) 2
2m - —|m-
1+ YE 1+ YE

Appendix C. Proof of Theorem 1

Proof. From Lemma 2, we know that to ensure the
reliability requirement, we have

—log[l—(l—\/l——et)’l’]

2yr(n—-1)

T <

and

S

—log[l ~(1-vI=%&)

ZyRT

To ensure the secrecy requirement, we need

|

(n-1(1-e"<

[ L V) s
1+yg - m
Thus,
m < 1-+1-¢ 1-+1-¢
B ( 1 )(1’1—1)(1—8’7) - —log[lf(lfﬁ)%]
1+)/E TRT

( 1+1yE )

By letting 7 to take its maximum value for maximum
interference at eavesdroppers, we get the following
bound

_(n-l)log[l-(l-m)}ﬁ]

ms(l—\/l——es)-(l+7/5)\/ 7R

Appendix D. Proof of Lemma 3

Proof. Similar to the proof of Lemma 1, we notice that

Pof) is determined as

(T) (T) (T) (T) (T)
Pout :P(OS—>R]»)+P(OR]%HD)_P(OS—>R]%)'P(OR/‘*HD

Based on the definition of transmission outage
probability, we have

<P sy <
=\ TR SR
= P (|hs k. > < yrIR1I7)

=1- e_leRllT
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Here R = {] 2" |hR].7R].*|2 < T}. Since the expected
number of noise-generation nodes is given by |R;| =
(n—1)-(1 —e"). Then we have

(T)

p (OS—>R]-*) <1- eiyR(”*l)(l—e*T)T

Employing the same method, we can get

p (OgLD) <1 - e rr(-11=eT)

Thus, we have

P(T<2[1 gVRnlleT] [1 —an11@T)2

Notice that the eavesdropper model of Protocol 1 is
the same as that of Protocol 2, the method for ensuring
secrecy is identical to that of in Lemma 1. Thus, we can
see that the secrecy outage probability of Protocol 1 and
Protocol 2 is the same, that is,

Appendix E. Proof of Lemma 4

Proof. The parameter 7 should be set properly to satisfy
both reliability and secrecy requirements.
e Reliability Guarantee

P( )< &, We

To ensure the reliability requirement P, ,

know from Lemma 4 that we just need

2 [1 — e*VR(nfl)(lfe”)T] _ [1 _ e*)/R(nfl)(lfe’T)T]z <

That is,

1— e R=HA=)T 7 _ 7~ &

By using Taylor formula, we have

—log (1 -¢)
2yr(n—1)

e Secrecy Guarantee

Notice that the secrecy outage probability of Protocol
1 and Protocol 2 is same. Thus, to ensure the secrecy
requirement, we need
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1\ T
1+9E N m
Thus,
log(1 ' )

T>-log|1+
81N T (i-T)log(1+yp)

The above result implies the minimum value
parameter 7 can take to guarantee the secrecy
requirement.

O

Appendix F. Proof of Theorem 2

Proof. From Lemma 4, we know that to ensure the
reliability requirement, we have

—log (1 — &)
T e ——
2yr(n-1)
and
_ —log (1 — &)
— —_ T —
m-1)(1-¢e")< 2Rt

To ensure the secrecy requirement, we need

1 (n-1)(1-e77) 1- ﬁ
1+9E - m
Thus,
L 1T g | -VT=%
= 1 (n-1)(1-e"7) — —log(1-¢t)
( ) 1 ) 2YRT
1+)/E 1+7E

By letting 7 to take its maximum value for maximum
interference at eavesdroppers, we get the following
bound

—(n—1)log(1-¢¢)
2YR

ms(l—xll—ss)-(1+)/5)
O
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Appendix G. Proof of Lemma 5

Proof. Notice that two ways leading to transmission
outage are: 1) there are no candidate relays in the relay
selection region; 2) the SINR at the selected relay or
the destination is less than y. Let A; be the event that
there is at least one relay in the relay selection region,
and A, be the event that there are no relays in the relay
selection region. We have

pT)

out

_p®

oqu]P(AlHP() P(A,)

out|A,

Since the relay is uniformly distributed, the num-
ber of candidate relays is a binomial distribution

(n, (1 -2a)(1-2b) ) We have

P(A))=1-29
and
P(Az) = 8

n

where 9 =|1-(1-2a)(1-2b)| . When event A,

happens, no relay is available. Then

pD

out|A, =1
Thus, we have
T T
Pla) = Piihy (1=9)+1-9
Notice that P t|A is determined as
(1) _ (T) (T)
Pouta, =P (OS%R Al) +P (ORJ-*—>D Al)
(T) (T)
-P (OS—>R Al) P (ORj»—>D Al)

Based on the definition of transmission outage
probability, we have

(T)
P(OS—>R]% A1 =P CS,R]'* < VR Al
lhs,R . 1?
E- I L
S,R]u(-
Rj,R]-* NO
R
N
177
2
|hS;Rj*|
P dS,ij- < A
- e P VR
R]‘ERl dger]‘
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Compared to the noise generated by multiple system
nodes, the environment noise is negligible and thus is
omitted here to simply the analysis. Notice that R; =

{] #j |hR]-,RJ-*|2 < T}, then

lhs,R - & dSR*
(T) A1) <p| N TSR
ZRjeRl TdR]-,R/-*

P (OS—>R]-=« < yr|A

As shown in Fig.2 that by assuming the coordinate
of Rj as (x,y), we can see that the number of noise
generating nodes in square [x, x + dx] x [y, v + dy] will
be (n—1)(1 — e *)dxdy. Then, we have

H

T(n—1)(1-e)

—dxdy
2

RGR1 ij x xR) (y—yR].*)z]

where (xR].*,ij*) is the coordinate of the selected
relay R}, XR;. € [a,1 - a],ij* €[b,1-10]
a €[0,0.5],b €[0,0.5].

Notice that within the network area, where relays
are uniformly distributed, the worst case location for
the selected relay R; is the point (0.5,0.5), at which
the interference from the noise generating nodes is the
largest; whereas, the best case location for the selected
relay Rj* is the four corner points (a,b),(a,1 -Db), (1 -
a,b) and (1 —a,1 —b) of the relay selection, where the
interference from the noise generating nodes is the
smallest. By considering the worst case location for the
selected relay Rj:, we have

and

A l<P s, Ry |2d§,‘1¥%‘*
= T(n-1)(1-e"

(T)
p (OS—>R]-*

< yr|A1

) 1

Here

1 1 1
- _dxd
” JO fﬂ [(x—0.5)2+(y—0.5)2]7 Y

+(0.5-b)?
+ (0.5 - b)?2, then

Due toa <dgp, < V(1 -a)? , we consider

the worst case and let ¢ = \/(1 —a)?

plo® |a) s pf_ Mer e A
I e ETUE I P
o _YrRT(n=1)(1—¢€"") ¢
= <
p (|hS,Rj*| < e Ay
_yrt(n=1)(1-e" )y
= 1 — e ‘PﬂX
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Employing the same method, we can get

(T) _VRT(n—1>(71(;e’T)¢2
P(OR]%_>D Al)sl—e ¢
here,
P2 = f J ~dxdy
+(y =057
Then, we have
P o _ B i)
outla, =1t —¢€

Thus, we have

yr(n-1)(1-e"7)

R I ("“*"’2)](1 —9)+1-9

(

Notice that Pouz is given by

p®)

(S) (S) (S)
out :P(OS—>R]~ )"'P(OR *)D) P(OS—>R]~»

According to the definition of secrecy outage
probability, we know that

(o)

P Utess > el

i=1

Thus, we have

( SR ) ZP Cs,E; >7/E

Based on the definition of ry, we denote by Ggl) the
event that the distance between E; and the source is
less than r(, and denote by G(zl) the event that distance
between E; and the source is lager than or equal to ry.
We have

P (CS,Ei > )’E)

Ggi))P(G(li)) + P(CSrEz‘ > ye|G

i 1
G(zj)) (1 - ETCT‘OZ)

=P (CS,Ei 2 VE

1
<1- ETcrOz + P(CS,E,- > VE
of which
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(5)
) - P (OR]'*—)D

P (CS,E,' > VE G(zl)) <
|hs g, 1710~ '
P e ! i > 75|GY)
Jo Jo gdxay

(x_in )2+(y_y15,' )

where (XE,» yEi) is the coordinate of the eavesdropper
E;. T is the sum of (n—1)(1-e") independent
exponential random variables.

From Fig.2 we know that the largest interference at
eavesdropper E; happens when E; is located at the point
(0.5,0.5), while the smallest interference at E; happens
it is located at the four corners of the network region. By
considering the smallest interference at eavesdroppers,
we then have

h _Zr —a

= P(lhs,}s,-|2 >Typ--ro®)

(CSE = VE

here

¥ = J-f ————dxdy
x2+y )2

Based on the Markov inequality,

p (CS,E,- 2 VE G(zi)) <Ep [e_r”woa]

1 (n=1)(1-e7%)
- ( 1+ ygprg® )

Then, we have

P(CS,E, > yg) <

1 (n=1)(1-e77) (l 1 . 2)
- =Tr
2 0

171 24
J— r —_—
20 1+ ypipry®

Employee the same method, we have

P(CRJ-*,E,- 2 )/E) <
1 )(fl—l)(l—e_T)

7"(7’02+( (1 —T(TOZ)

1+ yeprp®
Notice that
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1 1
—7'17’02 + (

(n-1)(1-e7") 1
) (1 - 57(1’02)

2 1+ )/Eljbroa
1 (n-1)(1-€7")
:nr02+(—a) (1—nr02)
L+ ygiro

1 ) 1 (n_l)(l_eir)
- |l - ——
2 1+ ')/Ell)roa

, 1 (n=1)(1-€77) ,
< mry +(—1+7/Ev,br0“) (1—nr0 )

Therefore

(S)
S—>Rj*) = P(ORj*HD)

< m|mry® + _
a 1+ yepre®

Then, we have

)(ﬂl)(leT)

(1-m07)

(S) 2 1
P> <2 [
out S <M [7”0 (1 T VE¢r0a

Nl wer2 s [— L
0 L+ yeprg®

)(11—1)(1—3‘1)

(1=

(n=1)(1-e7")
) (1 - nroz)

|

O
Appendix H. Proof of Lemma 6

Proof. The parameter 7 should be set properly to satisfy
both reliability and secrecy requirements.
e Reliability Guarantee

To ensure the reliability requirement

p(T7)
know from Lemma 5 that we just need

out < &, We

_ VRT(H—I)(I-E_T)(

1-e e ")‘+‘P2)](1—9)+1-938t

that is,
yrt(n-1)(1-¢7")
_ =

By using Taylor formula, we have

T<\/ log(ll ét)
N yr(n=1) (@1 + @2)

e Secrecy Guarantee

1-¢
((P1+(P2)2108(1_ t)
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2

To ensure the secrecy requirement pY)

ut < €5, we know
from Lemma 5 that we just need

(n-1)(1-e7")
2m | mrg? + —1
¢ L+ ypypre®

m| 7t 2+ ;
0 L+ yppre®

Thus,

(1 - nfoz)] -
)(n—l)(l_"’T) (1- moZ)” < &

(n=1)(1-€7")
m - | TCT, 2 + ;
0 L+ yppre®

1-+/1-¢

That is,

(1 —nroz)} <

1-7t72

lfﬁ—nr
log | —2—+—
T>-log|l+

(n—1)log (1 + yppre?)

Appendix |. Proof of Theorem 3

Proof. From Lemma 6, we know that to ensure the
reliability requirement, we have

\/ log(1 aE’)({) @
T<
Yr(n=1)(p1 + ¢2)

—log (1 “)
YRTO® (91 + ¢2)

To ensure the secrecy requirement, we need

and

(n-1)(1-e7)<

(1 — nroz) <

Thus,
o V=%
- (n-1)(1-e77)
71” + (1) (1 - mr?)
< 1—+1-¢

—log(l gt)

712 )VRT¢“(</>1+<P2 (1-mrg?)

1
+ ( T+yppro®
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By letting 7 to take its maximum value for maximum
interference at eavesdroppers, we get the following
bound

Here,

—(n—l)log( 11:3 )
YR(@1+92)p?

= (1 +yppry?)
O
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