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Abstract

The transformer can convert one kind of electric energy such as AC current and AC voltage into another kind
of electric energy with the same frequency. Knowledge graph (KG) can describe various entities and concepts
in the real world and their relationships, and it can be considered as a semantic network for power system
transformer. Hence, it is of vital importance to analyze and design the power system transformer standard
based on the knowledge graph. To this end, we firstly examine the power system transformer with one KG
node and one eavesdropper E, where the eavesdropper E can overhear the network from the source, which
may cause physical-layer secure issue and an outage probability event. To deal with the issue, we analyze and
design the system secure performance under the eavesdropper and define the outage probability for system
security, by providing analytical expression of outage probability. We further investigate the power system
transformer with multiple KG nodes which can help strengthen the system security and reliability. For such a
system, we analyze and design the system secure performance under the eavesdropper and define the outage
probability for system security, by providing analytical expression of outage probability. Finally, we give some
simulations to analyze the impact of secure transformer standard on the power system, and verify the accuracy
of our proposed analytical expression for the the power system transformer standard based on the knowledge
graph.
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1. Introduction
Transformer is a common electrical equipment, which
can realize the conversion of AC energy. The trans-
former can convert one kind of electric energy (AC
current and AC voltage) into another kind of electric
energy (AC current and AC voltage with the same fre-
quency) [1–3]. The function of transformer in practical
application is mainly to complete the voltage conver-
sion and make the transmission of electric energy more
convenient. Transformers can be divided into step-
down transformers and step-up transformers according
to the ratio of output voltage to input voltage. A trans-
former whose ratio of output voltage to input voltage
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is less than 1 is called a step-down transformer [4]. Its
main function is to provide the required voltage for
various electrical equipment to ensure the supply of
the voltage required by users. The transformer whose
ratio of output voltage to input voltage is larger than
1 is called step-up transformer. Its main function is
to reduce the power transmission cost, reduce the loss
in the process of power transmission and increase the
power transmission distance.

In case of the following changes of the transformer,
the fault analysis of the transformer can be carried
out according to the actual operation status of the
transformer on site. During the operation of the
transformer, an accident causes power failure or short
circuit at the outlet, but it has not led to disassembly:
the abnormal phenomenon of the transformer during
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the operation forces the operator to conduct power
outage maintenance and test on the transformer.
During the preventive test, maintenance acceptance
or handover of the transformer under normal power
failure, one or more index values exceed the standard
value. If any of the above conditions occurs during the
practical use of the transformer, relevant inspection and
test should be conducted immediately to ensure that the
transformer can operate normally.

The steps of judging whether there is a fault are given
as follows. First, we should identify the possibility of a
fault in the transformer, and test whether the fault is
an explicit fault or a hidden fault. Second, we should
identify the nature of the fault, such as oil fault or
solid insulation fault, thermal fault or electrical fault.
Third, fault power, time, severity, development trend,
hot spot temperature and saturation degree of gas in
oil are common conditions to identify whether there
is a fault in the transformer. Fourth, we should find
a proper way to deal with transformer accidents. If
the transformer can still operate after an accident, it is
necessary to judge whether its safety technical measures
and monitoring methods need internal inspection and
repair during the operation of the transformer.

Transformer faults can be caused by various reasons,
such as classification by type. For example, it can be
divided into oil circuit fault, magnetic circuit fault and
circuit fault according to its circuit division. At present,
the probability of transformer fault is the highest, which
is not only the short-circuit fault at the outlet of the
transformer, but also the very serious impact on the
transformer itself, and also the discharge fault of the
transformer.

The main goal of knowledge graph (KG) is to
describe various entities and concepts in the real
world and their relationships. Therefore, it can
be considered as a semantic network. From the
perspective of development process [5, 6], knowledge
graph is developed on the basis of natural language
processing (NLP). Knowledge graph and NLP are
closely related and belong to the top artificial
intelligence (AI) technology. Knowledge graph can
be used to query complex related information at a
higher level, understand the user’s intention from the
semantic level, and improve the search quality. The
application of knowledge graph technology provides
a new perspective and idea for the design of power
system transformer [7].

In this paper, we analyze and design the system
secure performance under the eavesdropper and define
the outage probability for system security, by providing
analytical expression of outage probability. We further
investigate the power system transformer with multiple
KG nodes which can help strengthen the system
security and reliability. For such a system, we analyze
and design the system secure performance under the
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Figure 1. System model of the power system transformer
standard based on knowledge graph with one KG node.
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Figure 2. System model of the power system transformer
standard based on knowledge graph with multiple KG nodes.

eavesdropper and define the outage probability for
system security, by providing analytical expression of
outage probability. Finally, we give some simulations
to analyze the impact of secure transformer standard
on the power system, and verify the accuracy of our
proposed analytical expression for the the power system
transformer standard based on the knowledge graph.

2. System model of power system transformer
standard based on knowledge graph
2.1. One KG node
As shown in Fig. 1, we examine the power system
transformer standard based on knowledge graph with a
single KG node, where there exists a transmit source S, a
receiver R receiving the signal, and one eavesdropper E.
At each time slot t, the source S sends the signal to the
receiver R, while the eavesdropper E can overhear the
network from S to R, which may cause physical-layer
security problems and an outage probability event.
Let h ∼ CN (0, α) and g ∼ CN (0, β) denote the wireless
channel from S to R and from S to E, respectively. The
transmission rate between S to R is given by [8]

Csr = log2

(
1 +

P

σ2 |h|
2
)
, (1)

where P is the transmit power, and σ2 represents the
variance of additive white Gaussian noise (AWGN) at
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the receiver. Analogously, the transmission rate from S
to E is written as [9–11]

Cse = log2

(
1 +

P

σ2 |g |
2
)
. (2)

For the considered network, the transmission security
needs to be analyzed under the eavesdropper E, which
can improve the system secure performance and the
system effectiveness. Specifically, the outage probability
event occurs when the eavesdropping transmission
rate is larger than a certain threshold value of the
transmission rate at the transmit source S. In the
next subsection, we will give the definition of the
outage probability and analysis the system security
transmission performance.

2.2. Multiple KG nodes
Fig. 2 shows the system model of the power system
transformer standard based on knowledge graph
with multiple KG nodes. Specifically, the user can
communicate with the KG nodes through the wireless
link. At the same time, the eavesdropper can overhear
the communication that can result in a reduction in the
transmission rate. Without loss of generality, we assume
that all nodes in this system have a single antenna and
all links experience Rayleigh fading.

There are two communication cases in this network.
One is that the user can communicate with all the
KG nodes simultaneously, while the other is that the
user can select one KG node to communicate. Since
the former communication case may cause interference
among the users and the user needs to have more
antennas, the KG node selection technique is used in
this paper. Specifically, we assume that the n∗-th KG
node KGn∗ is selected to communicate with the user.
Intuitively, we can select the best KG node KGn∗ by
maximizing the instantaneous channel gain, given by
[12–15]

n∗ = arg max
1≤n≤N

|hn|2 , (3)

where hn ∼ CN (0, α) denotes the channel parameter of
the wireless link from the user to the KGn.

Then, the effective signal-to-noise ratio (SNR) of KGn∗

and eavesdropper can be written as [16, 17]

SNRn∗ =
P |hn∗ |2

σ2 ,

SNRE =
P |g |2

σ2 .

(4)

Then, we can obtain the system transmission rate
in the presence of one eavesdropper according to the
Shannon Formula, which is [18, 19]

R =
[
log2(1 + SNRn∗ ) − log2(1 + SNRE)

]
= log2

(
σ2 + P |hn∗ |2

σ2 + P |g |2

)
.

(5)

3. Analysis of outage probability

3.1. One KG node

In this subsection, our goal is to measure the
performance of the devised network in terms of
outage probability, where the analytical expression for
the network outage probability is derived. Since the
eavesdropper can overhear the network and may cause
physical-layer security problems, the outage probability
is defined by [20]

Pout = Pr
{
log2

(
1 +

P

σ2 |h|
2
)
− log2

(
1 +

P

σ2 |g |
2
)
< Rth

}
,

(6)
where Rth is the threshold. According to (6), the outage
probability occurs when the value of Csr − Cse < Rth,
which means that the transmission fails to receive the
signal from S to R. The equation (6) can be further
written as [21–23]

Pout = Pr
{

log2

(
σ2 + P |h|2

σ2 + P |g |2

)
< Rth

}
,

= Pr
{
|h|2 <

(A0 − 1)σ2 + P |g |2

P

}
,

=
∫ +∞

0

∫ (A0−1)σ2+P x
P

0

exp(− x
β ) exp(− y

α )

αβ
dydx,

=
1
β

∫ +∞

0
exp(

x
β

)dx

−
{

1
β

∫ +∞

0
exp(

(1 − A0)σ2

P α
) + exp(

−A0x
α

)
}

dx,

= 1 − α
α + A0β

exp(
(1 − A0)σ2

P α
),

(7)

with A0 = 2Rth .

3.2. Multiple KG nodes

As to multiple KG nodes in the power system, we will
also give the definition of the system outage probability
and derive the associated closed-form expression of the
outage probability under this network. In particular,
the outage probability is that the system transmission
rate is less than the stated threshold Rth, which can be
denoted by [24, 25]

Pout = Pr(R < Rth)

= Pr
[
log2

(
σ2 + P |hn∗ |2

σ2 + P |g |2

)
< Rth

]
.

(8)

According to (8), we can know that the outage occurs
when R < Rth.
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Then, from (8), we can obtain [26–28]

Pout = Pr
[
|hn∗ |2 <

2Rth(σ2 + P |g |2) − σ2

P

]

=
∫ 2Rth (σ2+P |g |2)−σ2

P

0
f|hn∗ |2(x)dx,

(9)

where f|hn∗ |2(x) is the probability density function (PDF)
of the variable |hn∗ |2. As |hn|2 ∼ Exp( 1

α ), we can obtain
f|hn |2(x) as [29–31]

f|hn |2(x) =

 1
α e
− x
α , x > 0,

0, x ≤ 0.
(10)

Further, according to the order statistics and (10), the
PDF of the |hn∗ |2 can be obtain as [32–34]

f|hn∗ |2(x) =

N
α e
− x
α

(
1 − e−

x
α

)N−1
, x > 0,

0, x ≤ 0.
(11)

Consequently, according to (11), (9) can be re-written as

Pout =
∫ 2Rth (σ2+P |g |2)−σ2

P

0

N
α
e−

x
α
(
1 − e−

x
α
)N−1

dx

=
[
1 − e−

2Rth (σ2+P |g |2)−σ2

αP

]N
.

(12)

In further, according to |g |2 ∼ Exp( 1
β ), we can obtain

f|g |2(x) as,

f|g |2(x) =

 1
β e
− x
β , x > 0,

0, x ≤ 0.
(13)

Then, (12) can be re-written as

Pout =
1
β

∫ +∞

0
e
− x
β

[
1 − e−

2Rth (σ2+P x)−σ2
αP

]N
dx

=
1
β

∫ +∞

0
e
− x
β

N∑
k=0

(
N
k

)
(−1)N−keA(N−k)e−B(N−k)xdx

=
1
β

N−1∑
k=0

(
N
k

)
(−1)N−keA(N−K)

∫ +∞

0
e
− x
β e−B(N−k)xdx

+
1
β

(
N
N

) ∫ +∞

0
e
− x
β dx,

(14)
with

A =
(1 − 2Rth )σ2

αP
,

B =
2Rth

α
.

(15)

Finally, according to (14), we can obtain the closed-form
expression of outage probability in this network, which
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Figure 3. The effect of channel gain α on the power system
transformer standard based on knowledge graph.

is

Pout = 1 +
N−1∑
k=0

(N
k

)
(−1)N−keA(N−k)

1 + βB(N − k)
. (16)

In the next section, we will discuss the simulated
result to verify the closed-form expression.

4. Analytical and Simulation Results
In this part, the simulated results are presented to
verify the analytical results. In particular, the impacts
of the network parameters such as α, β, and Rth on
system secure performance are presented, and the
corresponding results are shown in the following figure
s. If not specified, the transmit power P is set to 1w, σ2

is set to 0.1w, and Rth is set to 0.1.
Fig. 3 demonstrates the effect of channel gain α

on the secure wireless network, where α goes from
1 to 15 and the value of β is 1 or 3. From fig. 3,
we can find that the closed-form expression of the
outage probability matches the simulated results very
well, which verifies the validity of (7). Moreover, the
value of outage probability decreases swiftly with the
increasing value of α. This is because that a higher α can
effectively improve the transmission rate, which further
enhances the system secure transmission performance.
For example, when α = 11 with β = 1, the outage
probability of the considered system is about 6%, which
means the considered network has a better secure
transmission environment under the eavesdropper.

Fig. 4 shows the effect of channel gain β on the secure
wireless network, where β changes in the range of [1,
15] and the value of α is 1 or 5. As shown in Fig. 4,
we can find an interesting circumstance that the value
of outage probability increases rapidly when β becomes
large. This is due to the fact that increasing β can
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Figure 4. The effect of channel gain β on the power system
transformer standard based on knowledge graph.
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Figure 5. The impact of threshold Rth on the power system
transformer standard based on knowledge graph.

enhance the transmit SNR from S to E, which improves
the efficiency of eavesdropping, leading to difficulty for
secure transmission between S to R and a higher outage
probability for transmission. Moreover, the analytical
results match the simulation very well, which verifies
the derived closed-form expressions for the network
average outage probability.

Fig. 5 represents the impact of threshold Rth on the
considered networks, where β = 1, α = 1 or α = 5, and
Rth fluctuates in [0.1, 1.0]. From Fig. 5, we can observe
that for either α = 1 or α = 5 with various values of
Rth, the closed-form outage probability fits well with
the simulated one, which validates the correctness of
the derived closed-form expression. In addition, the
value of outage probability with α = 1 is higher than
that with α = 5 no matter what the value of Rth is.
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Figure 6. Outage probability of the power system transformer
standard based on knowledge graph versus Rth.

This is due to the fact that increasing α can lead to
a stronger link from the source S to R, improving
the average channel capacity for transmission, and
decreasing the outage probability event. For example,
when Rth = 0.5, the outage probability with α = 5
is 22%, while that with α = 1 is 51%. The outage
probability of the latter is about twice as high as the
former, which demonstrates an interesting fact that a
higher transmit SNR between S to R can improve the
network transmission performance and enhance the
physical-layer security.

In the following part, we show some simulations
to verify the analytical result for the considered
system with multiple KG nodes. If not specified, the
environment setup of the simulations is set as follows.
The number of KG node is set to N = 10, and the
transmit power is set to P = 10 dB. The average channel
gains are set to α = 1 and β = 1, where the threshold is
set to Rth = 0.1.

Fig. 6 shows the outage probability of the simulation
and closed-form expression versus the threshold Rth,
where the threshold is set to Rth ∈ [0.1, 1], the value
of α is 1 or 5, and the value of β is 1. From Fig. 6,
we can observe that the system outage performance
deteriorates with an increasing value of Rth, which
indicates that the increasing value of Rth can possibility
of outage event. Moreover, the analytical result is close
to the simulated result, which shows the accuracy
of the closed-form expression. In further, the system
outage performance with α = 5 is better than the the
system outage performance with α = 1, as the channel
condition from the user to the selected KG node
becomes better.

Fig. 7 illustrates the outage probability of the
simulation and closed-form expression versus the
average channel gain of the KG link α, where α ∈ [1, 10],
the value of Rth is 1 or 5, and β is 1. We can observe from
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Table 1 Data for Fig.6
Rth 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Sim:α = 1 0.1041 0.1187 0.1340 0.1510 0.1684 0.1876 0.2071 0.2279 0.2488 0.2701
Ana:α = 1 0.1041 0.1187 0.1340 0.1510 0.1684 0.1876 0.2071 0.2279 0.2488 0.2701
Sim:α = 5 0.0005 0.0007 0.0009 0.0013 0.0017 0.0023 0.0032 0.0042 0.0054 0.0070
Ana:α = 5 0.0005 0.0007 0.0009 0.0013 0.0017 0.0024 0.0032 0.0042 0.0054 0.0071
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Figure 7. Outage probability of the power system transformer
standard based on knowledge graph versus α.
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Figure 8. Outage probability of the network versus β.

Fig. 7 that the outage probability improves with a large
value of α, due to the improved channel condition from
the user to the selected KG node. In addition, as shown
in Fig. 7, we can find that the outage probability with
Rth = 0.1 is better than that with Rth = 1, which can lead
to the same conclusion as from Fig. 6. Moreover, the
analytical curve exactly matches the simulated result,
which proves the correctness of the derived analytical
expression.

Fig. 8 demonstrates the outage probability of the
simulation and closed-form expression versus the

average channel gain of the eavesdropping link β, where
β ∈ [1, 10], Rth is 1 or 5, and α is 1. We can find from
Fig. 8 that as β increases, the system outage probability
becomes worse, due to the improved channel conditions
from the user to eavesdropper. Moreover, the analytical
result is close to the simulated one, which demonstrates
the validity of the derived closed-form expression.

5. Conclusions
The transformer could convert one kind of electric
energy such as AC current and AC voltage into another
kind of electric energy with the same frequency. KG
could describe various entities and concepts in the
real world and their relationships, and it could be
considered as a semantic network for power system
transformer. Hence, it was of vital importance to
analyze and design the power system transformer
standard based on the knowledge graph. To this end,
we firstly examined the power system transformer
with one KG node and one eavesdropper E, where the
eavesdropper E could overhear the network from the
source, which may cause physical-layer secure issue
and an outage probability event. To deal with the
issue, we analyzed and designed the system secure
performance under the eavesdropper and defined the
outage probability for system security, by providing
analytical expression of outage probability. We further
investigated the power system transformer with
multiple KG nodes which could help strengthen the
system security and reliability. For such a system, we
analyzed and designed the system secure performance
under the eavesdropper and defined the outage
probability for system security, by providing analytical
expression of outage probability. Finally, we gave some
simulations to analyze the impact of secure transformer
standard on the power system, and verified the accuracy
of our proposed analytical expression for the the power
system transformer standard based on the knowledge
graph.

5.1. Data Availability Statement
The data of this work can be obtained
through the email to the authors: Yuzhong
Zhou (yuzhong_zhou@hotmail.com), Zhengping
Lin (zhengping_lin@hotmail.com), Yuan La
(yuanlacsg@hotmail.com), Junkai Huang
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Table 1 Data for Fig.7
α 1 2 3 4 5 6 7 8 9 10

Sim:Rth =
0.1

0.1841 0.0554 0.0214 0.0096 0.0050 0.0028 0.0016 0.0010 0.0006 0.0004

Ana:Rth =
0.1

0.1839 0.0553 0.0214 0.0097 0.0050 0.0027 0.0016 0.0010 0.0006 0.0004

Sim:Rth = 1 0.3700 0.1668 0.0854 0.0477 0.0285 0.0178 0.0117 0.0079 0.0055 0.0039
Ana:Rth = 1 0.3700 0.1668 0.0854 0.0477 0.0285 0.0178 0.0117 0.0079 0.0055 0.0039

Table 1 Data for Fig.8
β 1 2 3 4 5 6 7 8 9 10

Sim:Rth =
0.1

0.1043 0.2923 0.4291 0.5245 0.5935 0.6450 0.6852 0.7176 0.7438 0.7658

Ana:Rth =
0.1

0.1042 0.2926 0.4292 0.5244 0.5934 0.6453 0.6856 0.7177 0.7440 0.7658

Sim:Rth = 1 0.2702 0.5025 0.6260 0.7016 0.7516 0.7876 0.8145 0.8351 0.8514 0.8656
Ana:Rth = 1 0.2704 0.5021 0.6262 0.7014 0.7517 0.7875 0.8144 0.8352 0.8519 0.8654

(junkaihuangcsg@hotmail.com) and Xin Wang (
xinwangcsg@hotmail.com). As to this work, the
authors would like to sincerely thank the following
researchers for the meaningful discussions: Xiazhi Lai
(xiazhilai@hotmail.com), Bowen Lu (bwlu@ieee.org),
and Yinghao Guo (yinghaoguo@ieee.org).
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