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Abstract

As technology continues to advance, data has become an increasingly important element in the sphere of Information
Technology. However, enormous data generated by devices presents a major challenge in handling it in real time. Data
encryption is a crucial component in ensuring data security and privacy during its transmission in network. Unfortunately, many
applications disregard data encryption in order to achieve higher performance. The work proposes a solution to this problem
by introducing a data encryption process that is, the Realizable Data Encryption Strategy (RDES) and Deoxyribonucleic Acid

(DNA) computing, a revolutionary cryptographic method that improves information security by preventing authorized access
to sensitive data, being used. Information security is improved by DNA symmetric cryptography being suggested. The
outcomes show that plain-text encryption is a very secure procedure. The RDES approach is designed to improve privacy
protection within the constraints of real-time processing. By implementing the RDES approach, data privacy and security can
be significantly enhanced without compromising performance.

Keywords: Cryptography, DNA, RDES, Encryption, Decryption.
Received on 05 December 2023, accepted on 22 February 2024, published on 28 February 2024

Copyright © 2024 Pranjali et al., licensed to EAIL This is an open access article distributed under the terms of the CC BY-NC-SA 4.0,
which permits copying, redistributing, remixing, transformation, and building upon the material in any medium so long as the original

work is properly cited.

doi: 10.4108/eetsis.5230

“Corresponding author. Email: srividya.ramisetty@gmail.com

1. Introduction

The Internet has connected the world like never before, and
the future of technology is mobile computing. It allows
access to the Internet and data on-the-go. Mobile cloud
computing methods have enabled divergent applications,
but concerns remain about data security and privacy [1].
The key privacy concern is due large volumes of data that
needs to be transmitted which is not enciphered or
encrypted. It may result in issues of privacy leakage. To
address this problem, the paper proposes use of a
Realizable Data Encryption Strategy (RDES) model. It is
designed to protect the privacy of owners of data using
networking facilities and devices. The RDES model
includes two important terms for implementing data
encryption: Pairs Matching and Paired Data Collision. It
also includes two algorithms, S Table Generation (STG)
and Weight Modularization (WM), to support the
implementation of the RDES algorithm. When deciding on
data encryption these algorithms identify means of
recognizing privacy values.

2 EAI

Key contributions of the work carried are:

Firstly, the approach proposed selectively encrypts data
maximizing protection level. Two modes of operation,
encryption and non-encryption modes, are considered
during the transmission phase.

Secondly, the algorithm proposed is expected to offer an
optimal solution with utmost value for the total privacy
weights. The constraints that may be involved are
processing time and levels of privacy.

Thirdly, outcomes of the work provide solutions that focus
on protecting data privacy and with an adaptive approach
for data transmission.

Many scientists in numerous domains have used DNA
computing to offer protection for the enormous quantity of
data depicted by performing DNA computing. The term
"DNA-BASED cryptographic approaches" refers to a
variety of cryptographic techniques. DNA computing also
acquired certain desirable qualities in its work, like high
parallelism, large storage capacity and maximum energy
efficiency, which is highly advantageous for the idea of
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data concealing. The programme may offer a remedy for
clustering, forecasting, and optimization issues in addition
to signal processing. 108 TB of data might fit into one gram
of DNA. The equivalent DNA base number is 1021.

The research work carried on aims at providing the
following:

A comparative analysis of several DNA cryptography
methods.

Provide a strong ciphertext using improved cryptographic
technique.

Provide cutting-edge data concealing techniques with the
improved strategy.

1.1 Deoxyribonucleic Acid

The natural mega particle known as Deoxyribonucleic
Acid (DNA), is the source of living creatures. It is created
when nucleotides combine. Deoxyribonucleotides are
supposedly thought of as a monomer unit of DNA [2].
DNA is formed of four kinds of nucleotides bases A -
Adenine, G- Guanine,T- Thymine and- Cytosine. Purines
and Pyrimidines are two nitrogen bases of DNA. Single
ring molecules, having bases C and T, are referred to as
pyrimidines, whereas double ring molecules, A and G, are
assumed as purines.

Key Sequence: ACCTG...TCTAGA ...CATTGG...ACTAGCC...
+— p——

1234% 23 - 1027
. -

Plaintext byte transformation
00 - A

n-C 01110010
10-G CTAG

1n-1 e Key Dictionary:

Plaintext Substitutions
01110010 523, 1027,
1000 11 00 602 3011, 3726,
values
Plaintext : “e” — 01 1000 11 1innn

Substitutions: 3381, 3760, 3951, 4386,

6892, 7171, 7283, el

Cinhertoxt 1384

Figure 1. Encryption in DNA Indexing Algorithm

Vast industries that might be used for data and picture
encryption, data concealment, steganography, etc. may be
identified using DNA's capabilities. While performing
DNA operations in various laboratories, consideration
should be given to a number of factors, including
temperature, pressure, oxygen ratio and so on.

Since DNA is a sensitive module, it might have a variety
of outputs depending on the surroundings. Consequently, it
may be claimed that the environmental factors depicted in
Figure 1, completely determine how DNA computations
are performed. The term ‘binary coding scheme’ refers to,
binary conversion of DNA sequence. In this study, binary
values 00, 10, 11 and 01 were represented by the DNA
bases A, G, T and C. For instance, binary sequence for the
DNA sequence "AATCGGAT" is 0000110110100011.
The major bases of RNA (ribonucleic acid) are the same as
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those in DNA, with the exception that Uracil (U) is used in
place of thymine (T).

Summarizing, the research work done proposes a naive and
an effective method for safeguarding privacy for mobile
cloud computing. By implementing DNA cloud
computing, data privacy and security can be significantly
enhanced without compromising performance.

2. Literature Review

Many applications disregard data encryption to achieve
compliance. This work expresses privacy concerns about
data and proposes Realizable Data Encryption Strategy
(RDES), a revolutionary data encryption method. The goal
of this addition is to broaden the breadth of privacy
protection while minimizing time limitations.

Numerous cutting-edge applications in Cyber-Physical
Systems are being driven by the anticipated enhanced
network study and rising need for sharing data in mobile
networks. However, the tensions between security and
communication effectiveness limit the use of ITS today.
The Security Aware Efficient Data Sharing and
Transferring method, is proposed in this article as a
solution to secure data transmission problem. The
experimental assessment has demonstrated that the
suggested paradigm performs well at safeguarding
communications for ITS [3].

In the data from fusion reactors, a brand-new technique and
its application for real-time blob filament detection and
tracking are provided. Numerous additional uses in a
diagnostic picture, depend on similar temporal properties.
The method for obtaining these characteristics is presented
in the study [4]. DDoS attack source traceback is an
unsolved and difficult issue. A straightforward and
efficient traceback approach is deterministic packet
marking (DPM), however existing DPM-based traceback
schemes are impractical because of their scaling
limitations. They proposed, instead of designating every
Internet node, as the current techniques do, simply label
specific involved nodes for trace back purposes. The paper
suggests an on-demand trace back approach rooted on the
DPM mechanism. The conventional DPM method is used
to designate these implicated ingress routers to identify the
involved attack source [5].

The idea of DNA computing led to the evolution of several
algorithms. In the past 20 years, the DNA computing
concept has been used to tackle challenging problems like
SAT and DES. The DNA computing concept is used by
Lipton [6] to solve the NP-complete SAT problem. He also
developed a DNA-based encoding system, and the author
used the fewest possible variables to answer the SAT issue.
Data Encryption Standard (DES) cracking was proposed by
Boneh et al [7] using DNA computing. With their
suggested approach, every cryptosystem might be broken
with a key size of only 64 bits or less. Additionally, its
encryption circuit is compact and can be broken in 916
steps. Each phase is equivalent to 32 extractions, and
processing takes a minimum of one complete day for each
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of the 10 extractor stages. To break DES using their
suggested technique would take at least four months. The
DNA computing approaches developed by Chen et al. [8]
might be used to address challenging problems. Using
DNA technology, they also cracked DES. The predicted
algorithm by Chen et al. has three different functions: 1)
The key space should be initialized with every possible
using the initial function. 2) The encryption procedure; and
3) Finding the appropriate related key. The molecular
sticker algorithm also includes tubes and short memory
strands.

MingXin et al [9] proposed DNA cryptosystem, which
incorporates DNA biotechnology with cryptography
techniques. This technique was developed by utilizing
DNA probes. Ciphertext was then included into the DNA
chip. The development of DNA chips results in the
method's privacy. A suggested approach for the effective,
dependable, and secure transfer of data was recently made
by Kar et al [10]. The method makes use of DNA keys,
which comprises three keys: two for encryption and one for
communicating the encryption key to the recipient. In this
approach, the text itself will be transformed to binary
sequence through a process called string to binary
transformation.

The massive DNA pattern is converted to binary data
making use of a binary coding algorithm for the encryption
key. XOR is performed and adding procedures to the 64-
bit raw and 64-bit key would provide the ciphertext. Shiu
et al has made several cryptographic technique suggestions
[11]. The following are the cryptographic methods that
employ the DNA method: a) Insertion technique Methods
two and three are replacement and complementing pair.
They also demonstrated that the replacement strategy is
more effective than the other two, by encrypting ciphertext
with the DNA sequence, Liu et al [12] devised a data
concealing technique. Their approach uses DNA coding
and turns the plaintext into DNA sequence. Chebyshev
map constructs one time key making use of the desired
DNA sequence key and two pseudorandom DNA
sequences, XXOR and YPrimer. The DNA messaging
sequence might be turned into ciphertext by using shift
procedures on the result that had been generated earlier.
Following encryption, the word file might get transformed
to PDF and created PDF delivered to the recipient.
Mandge et al [13] had suggested a powerful ciphertext
method that combined key generation technology with
matrix insertion modification in the encryption process.
The several shifting and XOR operations will first turn the
plaintext into a mini cipher. It is claimed that because this
procedure incorporates safe key creation, if it were applied
to the plaintext each time, we might acquire different mini
ciphers for the same plaintext. After using a number of
biotechnologies, including DNA primers, to transform this
mini cipher into a final ciphertext. Table lookup
substitution, devised by Taur et al [14] has improved the
substitution approach using a single bit complementary
rule. They expanded to include the replacement method's
two bits complementing rule. TLSM, which makes use of
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lookup tables [15][16], converts two-bit plain text to the
matching text.

Only one bit a time could be translated by a rule developed
by Shiu et al. Additionally, the TLSM technique uses
highly good ciphertext compression [17]. Zhang et al [18]
presented a technique called SCLPV to fend off nefarious
auditors. This method simultaneously provided resilience
to malevolent audits and certificateless open validation to
check outsourcing data accuracy in CPSS.

Wang et al [19] concentrated on creating a method enabling
a secure system for the cloud that facilitated public audits
while protecting privacy. The approach of defining
adversaries was investigated in their study. User-machine
interface problems were also covered in a separate
investigation, albeit from an entirely distinct perspective,
developed an investigative strategy that concentrated on
the weaknesses brought on by the abuse of Graphical User
Interface (GUI) elements. In the setting of Ui-based
applications, this strategy took abuse of GUI element
properties into account. There are numerous Encryption
methods supported by various other biometric traits, other
than DNA [20]. Srividya et al proposed encrypting data
using fingerprint biometric as key.

Proposed Method

The absence of ability to monitor in internet browsers
might cause privacy problems because the latest platforms
do not allow for surveillance of enemies. The pace at which
threats are amplified can also be decreased with an
effective safe networking infrastructure. The proposed
method works in two phases. The phases involve
algorithms for data encryption and decryption.

Phase 1: Secret Data Encryption Algorithm

In step first binary data is converted to sequences
representing DNA, as in equation (1), equation (2),
equation (3) and equation (4)

A=00 . (D
T=01 . (2)
C=10. (3)
G=11. (4)

In step second, Complementary pair rule is implemented.
It is an unique pair assigned to every pair of nucleotides
base.

Customer chooses to send original information M to cloud
computing settings across the internet. To offer and upload
the ultimate version of M(M") to internet, there are 3
channel-phases. The data M is translated into binary form
after it is read as an integer. The rule of base pairing must
be applied in translating binary data to amino acids,
represented as the sequence of DNA. In the actual world of
biology, nucleotide synthesis follows set guidelines.
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Algorithm 1: Encryption Process

- Input: File
Output: Reference Sequence in Hexadecimal format
Start :
Let M be the Data
Convert Binary to DNA Nucleotides
Apply Complementary Rules on M'
Find Index for each Nucleotides Couple in DNA
References Sequence M"
Reference Sequence in Hexadecimal format is generated,
and this is called Secret Data M"'
Stop

Phase 2: Original data Extraction

Client 2 uses certain integers to represent the secret data.
Phase two and its associated subphases will retrieve actual
or native data from DNA reference sequences.

Algorithm 2: Decryption Process

Input:  Reference Sequence in Hexadecimal format
generated in the Encryption Process M™
Output: Original Data
Start:
Find Index of each Couple of Nucleotides in Reference
Sequence of DNA
Apply Complementary Rules on M'
Convert Binary to DNA Nucleotides
_Stop

While a user uploads a file from his local computer to a
website, the file must first be forwarded to DNA
Encryption Service. This runs on a cloud server-1 and
encrypts the file. Computer 1 transmits the ciphered file to
cloud server-2, through the usage of internet service notion,
where it is stored.

In decryption algorithm numeric data is Converted to
sequences of DNA. Couple nucleotides are extracted from
reference sequence of DNA. Rule of Complementary pair
is again used, and unique value is assigned to base pair of
every nucleotide. Finally sequences of DNA are converted
to binary data. When the user downloads a file from web
server, respective file in cloud server-2 is fetched and sent
to DNA decryption, executing on cloud server-1. The file
is downloaded to user’s device once it is decrypted.

4. Results and Inference
Present section throws light on outcomes of research work
carried out. The results are explained through figures.

Website developed enable users to give the input in form
of a file.

O EA

USER LOGIN
FORM

Register

Figure 2. User Login

User Login web page is as shown in Figure 2. Once the user
login, the file can be uploaded for encryption as depicted
in Figure 3. The contents of the file is read and if any
sensitive information is detected the file will be encrypted.

Upload File

Select File Ghoose file | Po fle chosen

Figure 3. File upload page

The uploaded file is split into blocks irrespective of
whether it is sensitive or not and is uploaded to the FTP
cloud server.

Value -->99
Binary -->1l1@&8ll
Binary Full --»8ll@aall

Byte: @lleaall

Cutput Phase 1 :TCAG
Qutput Phase 2:AGCT
First 2:AG

Second 2:CT

test arx>Fxx>=x>>>> 1AG
test N >>=>>>=>>>x>=>135
Output 1 3

test arxFxx>rx>x>=x> CT
TtTest N >>>>>>>>>>>18
COutput 2 8

test arx>>>>>>>>>> 1AG
TtTest N >>>>>>>>>>2>135
test arx>>>>>>>>>> CT
TtTest N >>>>>>>>>>>18

Aafter Encryption -->8388
Value -->114
Binary -->11l1&81e

Figure 4. DNA Encryption
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File Status

sensivtivedata.txt is Belongs to Sensitive

Figure 5. Display of File Type

Figure 4 depicts the results of DNA Encryption process,
phase 1 and phase 2 output. If the uploaded file has
sensitive data, the file is split, and only sensitive data is
encrypted and later stored in cloud. Figure 5 shows the
message being displayed as to the file is sensitive or not.

Select Id File Name

Date and Time ClusterTD
1 1001 221Xt 2023-04-20 22:08:38 1
2 1002 nEews. Xt 2023-04-20 22:10:04 2
1003  sensntivedata.txt 2023-04-22 09:07:52 1

Figure 6. Download options

““““ *Character Set *%%%%%===s
display
display
display
display
: 8

Nous

DO RWUNR

¥-=-> TCAG

zBinary --> 0118011
Enter the Binary number:
Hexa decimal: 63

Enter the Binary number:
Hexa decimal: 63
zBinary Byte --> 63
Decimal : 99
Decimal : =99

ASCIT = 99

Figure 7. Files stored in cloud

LS L T T T U U T T Y

Figure 8. DNA Decryption
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Figure 6 depicts the user’s download options to download
the required document and decrypt it. Figure 7, depicts the
file stored as blocks in DriveHQ cloud and Figure 8,
depicts the DNA Decryption process. DNA cryptography
performed is better in many testing conditions. The results
of our study satisfied our planning criteria and agreed with
the predicted outcomes in theory.The dimensions used in
practical assessments will be the subject of a subsequent
study.

5. Conclusions

Big data concerns regarding privacy were the sole subject
of this work. It also took into account actual cloud
computing deployments. RDES, the suggested solution,
was created to boost the effectiveness of privacy measures.
The Secret Data Encryption algorithm, created to provide
alternate data packages for encryption under varied
scheduling limitations, was the main algorithm underlying
the RDES paradigm. The results of the practical
assessments demonstrated the suggested strategy's better
and flexible efficacy.
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	User Login web page is as shown in Figure 2. Once the user login, the file can be uploaded for encryption as depicted in Figure 3. The contents of the file is read and if any sensitive information is detected the file will be encrypted.
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	The uploaded file is split into blocks irrespective of whether it is sensitive or not and is uploaded to the FTP cloud server.
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