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Abstract

1. Introduction

INTRODUCTION: The processing and storage capacities of the Internet of Everything (IoE) platform are restricted, but
the cloud can readily provide efficient computing resources and scalable storage. The Internet of Everything (IoE) has
expanded its capabilities recently by employing cloud resources in multiple ways. Cloud service providers (CSP) offer
storage resources where extra data can be stored. These methods can be used to store user data over the CSP while
maintaining data integrity and security. The secure storage of data is jeopardized by concerns like malicious system
damage, even though the CSP's storage devices are highly centralized. Substantial security advancements have been made
recently as a result of using blockchain technology to protect data transported to networks. In addition, the system's
inclusive efficacy is enhanced, which lowers costs in comparison to earlier systems.

OBJECTIVES: The main objective of the study is to a blockchain-based data integrity verification scheme is presented to
provide greater scalability and utilization of cloud resources while preventing data from entering the cloud from being
corrupted.

METHODS: In this paper, we propose a novel method of implementing blockchain in order to enhance the security of data
stores in cloud.

RESULTS: The simulations indicate that the proposed approach is more effective in terms of data security and data
integrity. Furthermore, the comparative investigation demonstrated that the purported methodology is far more effective
and competent than prevailing methodologies.

CONCLUSIONS: The model evaluations demonstrated that the proposed approach is quite effective in data security.
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the centralized outsourcing of user data, with the CSP
acting as a resource provider. The Internet of Everything
(IoE) is a concept whose architecture and environment
include components of the Internet of Things (IoT) [2][3].

Cloud computing has grown in popularity as a result of
the outsourcing of processing and the rendering of storage
requirements depending on user availability. On the basis
of shared services, users can access resources such as
applications, services, bandwidth, and storage via the
internet [1]. The essential aspect of cloud computing is
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People, Data, and Processes are the other three aspects in
an [oE scenario. Data collection is an important aspect of
IoE [4]. Every day, additional data is collected in the IoE
context. These applications make use of low-performance,
low-power-consumption components that are incapable of
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providing considerable processing capability to the
architecture.

Blockchain technology is already emerging as a very
important frontier field in the case of cutting-edge value
theories and diverse application scenarios due to its
specific technological advantages [5][6]. Blockchain
functions as a distributed database composed of blocks,
smart contracts, transactions, consensus processes, and so
on. Every block's header field includes the previous
block's hash value, resulting in an ordered chain [7]. The
primary benefits of blockchain technology are the creation
of an open, decentralized, auditable, transparent, and
tamper-proof record. Every blockchain node may validate
the transactions that have been logged on the chain.
Because the transactions are enduringly chronicled on the
blockchain, the data cannot be deliberately updated. Every
document has an irreversible and permanent time stamp
[8][9]. Because blockchain technology shatters the
centralized elements of the internet, greater security may
be provided.

Once the transaction is performed and authenticated, the
participants can have a high level of trust in the
blockchain [10]. Blockchain can help to tackle the
hindrance of data authenticity. It can efficiently endorse
data interchange and circulation [11]. Data integrity is the
guarantee that the stored information is undamaged and
may only be viewed or updated by the appropriate
individuals [12]. As a result, developing an effective
blockchain system is critical for promoting data integrity.
The paper is discussed along these lines: in Section 2 the
literature review of the prevailing techniques is presented,
under Section 3 the propositioned methodology with
algorithms and descriptions are provided, under Section 4
outcomes and analysis are demonstrated and Section 5
concludes the paper with future scopes.

2. Literature Review

The literature review explores the integration of
blockchain technology and quantum-resistant signature
algorithms for ensuring data integrity in Cloud and
Internet of Things (IoT) environments. By analyzing
existing research and developments, this review aims to
elucidate the current state-of-the-art techniques,
challenges, and future prospects in this burgeoning field.
Addressing the critical need for secure data management
in increasingly interconnected systems, the review
highlights the potential of these innovative approaches.
Sim et al. [13] proposed an IoT data integrity verification
based on blockchain for enhancing IoT edge computing
environment. To reduce IoT data redundancy, the
suggested method combines signature and data keys from
various IoT devices housed in grouped subsets in the IoT
edge computing environment, building many hash chains
utilizing blockchain technology.

Xie et al. [14] proposed an effective blockchain-based
solution for data integrity verification in cloud
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environment. By solving a few limitations of traditional
centralized auditing and enhancing the plan's
effectiveness and security through usage of the blockchain
network. In contrast, based on the SIS problem
assumption, the system may withstand the threat posed by
quantum computing while simultaneously streamlining
the user verification procedure, partially alleviating the
issue of users' limited computational capability.

Li et al. [15] proposed a secure picture sensing
transmission and storage technique for blockchain in the
IoT. The blocking procedure for data and image detection
of smart image sensors; the algorithms for generating
public and private keys for detecting data blocks; and the
algorithms for signing and validating signatures for
detecting data blocks are the essential components of this
solution. However, this method is difficult to utilize and
time intensive.

Zhao et al. [16] presented a novel procedure using Merkle
tree reconstruction, that enhances some aspects such as
fault tolerance and information security when compared
to conventional approaches and improves the block
generation criteria to make it more appropriate for
improve system performance in agricultural IoT data.
Nonetheless, this approach demands the use of additional
equipment to carry out the information security
evaluations.

Bai et al. [17] presented a lightweight BPIIoT to aid in the
development of an end-to-end, decentralized industrial
applications. The BPIIoT platform is built on a blockchain
network that includes smart contracts. The BPIIoT
platform is designed to be a light-weight network
infrastructure comprised of an on-chain network and an
off-chain network to reduce network load and latency.
This strategy, however, cannot be used in business
settings.

The majority of the strategies studied focused on
improving the overall performance of the algorithms by
boosting throughput and time. The existing work was
missing out on the following parameters, computational
feasibility, interoperability and scalability. Furthermore,
existing strategies are incapable of providing protection
against quantum attacks, which is the primary emphasis of
the proposed work. Blockchain has recently been
regarded as one of the most effective solutions for
security challenges. Because blockchain employs both
cryptography and hashing techniques, data security is
enhanced, in addition to several other advantages. Though
there are a lot of literary works built on blockchain, most
of them have one or more performance difficulties. In this
study, a blockchain-based architecture is offered as a way
to provide a higher level of security and integrity to data
transferred to cloud servers.

3. Methodology
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Cloud services are popular among customers because they
give a variety of computing capabilities as well as flexible
storage. Data storage in cloud servers provides numerous
benefits, including remote access support, lower hardware
investment costs, and reduced local storage strain. Though
the cloud has increased the general convenience of
storage facilities for its customers, it has also introduced
new issues that must be handled quickly. Some of the
most prevalent cloud challenges are data corruption, user
data security, increased system vulnerability, tampering,
and data loss. These obstacles impede the cloud's
reputation from spreading to users all around the world.
As a result, it is critical to propose some technique or
algorithm that may successfully improve data integrity in
the cloud. This effort decides to administer blockchain
technology for improving the privacy of data stored in the
cloud. Furthermore, a blockchain-based data integrity
verification scheme is presented to provide greater
scalability and utilization of cloud resources while
preventing data from entering the cloud from being
corrupted. Figure 1 depicts the suggested framework
architecturally.

The planned task is divided into six major phases: key
generation, signature generation, file upload, audit
request, proof generation, and verification. Users generate
keys and signatures in the early phase using the lattice
founded blind signature algorithm (L _BSA). During the
key creation step, the keys are produced at random, and
an optimal key is then chosen using the puzzle
optimization algorithm (POA). The data is then encrypted
and updated using the upgraded Merkle tree aided
vacuum filter (Vac-UMT) method with the selected key.
The encrypted data is subsequently transformed into
blocks and posted to the CSP wusing blockchain
technology. CSP verifies the user's signature whenever he
or she sends an audit request for data access. If the user's
signature is validated, the cloud server generates an
evidence report and sends it to the user for integrity
verification. Otherwise, the user's access will be restricted
during the evidence generation phase.
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Figure 1: Architecture of the proposed scheme
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4. Results

Several experiments and analyses are carried out to
demonstrate the suggested method's performance efficacy
in comparison to existing blockchain-based data integrity
verification systems. The proposed method has been
tested in a variety of experimental circumstances, and the
results have Dbeen thoroughly examined. The
implementation scenario, performance measurements
concentrated, and analysis performed are all discussed in
the following sections.

4.1 Simulation Scenario

Initially, the suggested system produces the key and
signatures for user data using the L BSA technique. The
POA algorithm, which is population-based, is then used to
select an optimal private and public key, with the initial
population set to 300 and the maximum iterations set to
500. The algorithm selects the most optimum key to
govern the encryption process based on the fitness
evaluation. In this paper, a new and efficient Vac-UMT
method for encrypting user data for uploading is provided.
The encrypted data is then broken down into blocks
before being sent to cloud servers for storage. The audit
requests are then submitted to the CSP for verification
using user signatures, and the valid ones are routed to the
server for evidence report production. Following the
submission of the evidence report for integrity
verification, the vacuum filter lookup method is utilized to
establish whether the data matches the original stored
data.

4.1 Performance metrics and analysis

Different performance criteria, such as signature size,
signature generation time, proof generation time,
verification time, and throughput, are used to evaluate the
proposed framework. The framework's performance is
also compared to that of other existing methods, including
the short signature algorithm (ZSS) [18], BLS [19], RSA
algorithm, ECC algorithm, lattice with blind signature
[20], lattice signature with cuckoo filter, and lattice
signature without cuckoo filter [14]. More examples and
descriptions of the comparisons and analysis are provided
below. Table 1 compares the implementation of the
purported and prevailing methodologies in terms of
signature size.

Table 1: Performance comparison for signature size

Signature Size (KB)

No of Lattice with
00 RSA ECC blind Proposed
blocks .
signature
100 1.81 0.39 57.66 96
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200 8.47 0.58 58.45 96

300 17.86 0.76 58.94 87.75

Signature size (KB) RSA

Signature size (KB) ECC
== Signature size (KB) Lattice with blind signature
e Signature size (KB) Proposed
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Figure 2: Graphical comparison of signature size

The table values show that the proposed approach
produced larger signatures with various levels of security
than the other approaches. Figure 2 depicts the graphical
representation of the comparison. With increasing security
level, the signature size of the RSA algorithm increases,
whereas the blind signature scheme only displays a small
increase. The suggested scheme's signature size is proven
to be more stable as security levels increase. Another
significant advantage of the proposed architecture is its
ability to withstand quantum attacks, demonstrating its
security and utility.

Table 2: Performance comparison for signature
generation time

was created by randomly arranging 100 to 300 blocks.
The proposed approach's signature creation time increases
just somewhat as the number of data blocks increases.
The signature generation time of the BLS signature is the
longest of the compared approaches, while the lattice
signature scheme is the shortest. The total analysis shows
that the suggested approach is preferable in terms of
efficiently producing signatures.
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Figure 3: Graphical comparison of signature
generation time

Table 3: Performance comparison for proof
generation time

Proof Generation Time (s)

li\llgc(li siI:gi[etllnche ZSS BLS Proposed
100 0.17 0.35 0.33 0.02
200 0.32 0.56 0.5 0.036
300 0.46 0.83 0.64 0.05

Signature Generation Time (s)

li\llgc(li siI:gi[etllnche ZSS BLS Proposed
100 0.45 0.78 2.3 0.032
200 0.78 1.4 4.28 0.065
300 1.08 2.02 6.37 0.099

Table 2 compares the implementation of the purported
and existing methodologies in terms of signature creation
time. It clearly shows that the proposed strategy is more
effective and has a far shorter signature time than the
other approaches. Figure 3 depicts a more detailed
representation of the signature generation time. The plot

Table 3 compares the implementation of the purported
and existing methods in terms of proof generating time.
Based on the values, it is obvious that the suggested
strategy takes less time to generate proofs than the other
approaches. This is also more easily seen in the graphical
form shown in Figure 4. The proposed method shows just
a minimal increase in time as the number of data blocks
increases. The comparative methods resulted in longer
proof creation times, which is inefficient. The proposed
approach takes only 0.05 s to complete 300 blocks,
indicating that the system is highly efficient.

Table 4 compares the implementation of the purported
and existing methodologies in terms of verification time.
The values show that the proposed approach takes
substantially less time to complete the verification process
than the other approaches. This is also better represented
in Figure 5's graphical portrayal. The proposed solution is
clearly indicated in the graphic as being more optimal
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than the other methods. Furthermore, the BLS signature
approach required more verification time, whereas the
lattice signature with cuckoo filter method produced
comparable results to the suggested method.
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Figure 4: Graphical comparison of proof generation
time

Table 4: Performance comparison for verification
time

Verification Time (s)

Lattice
blocks | 755 | BLS | it cuckoo | ProPosed
filter
100 7.81 187.49 164.06 2.234
200 8.67 | 254.75 317.26 3.749
300 9.56 | 325.94 470.47 5.08

Overall, the simulations indicate that the proposed
approach is more effective in terms of data security and
data integrity. Furthermore, the comparative investigation
demonstrated that the purported methodology is far more
effective and competent than prevailing methodologies.
The suggested method takes essentially no time to
complete the signature generation, proof generation, and
verification operations in comparison to existing
methodologies. Furthermore, the proposed technique may
withstand quantum attacks, which will be advantageous in
the future. The advent of quantum computers may cause
various security challenges throughout the network, and
the most important one will be the implementation of an
effective and efficient security model. To meet these
objectives, the proposed model, which is very practical
and efficient, is introduced. In addition, the research
shows that the purported strategy takes substantially less
time to verify than the other methods. Furthermore, the
total throughput of the suggested technique is quite high,
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with just a slight loss in throughput as node sizes are
raised. Overall, it is demonstrated that the proposed
strategy is more ideal and may provide a higher level of
security and integrity to data uploaded to the cloud.
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Figure 5: Graphical comparison of verification time

5. Conclusion

The cloud computing ecosystem has several machines that
are occasionally hacked by attackers, resulting in data
tampering difficulties. Using blockchain technology, this
paper aims to improve the security and integrity of data
transferred to the cloud. It is critical to protect the files
that users upload by not allowing any tampering or data
alterations. The proposed blockchain-based infrastructure
ensured improved data security and integrity. The
complete architecture is simulated in JAVA and tested on
the publicly available UNSW-NBI15 dataset. The model
evaluations demonstrated that the proposed approach is
quite effective in data security. Despite its security, the
suggested framework is also highly efficient and can
finish the verification procedures in a short period of time.
In the future, the suggested approach will be tested in
real-time cloud environments with larger and more
complicated datasets, such as big data.
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