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Abstract

This era of revolution has influenced all sectors of society, including education, where technological advancements are now
integral to online teaching and learning. However, not everyone fully understands the potential negative impacts of internet
usage. The purpose of this research was to investigate and analyze cybersecurity awareness. The study focused on students
at Aerospace Air Marshal Suryadarma University. The research employed a quantitative design, either descriptive (where
subjects are typically measured once) or experimental (where subjects are measured multiple times). A descriptive study

establishes a relationship between variables, while an experimental study determines causation. To analyze the collected
data, SEM AMOS was utilized to measure students’ awareness of cybersecurity. The study focused on five key areas: (a)
regulation, (b) internet usage, (c) password security, (d) data security, and (e) cyberattacks. Based on the research framework
and these focus areas, several indicators were developed for the study. The findings concluded that students are aware of]

cybersecurity issues.
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1. Introduction

Cybersecurity has become a national priority for
countries worldwide, including Indonesia. This urgency is
driven by the growing integration of information and
communication technology across various facets of
society, such as law, organization, economy, health,
education, culture, security, defense, and more. As the use
of information and communication technology increases,
the level of threats that can occur is also higher and more
complex [1]. In 2022, the National Cyber and Crypto
Agency reported 370.02 million cyberattacks in Indonesia

[2].
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The ongoing revolution of Industry 4.0 and Society 5.0
has significantly contributed to the rise in the number of
Internet users. The advanced technology introduced during
this era has driven technological development across all
aspects of society, including education. Online teaching
and learning have greatly benefited from these
advancements in Internet technology. However, not
everyone is aware of the negative impacts associated with
increased Internet use.

According to a survey conducted by the Indonesian
Internet Services Association (APJII), Internet penetration
in Indonesia has reached 78.19 percent in 2023, a
penetration of 215,626.56 of a total population of
275,773,901. The Chief General of APJII noticed this
increase. Compared to the previous survey, Indonesia’s
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internet penetration rate increased by 1.17 percent this year
[3].

The behavioral contribution to unintentional cyber
breaches was highlighted by IBM’s Global Technology
Services as one of the most critical issues to be addressed
by security controls and best practices guidelines. In fact,
there has been an increased recent focus on the role of
individual behavior in cyber hazard mitigation. However,
the understanding of how individuals differ in their
awareness, knowledge, and cybersecurity behavior when
confronted with versatile cyber hazards is still quite
limited. Moreover, to the best of our knowledge, no
research has yet to compare and evaluate these three
components across countries [4].

Research conducted by Wijayanto produced a Policy
Brief indicating that cybersecurity from the user side is
influenced by user password behavior, social media use,
access of internet devices and networks, and behavior in
accessing information data and using smartphones. These
are typical activities often carried out by internet users [5].
Another researcher, Kusumaningrum A. et al., concluded
that in general the level of student awareness regarding
cybersecurity, especially during the Covid-19 pandemic or
when studying from home, was at a "medium" level, with
a total score of 79.5%. This figure is close to a good level,
and in terms of knowledge, students have a decent grasp at
understanding the importance of cybersecurity. All that is
required is to familiarize oneself with the cyber security
rules [6].

Section 2 reviews literature on cybersecurity, cyber
threats, cybercrimes, cyber-attacks, and similar. Section 3
outlines the methodology of our study, explaining the
dataset, tools and workflow. Section 4 presents the results
through analysis tools: confirmatory factor analysis,
validity test, reliability test, and descriptive analysis.
Section 5 offers a discussion that provides a deeper
understanding of students' awareness and their basic
understanding of cybersecurity issues.

This research was conducted to analyze the level of
students’ awareness of cybersecurity. The author measured
the level of awareness and knowledge of cybersecurity
among students using the SEM (structural equation model)
method, with the aim of seeing the level and extent of such
awareness and knowledge.

2. Literature Review

The internet has revolutionized how people access data
and utilize various applications for modern day-to-day
tasks. Reid and Van Niekerk [7] noted the huge impact of
the internet on daily life: “In our technology and
information-infused world, cyberspace is an integral part of
the modern-day society.”

In both personal and professional contexts, cyberspace
is a highly effective tool in, and enabler of, most people’s
daily digitally transposed activities [8]. Individual cyber
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engagement, in general, and cyber protection tools in
particular, have motivated both academic scholars and
practitioners to focus on individual attitudes and behavior
concerning cyber threats [9]. Other studies have evaluated
the level of individual resilience related to cybersecurity
awareness in regard to it being a cause of job stress [10]. In
addition, the relationship between individual personality
and level of cybersecurity risk propensity has been
researched [10]. Yet the relationships between individual
cyber security awareness, and knowledge and behavior
have never been studied in cross-country comparison, yet
the comparative approach is considered by important
stakeholders to be crucial for the creation of intervention
programs [10].

The International Telecommunications Union (ITU)
defines cybersecurity as follows: Cybersecurity is the
collection of tools, policies, security concepts, security
safeguards, guidelines, risk management approaches,
actions, training, best practices, assurance and technologies
that can be used to protect the cyber environment and an
organization and user’s assets. Organization and user assets
include connected computing devices, personnel,
infrastructure, applications, services, telecommunications
systems, and the totality of transmitted and/or stored
information in the cyber environment. Cybersecurity
strives to ensure the attainment and maintenance of the
security properties of the organization and user’s assets
against relevant security risks in the cyber environment.
The general security objectives comprise the following:
availability, integrity - which may include authenticity and
nonrepudiation - and confidentiality [11].

Cybersecurity awareness can be defined as when a
person has a good knowledge or ability to practice security
when using internet networking sites and when they
understand the importance of protecting personal data and/
or group data in the name of an organization when deciding
to use a web site [12]. Knowledge about cybersecurity
awareness or cybersecurity is very necessary at this time
for organizations, companies or individuals when using the
internet to avoid interference, cyber threats or cyber attacks
which could occur at any time. Expanding the horizons of
a person's cyber security awareness, such as protecting
personal information or data and maintaining device
security, for example via password usage, can minimize the
risk of interference, threats and attacks.

Cybercrimes can be defined as violations committed
against individuals or groups of individuals with criminal
motives to deliberately hurt the victim's reputation or cause
physical or mental harm to victims directly or indirectly,
using modern telecom networks such as the Internet
(included but not limited to chat rooms, email, bulletin
boards and groups) and cell phones [13]. Table 1 presents
different categories of cybercrime.
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Table 1. Different Categories Of Cybercrime [14,15]

Category

Definition

Hacking

The destruction and
concealment of information
from the victim’s operating
system by attacking the
weaknesses and loopholes are
known as hacking. It is usually
done by installing some sort of
backdoor programs by hackers
on the computer of victims to
obtain  access to  the
information.

Cyber theft

When the victim’s computer
information is stolen through
electronic attacks, this is
known as cyber theft. The
most common example of
cyber theft is credit card fraud
and illegal money transfers.

Viruses and worms

Viruses and worms are
designed to damage the
computers attached to other
programs and documents in
the computer. They appear to
perform some other function,
but the primary function of the
virus is to corrupt the
operating system of the
computer.

Spamming

Spamming is done by sending
massive numbers of emails to
users that usually contain links
designed to harm the programs
of the victim’s computer.

Financial fraud

This cybercrime is also known
as a phishing scam, formed
through social engineering and
designed to obtain the victim’s
bank details.

Identity theft and
credit card theft

In this cybercrime, emails are
sent to users to induce them to
provide their identity card and
credit card information. The
attacker represents him or
herself as a representative of
some well-known company,
and hence unaware users
provide their sensitive details
by responding to these emails.

Cyber harasment

Cyber harassment is harassing
and bullying individuals using
electronic means; one such
example is cyberstalking.

Cyber laundring

The transfer of illegally
obtained money between two
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parties is known as cyber
laundering.

Copying the websites of
renowned companies and
attacking the users who are
unaware of this is a new
category of  cybercrime.
Unaware consumers provide
their details to the fraudster’s
personal database.

Website cloning

3. Methodology

This study used a quantitative research technique to
emphasize students' cyber security awareness. Quantitative
research designs are either descriptive (in which subjects
are generally measured just once) or experimental (subjects
are measured many times). A relationship between
variables is established in a descriptive investigation;
causation is established in an experimental study.

To analyse the collected data, SEM AMOS was utilized
to measure students’ awareness of cyber security. SEM is
an integrated approach between two analyses, namely
factor analysis and path analysis. S. Y. Lee [16] stated that
structural equation models are well recognized as the most
important statistical method to serve the above purpose and
can be applied to many fields. SEM uses statistical methods
to present data in achieving research objectives and can
apply various models to achieve research objectives and
answer research problem formulations [17].

Kuowledge !

Cyoarmacty. | Adttifude Password ‘

Awareness Level | |
Viﬂli -

Cyber Attack ‘

Figure 1. Research Framework of Cyber Security

There were a total of 5 focus areas used: (a) regulation,
(b) internet, (c) password, (d) data security, and (e) cyber
attack. From the research framework and specified focus
areas above, several indicator questions were made for this
research.

Questionnaires were distributed by online link to
Unsurya students and the online link was sent to students’
whatsapp group; the design used a Likert scale of 1 to 5
(Table 2). The concept of the measurement framework for
cybersecurity awareness, introduced by Krugger &
Kerney, evaluates the level of student cybersecurity
awareness based on three dimensions of knowledge,
attitude and behavior [18].
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Table 2. Questions from each dimension

No Knowledge

Attitude

Behavior

1. Know about
regulation

be careful in post
someting

never post hoax

2. Know about

using antivirus on

always act

data security  laptop and gadget carefully when
sent something
3. know whats use secure  never share
strong passwords for all password to
password the applications I someone
look like have
4,  know the use many downloaded
internet and applications on safe apps
the dangers gadgets and laptops

of using the

internet
5. know about keep my personal never hacked
cybercrime username and other people's
password social media or
emails
4. Result

The SEM model in this research sample has a number
of latent variables (constructs) of up to five, and each
construct is explained by three or more indicators, a sample
size of 100-150 data is considered adequate [19]. Table 3
shows the demographics of the survey participants,
revealing that the male population (80.4%) was somewhat
greater than the female population (10.68%).

Table 3. Respondent Details

Variable Group Frequency | Percentange(%)
Male 82 80,4%
Gender Female 20 19,6%
Total 102 100%
Aeronautical 76 74,5%
Engineer
Major Aeronautic 5 4.9%
AMTO 14 13,7%
ATC 7 6.9%
Total 102 100%

The processing tool uses Structural Equation Modeling
(SEM) using the AMOS (Analysis of Moment Structure)
program version 26. Prior to data analysis, validity and
reliability tests of the questionnaire used are performed. To
measure its validity, the score of each question item was
used, which was correlated with the total item score in one
variable [20]. After testing the validity and reliability, data
analysis was performed. Data analysis and interpretation
are carried out to answer the problems formulated and
respond to the hypotheses. The stages of data processing
were as follows: Assessing Goodness-of-Fit Criteria,
RMSEA (The root Mean Square Error of Approximation),
GFI (Goodness of Fit Index), NFI (Normed Fit Index) and
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hypothesis testing. The hypothesis would be accepted with
a value of B> 0, where B is the estimated parameter value
and the value of P<0.1 [21].

The research model’s variables could be used in other
similar research with different data, although a successful
goodness-of-fit does not necessarily mean that the model is
valid. It is a useful indicator, however, to move forward
with further procedures to calculate the structured validity
[23]. The number of variables (factors) in the measurement
model has an impact on the model fit values; the simpler
the model and the fewer variables it has, the higher the
possibility of getting better model fit values; also, the
normality of the collected data indicates a possibility of
getting a better model fit [23].

Factor loading between the latent variable (construct)
and its related observed variable (items) is used to estimate
their relationship. High loading was expected to be found,
as represented by the standardized loadings estimates, and
should be between 0 and 1. Factor loading with results
more than 0.5 and less than 0.7 can be taken into
consideration if this does not affect reliability and validity
negatively; an item with a loading less than 0.5 was to be
removed from the model. A factor loading of around 0.7 or
more can be considered an ideal loading that indicates a
strong relationship; however, a factor loading of 1 or more
can indicate some problems with collected data [24].

4.1 Validity and Reliability Test

Table 4. Reliability Test

Estimate]
k1l <--- Knowledge 437
k2 <--- Knowledge ,659
k3 <--- Knowledge ,650
k4 <---  Knowledge ,579
k5 <--- Knowledge ,573

a5 <---  Atittude ,462
a4 <---  Atittude ,267
a3 <---  Atittude ,652
a2 <---  Atittude ,612
al <--—-  Atittude ,382
bl <--- Behavior ,482
b2 <--- Behavior ,667
b3 <--- Behavior ,588
b4 <--- Behavior ,697
b5 <--- Behavior ,362

Table 5. Validity Reability Test

Estimate | S.E. C.R. P Label
Knowledge | <--> Behavior | ,149 ,048 3,075 | ,002
Knowledge | <--> Atittude ,151 ,048 3,140 | ,002
Atittude <--> Behavior | ,174 ,053 3,284 | ,001

Estimate | S.E. C.R. P Label
Knowledge | <--> Behavior | ,149 ,048 3,075 | ,002
Knowledge | <--> Atittude 151 ,048 3,140 | ,002
Atittude <--> Behavior | ,174 ,053 3,284 | ,001
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4.2 Hypotheses testing

Hypothesis testing can be made after making sure the
collected data fits the research model and an appropriate
R2 is acquired. The probability P-value is calculated in this
step to see whether or not to accept the hypothesis [25]; a
P-value of 0.05 or less is an indicator to accept the
hypothesis [24]. When conducting path analysis for
hypotheses testing, standardized and unstandardized paths
are calculated. The standardized paths, however, are used
when reporting the results (Valenzuela, 2017).

Research hypothesis:

HI1: Knowledge has a positive and significant effect on
SMEs attitude and behavior.

H2: Attitude has a positive and significant effect on SMEs
knowledge and behavior.

H3: Behavior has a positive and significant effect on SMEs
attitude and knowledge.

2
1,55
nowledgd

L

L.

Figure 2. AMOS Result Analysis

5. Conclusion

The purpose of this resecarch was to look into and
analyse cyber security concern in Aerospace Air Marshal
Suryadarma University. According to the conclussions of
this survey, students are aware of cybersecurity. Based on
hypothesis knowledge has a positive and significant effect
on SMEs attitude and behavior, attitude has a positive and
significant effect on SMEs knowledge and behavior,
behavoiur has a positive and significant effect on SMEs
attitude and knowledge. Much more research is needed to
establish how students' knowledge levels might be
increased by implementing appropriate awareness-raising
initiatives. Further research may be needed to identify how
best practices might improve the issue areas identified in
this study [15].
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Appendix A

Structural equation modeling (SEM) is a powerful
statistical technique that goes beyond traditional regression
analysis. It allows researchers to explore complex
relationships between observed variables and underlying,
latent constructs that cannot be directly measured [26].
SEM integrates aspects of:

1. Factor analysis: Identifies underlying factors (latent
constructs) from a set of observed variables.

2. Regression analysis: Examines how one set of
variables (independent)  predicts  another
(dependent) [27].

Key concepts in SEM:

e Latent variables (constructs): Underlying factors
that represent abstract concepts, not directly
measurable (e.g., intelligence, customer
satisfaction).

e Observed variables (indicators): Measurable
variables that reflect the latent constructs (e.g., test
scores, customer survey responses).

e Structural model: Represents the hypothesized
relationships between latent and observed variables,
including direct and indirect effects.

e Measurement model: Defines how the latent
constructs are measured by the observed variables.

Result- Goodness of Fit Index CFA

Gg;)tdll:::ls:;f c‘:latl:if Result Criteria
Chi-Square  <18947.21 213,111 Fit
DF >0 87 Good Fit
Probability > 0,05 0,000 Moderat
CMIN/DF <5 2,450 Fit
GFI >0,90 0,785 Good Fit
RMSEA <0,08 0,100 Moderat
AGFI >0,90 0,703 Moderat
TLI >0,90 0,691 Moderat
NFI >0,90 0,643 Moderat
CFI >0,90 0,744 Moderat
PNFI > 0,60 0,533 Moderat
PGFI > 0,60 0,569 Good Fit
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Appendix B

The Covariance Matrix

Covariance between constructs— Covariance is the
measure of how much two variables change together. If
greater values of one variable correspond to greater values
of another variable, you have a positive covariance. If
greater values in one variable correspond to lower values
of another variable, there is a negative covariance value.
The main function of covariance analysis is to determine
the directionality of two variables. If the covariance is
positive, then the two variables will move in the same
direction. If the covariance is negative, the two variables
will move in opposite directions. One of the primary
assumptions in SEM is that the relationship between
constructs follows a linear pattern. Put another way, if a
scatter plot of the values of two variables is ran, then the
data would lie in a linear pattern that increased upward or
decreased downward [20].

The covariance formula is:
For a population:
= (x1-D)(¥,-y)

Cov(x,y) = - (B.1)
For asample ofthe population :

5 (%= (Y
Cov(x,y) = % (B.2)
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