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Abstract

This paper studies the security performance of a multi-tag backscatter communication system for power
data network, where a reader exchanges its information with multiple distributed tags in the presence of
an eavesdropper. The system security performance is assessed using the secrecy outage probability (SOP),
which quantifies the likelihood that the system secrecy capacity drops below a specified threshold. The paper
provides a mathematical analysis on the communication links, considering Rayleigh fading, and investigates
the effect of system monostatic and bistatic RFID configurations on the overall security. An optimal tag

selection scheme is proposed to maximize the secrecy capacity by choosing the tag with the best link between
the reader and the eavesdropper. Moreover, an analytical expression is derived for the system SOP, which
incorporates the joint probability distributions of channel gains and the asymptotic SOP is provided as the
signal-to-noise ratio increases. Simulation results are presented to verify the theoretical analysis, where the
simulation results closely match the analytical predictions, confirming the accuracy of the proposed SOP
analysis. Moreover, the asymptotic analysis offers an upper bound on the outage probability, consistent with
theoretical analysis.
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1. Introduction component of IoT perception, through which auto-
matic identification, tracking, and data collection of
physical objects are realized [9-11]. Low-cost pas-
sive and active RFID tags have been investigated for
supply chain management, smart retail, healthcare,
and industrial monitoring, and numerous anti-collision
algorithms, RFID middleware solutions, and security-
enhanced tag”Creader protocols have been proposed,
thereby demonstrating how RFID-based systems can be
seamlessly embedded into large-scale IoT deployments.

Internet of Things (IoT) has been developed to sup-
port ubiquitous connectivity, large-scale sensing, and
intelligent data processing , viewed as the core fea-
tures of next-generation cyber-physical systems [1-3].
Various IoT techniques have been proposed, in which
perception, network, and application layers are typ-
ically distinguished, and heterogeneous devices have
been integrated through standardized communication
protocols [4-6]. Security, privacy, and interoperabil-
ity of IoT networks have been investigated, and a In various IoT applications, especially in power
variety of lightweight cryptographic schemes, edge- data networks, RFID technology has evolved in
computing framework, and middleware platforms have both hardware and communication protocols [12-

been designed to address these issues in resource- 4] Initially, passive RFID systems were developed,
constrained environments [7, 8]. Within this broader where information was trapsmltted via radio waves
context, radio-frequency identification (RFID) technol- ~ Without the need for an internal power source in

the tag. These systems were widely adopted for
inventory tracking and access control applications due
to the simplicity and cost-effectiveness. Over time,
*Corresponding author. Email: zilinYoul23@hotmail.com active RFID tags, which incorporated the own power
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sources, were introduced, offering extended read ranges
and additional capabilities such as real-time location
tracking [15, 16]. As RFID technology evolved, the
efficiency and scalability of large-scale deployments of
IoT networks were studied, where some sophisticated
communication techniques have been proposed. One of
the notable techniques is the integration of backscatter
communication, a technique in which the RFID
tag reflects the incident radio signal to transmit
information back to the reader, which can help reduce
the power consumption and enable communication in
environments where energy efficiency is critical [17-
19]. Backscatter communication has become a key
enabler for the next generation of IoT systems, allowing
for ultra-low-power, high-efficiency data transmission
over long distances, further enhancing the utility of
RFID in diverse applications, including smart cities and
wireless sensor networks.

In recent years, physical-layer security (PLS) has
attracted much attention for communication systems,
driven by the need for more robust security mecha-
nisms beyond traditional cryptographic methods [20-
22]. PLS leverages the inherent properties of the phys-
ical communication channel, such as channel random-
ness and interference, to provide security against eaves-
dropping. In this field, secure transmission techniques
have been proposed to exploit channel state informa-
tion at both the transmitter and receiver, enabling
the creation of secrecy regions where information
can be transmitted securely. Moreover, multi-antenna
techniques, such as beamforming and multi-input
multi-output (MIMO) systems, have been proposed to
enhance the ability to increase signal strength in the
legitimate communication link while simultaneously
reducing the eavesdropper’s ability to intercept the
signal [23-25]. A critical aspect of PLS is the analysis
of secrecy outage probability (SOP), which quantifies
the likelihood that the secrecy capacity of the channel
falls below a required threshold, resulting in a security
breach. The SOP of communication systems has been
widely studied, with analytical expressions were devel-
oped to evaluate the impact of various parameters, such
as transmit power, noise levels, fading conditions, and
the presence of eavesdroppers, on the overall security
performance. Various techniques, such as power allo-
cation strategies, cooperative jamming, and the use of
artificial noise, have been proposed to mitigate SOP
and enhance security in both single-user and multi-user
systems, ensuring secure communication even under
challenging propagation conditions [26-28].

This paper investigates the security performance of
a multi-tag backscatter communication system, where
a reader interacts with several distributed tags in
the presence of an eavesdropper. The system security
performance is evaluated through the SOP analysis,
and a mathematical analysis on the communication

h
_—0a 9 » |Eavesdropper
~— (Eve)

f, (Active)

Reader

(Tx/Rx)

Active

— Legitimate Link
- > Eavesdropping Link

O Selected Tag
Figure 1. System model of a multi-tag backscatter communica-
tion system.

links is developed, accounting for Rayleigh fading,
and the impact of system monostatic and bistatic
RFID configuration on the security is investigated.
An optimal tag selection scheme is designed to
maximize the system secrecy capacity by selecting the
tag with the best links between the reader and the
eavesdropper. Then, an analytical expression for the
SOP is derived, incorporating the joint probability
distributions of various channel gains, and the system
SOP asymptotic behavior is studied as the signal-
to-noise ratio increases. To validate the theoretical
analysis, simulation results are provided, and a
detailed comparison between simulated, analytical, and
asymptotic results is presented. These comparisons
confirm that as the signal-to-noise ratio increases,
the outage probability decreases, thereby enhancing
the system security. The simulation results closely
align with the analytical predictions, affirming the
validity of the proposed model, while the asymptotic
approximation offers an upper bound on the outage
probability, consistent with theoretical expectations.

2. System Model

Fig. 1 illustrates the system model of a multi-
tag backscatter communication setup, consisting of a
reader, N spatially distributed tags, and an eavesdrop-
per attempting to intercept the signals transmitted by
the tags. In this system, h, denotes the channel gain
from the reader’s transmitting antenna to the n-th tag,
fn represents the channel gain from the n-th tag to
the reader’s receiving antenna, and g, refers to the
channel gain from the n-th tag to the eavesdropper. It is
assumed that the channel gains for all communication
links follow a Rayleigh distribution, given by,

h, ~CN(0,a),

anCN(Orb)r gHNCN(()’C)’ (1)

EAI Endorsed Transactions on
Scalable Information Systems
| Volume 12 | Issue 6 | 2025 |

2 EA 2



Ensuring Security in Multi-Tag Backscatter Communication Systems

where CN(y, 02) denote the complex Gaussian distribu-
tion with mean y and variance o?. The reader receives
the signal from the n-th tag,

Yrn = hufusb + n,. (2)

In an RFID backscatter system, the system architecture
plays a crucial role in shaping the behavior of the
communication links. The correlation between the
forward link h, and the backscatter link f, varies
depending on the system configuration. In a monostatic
setup, where the transmit and receive antennas are
colocated on the reader, the forward and backscatter
links exhibit perfect correlation. Conversely, in a
bistatic RFID configuration, where the antennas are
spatially separated, the correlation between these two
links is only partial. This architectural distinction
has a substantial impact on both system performance
and security. Moreover, the bistatic arrangement offers
practical advantages for deployment, such as reducing
interference and improving communication reliability.
The distributions of the squared magnitudes |h,|> and
If,|? are given by,

— xl x2 1
Fnalz g (X1, %2) = exp (‘(1 ~Na  (1- A)b) ab(1 - 1)

I [ 2\//\X1X2 ]
N\ ari=n)

(3)

where A € [0, 1] represents the correlation between the
channels, which is defined as,

/\ _ COV(XI,Xz)
- \/Var(Xl)Var(Xz)'

Additionally, Iy(-) denotes the modified Bessel function
of the first kind, it can be expressed as an infinite series,

S 2m
o= ) 5

m=0 (

(4)

The signal captured by the eavesdropper from the n-th
tag is,

Yen = hn,g,sb + n,, (6)

where n, represents the additive white Gaussian
noise (AWGN) at the eavesdropper, modeled as n, ~
CN(0,02). We assume that the channels h, and g, are
independent, given that the eavesdropper is positioned
at a much greater distance from the reader, significantly
farther than from the tag, the instantaneous signal-
to-noise ratios (SNRs) at both the reader and the
eavesdropper can be determined using (2) and (6) as,

h, fulP.
m = | nfn2| S’ (7)

hy 8l P
Cop = Pnel R 8

Oe
Here, the transmission power is denoted as P, = [E|s|?,
while C,, and (., represent the average SNRs at the
reader and the eavesdropper, respectively. By applying
(7) and (8), the channel capacities for both the reader
and the eavesdropper can be given by,

Crn = 10%2(1 + Crn)r (9)

Cen = logz(l + Cen)i (10)

By utilizing the previously obtained capacity expres-
sions, we can calculate the instantaneous secrecy capac-
ity for the multi-tag RFID backscatter system as:

1+C
1082 (TC:Z)’ Crn 2 Cen:

11
0’ Crn < Cen- ( )

Csn=Cry = Cppy = {

In the multi-tag backscatter communication system
under consideration, we assume that the reader
possesses complete channel state information (CSI) for
the wireless links. Utilizing this CSI, the reader selects
one tag from the set of N available tags to transmit the
information. To optimize the system secrecy capacity,
the tag selection strategy is devised from the secrecy
capacity expression in (11). The optimal tag, n*, is then
selected as:

n* = arg max
1<n<N

l + |hnfn|2(:rn

This optimal tag selection (TS) strategy ensures that the
selected tag for transmission can optimize the disparity
in channel conditions between the reader and the
eavesdropper, ultimately enhancing the overall secrecy
capacity.

3. Secrecy Outage Probability Analysis

In this section, we analyze the secrecy outage
probability (SOP) for the multi-tag RFID backscatter
system, a key metric for assessing system security. The
SOP represents the likelihood that the instantaneous
secrecy capacity falls below a predefined threshold R;.
We assess the system’s SOP under the condition of
optimal tag selection. The system SOP P, is given by,
The optimal tag, n*, is then selected as:

140,
Pyt = Pr [mg2 (1 :?” ) < Rs], (13)
en*

which can also be expressed as,

Pout = Pr[l + |hn*fn*|2Cr < CS, 1+ |hn*gn*|2(>e < CS]’
(14)
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or equivalently,

Poyt = Pr [1max (1 + |hnfn| Cr) <G, 1+ |hngn|2(:e < CS]

(15)

Here, {, = 2% represents the secrecy SNR threshold.
Given the assumption that the tags are independent, the
expression can be reformulated as,

P = Pr[(1 4 APC) < T (1+ImgPe) <]
(16)

which can be simplified as,
Pout = Pr[(InPC AP - ClaP) < ¢ -1]" . 17)
Let
=P w=1AP ws=lgl (18)
and define
u = Cwy — CCsws. (19)

The system SOP expression becomes,
Py = Pr [1max (1+ I fPC,) < cs]. (20)

To derive the SOP, we begin by determining the
probability density function (PDF) of u. By applying
fundamental statistical techniques for the difference of
two random variables, the PDF of u can be expressed as,

- [
Tolocrbe, X P(cc Z )

) u >0,

u<0. 21)
This distribution is crucial for computing the SOP, as
it captures the likelihood of the difference between
the forward and backscatter channels falling below the
secrecy threshold. Based on the positive and negative u,
(17) can be rewritten as,

Pout = {Pr[wyu < - 1]}N
Cs_l
u

=Pr|0<w; < or u>0

+Pr[w; >0 and u <0]
= (I + L)Y, (22)

where

o Csu
L =f J Fwp wo)f () dwy dudw,,  (23)
0 0

Iz—j J fwy, wy)f

u) dwidudw,. (24)

In this context, f(w;, w;) represents the joint PDF of
wi and w,. By substituting (5) into (3), we can have,

flwy, wy) Zpowll‘wke_plwl e P22, (25)

where pg, p1, and p; are constants, given by,

/\k
Po= (1= A)(2k + 1)(ab)k+1(k1)2’ (26)
1 1
P1 = 1= \)a’ P2 = TS (27)

From the above equations, we can obtain the following
expressions for I; and I,

I =) KbCE =28 (b0 ) Ki (28V0C,),  (28)
k=0

s 1
L=) AF1- A)csce(—), (29)
é CoCe + T,

where f = p1(C; — 1). From the analytical I; and I,, we
can finally obtain the analytical expression of SOP for
the considered multi-tag backscatter communication
system,

B o0 Ak(l _/\) be, k+1/2
P{ZW[ w20 ()

N
X Kis1 (z\lﬁl (bCr)l/k!)]} . (30)

The above analytical expression of SOP can be used
to evaluate the security performance of the considered
multi-tag backscatter communication system. However,
this expression involves an infinite series, making it
difficult to obtain practical insights on the system
optimization. To simplify the analysis and gain a clearer
understanding of the system security performance, we
derive the asymptotic SOP as the average SNR at the
receiver approaches infinity. Note that the function
K (-) can be approximated as,

1 x X
K ~—+=1 (—), 31
1(x) x 72> (31)
as x — 0. Substituting this approximation into (30), we
can derive a closed-form expression for the SOP as C,
increases, given by,

oo _ [ccsce +p 1n(bCr/ﬁ)]N

out — bCr (32)
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When (., is small, the term c¢(,C, in (32) can
be neglected, simplifying the expression for the
asymptotic SOP, yielding,

o _ [ln(bCr/ﬁ)
be,/p

out —

where bg, = b(,(1 - A)/(Cs — 1). From (32) and (33), we
observe that as the correlation A between the forward
and backscatter links increases, the asymptotic SOP
worsens. This implies that a higher correlation between
these links reduces the communication security perfor-
mance, making the system more vulnerable to interfer-
ence. In particular, when the correlation is strong, the
forward and backscatter channels become less indepen-
dent, diminishing the system secrecy. In RFID systems,
the channel fading parameters a and b are crucial fac-
tors that influence the secrecy performance. Increasing
these parameters can enhance the overall secrecy by
improving the system capability to separate commu-
nication links. Additionally, as the number of tags N
increases, the system diversity order of secure transmis-
sion improves, further boosting system security.

N
, (33)

4. Simulations Results and Discussions

In this paper, we perform some simulations for
the considered multi-tag backscatter communication
system where a reader exchanges information with
multiple distributed tags, while an eavesdropper
attempts to capture the transmitted signals. The
channel gains are modeled using Rayleigh fading
distributions. The paper utilizes both monostatic and
bistatic RFID configurations, with the correlation
coefficient A between the forward and backscatter links
being a key parameter. The number of tags varies from
1 to 3. Additionally, the main-to-eavesdropper ratio
(MER) varies from -5dB to 30dB, and the correlation
coefficient A varies from 0.2 to 0.8. These simulations
settings are used to validate the theoretical analysis
by comparing the system SOP for different system
configurations.

Fig. 2 illustrates the SOP performance of the con-
sidered multi-tag backscatter communication system
versus the main-to-eavesdropper ratio (MER), with dif-
ferent numbers of tags (N =1,2,3) and A = 0.2. From
this figure, we can find that the system secrecy outage
probability decreases as the MER increases, indicating
that higher MERs lead to a more secure communication
environment. For instance, at an MER of 10 dB, the
SOP for N =1 is approximately 1072, while for N = 3,
it drops to around 1072, demonstrating the benefit of
increasing the number of tags. Additionally, as the num-
ber of tags increases, the system capability to withstand
interference improves, resulting in a lower SOP. This
effect is due to the increased system diversity, which
provides more options for selecting tags that optimize

Secrecy outage probability

O simulation
Analysis
= == Asymptotic
I I I I I I
-5 0 5 10 25 30

15
MER (dB)

Figure 2. Secrecy outage probability versus MER with A = 0.2.
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Figure 3. Secrecy outage probability versus MER with A = 0.5.

the secrecy capacity. Moreover, the comparison between
the simulation results, theoretical analysis, and asymp-
totic analysis reveals a strong alignment, confirming
the accuracy of the proposed theoretical analysis. In
further, the line slope of the asymptotic result changes
with N, showing that the system’s secrecy diversity
order increases linearly with N.

Fig. 3 shows the SOP of the considered multi-
tag backscatter communication system versus the
MER for different values of the number of tags N
(i.e., N=1,2,3), with a correlation A =0.5. From
Fig. 3, one can find that as N increases, the SOP
decreases. For instance, at an MER of 10 dB, the
SOP for N =1 is approximately 1072, while for N =
3, it decreases to around 1073, demonstrating the

EAI Endorsed Transactions on
Scalable Information Systems
| Volume 12 | Issue 6 | 2025 |

2 EA 5



Zilin You et.al

Secrecy outage probability

O simulation

Analysis
= = Asymptotic 1

| I I I I I
-5 0 5 10 15 20 25 30
MER (dB)

Figure 4. Secrecy outage probability versus MER with A = 0.8.

advantage of increasing the number of tags. This
effect is due to the increased diversity, as more
tags provide more options for selecting the one
with the best channel conditions, optimizing the
secrecy capacity and improving the system’s capability
to withstand interference. The comparison between
simulated, analytical, and asymptotic results reveals
strong agreement, validating the theoretical analysis.
The asymptotic analysis further shows that the slope
of the SOP curve changes with N, indicating that the
system’s secrecy diversity order increases linearly with
N. As the number of tags increases, the system becomes
more resilient to eavesdropping, and the secrecy
performance improves significantly. This emphasizes
the critical role of N in enhancing system security.
Specifically, at an MER of 10 dB, the SOP values for
N =1and N = 3 are approximately Py, (N = 1) ~ 1072
and Py, (N = 3) = 1073, respectively, clearly illustrating
the significant reduction in SOP with the increase
in N, which enhances the overall security of the
communication system.

Fig. 4 illustrates the system SOP of the considered
multi-tag backscatter communication with respect to,
where N varies from 1 to 3, and the correlation
coefficient A is set to 0.8. From Fig. 4, we can find
that the system SOP decreases significantly as the
number of tags N increases. Specifically, at an MER
of 10 dB, the SOP for N =1 is approximately 1072,
while for N = 3, the SOP drops to around 1073. This
demonstrates the impact of increasing N on improving
the system’s security by enhancing the diversity of the
system, providing more options to select the optimal
tag for communication. Moreover, the slope of the
SOP curve changes with N, which is consistent with
the theoretical analysis that the secrecy diversity order

increases linearly with N. As the number of tags grows,
the system’s ability to withstand interference improves,
leading to a more secure communication environment.
This indicates the crucial role of N in reducing the
SOP and improving the overall security of the multi-
tag backscatter communication system. Specifically, at
an MER of 10 dB, the SOP for N=1 and N =3

are approximately Pout(N = 1) ~ 1072 and Pout(N =

3) =~ 1073, res ctlvely, Clearly showmg the significant
reductlon in SOP with the increase in N, thus enhancing

the overall security of the communication system.

5. Conclusions

This paper examined the security performance of the
considered multi-tag backscatter system, focusing on
SOP as a critical metric for evaluating system security.
An optimal tag selection scheme was proposed, which
maximized the system secrecy capacity by selecting
the tag with the best channel links between the
reader and the eavesdropper, based on CSI. Theoretical
analyses were carried out to derive SOP expressions
and study the asymptotic behavior as the SNR
increased. These analyses were validated through
simulations, which confirmedt hatt he proposed

analysis accurately predicted the system security
performance. In particular, increasing the number
of tags significantlyi mproved s ystems ecurity by

enhancing diversity order, which provides more
robust options for tag selection, thereby reducing
the likelihood of eavesdropping. Additionally, the
correlation between the forward and backscatter links
was found to have a notable impact on secrecy
performance, where a higher correlation between these
links resulted in a less secure system, indicating the
importance of managing link correlations for optimal
security. Overall, the findingsp rovided valuable

insights for the design and optimization of secure
backscatter communication systems, offeringa solid
foundation for future IoT applications.
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